AHHOTAIIAAA PABOYEH TPOT'PAMMBI

b1.B.09 UTH®OPMAIINOHHASA BE3OITACHOCTbD

Kon n nHaumeHoBanue HanpaBJieHusi noaAroroBku: 38.04.02 MenekMeHT
HanpasiaeHHocTh (Mpouib): «YrpaBieHue cCOPTBEPHBIMU KOMITAHUSIMI»
KBanundukanus (creneHs) BHIMYCKHUKA: MarucTp

dopma o0yuyeHHsI: OUHAs

Llesb ocBOeHUS] AMCHUILUIMHBI: ¢hOPMUPOBATH CIIOCOOHOCTH OILICHUBATH BO3MOXHOCTb
U3MEHEHUsl JICUCTBYIOLICH KOPIOPATHUBHOM CTPATeTHH, IIPOrpaMMbl OpPraHU3aLMOHHOIO
pPa3BUTHUSA U U3MECHEHUI

IL1an kypca:

Tema 1. Teopernueckue 0CHOBbI HHPOPMALMOHHO 0€30MTACHOCTH.

[Tpeamer u 3ama4u TeopuM 3amIKUTH MHPOpMaIK. ba3oBble TEPMUHBI M ONpPENEICHUSI.
Knaccudukamus yrpo3 6ezonacHoctu. MHTepnperanus yrpossl arakd. IloHsATHE Haae:KHOCTH
0€30macHOCTH, TMapaMeTpbl MW XapaKTepHcTUKu Oe3omacHoctu. Kiaccudukamus yrpo3
yS3BUMOCTEH ¥ YpOBHEW 3ammThl (3amuiieHHOCTH). OOBEKTHI 3alIUTHI U OOBEKTHI
MOJICTTUPOBAHHUS.

Obmass  cxema  mpomecca  obecrieueHust — OesomacHoctd.  MnenTtuduxanus,
ayTeHTHU(HKALKS, YNpaBleHHE JOCTYIOM. 3alluTa OT HECAHKIMOHHUPOBAHHOTO JOCTYIIA.
Mogenu 6e3onacHoctH. [Iporiecc mocTpoeHHs U OLEHKHA CUCTEMbI o0ecTieueHus] 0€30MacHOCTH.
Crannapr ISO/IEC 15408.

Tema 2. Obecnieuenne HHPOPMALMOHHOW 0€30IIACHOCTH B YCJOBHSX IVI00AJIM3aLUA
UH(GOPMAMOHHOTO NPOCTPAHCTBA

WNudopmanmonnas OezonacHOCTh B uHpopMannoHHOM oOmectBe.  CoBpeMeHHOE
MH(POPMALIMOHHOE MTPOTHBOOOPCTBO U obecredeHrne HHPpOpMaAIIMOHHON 0€30IaCHOCTH.

WNudopmanmonHas 6€30MacHOCTh B CUCTEME HalMOHaJIbHOU Oe3omacHocTu Poccuiickoit
@enepanuu. bazoBeie mpuHIUNBL o0ecriedeHrss WHPOPMALMOHHON Oe3omacHocTu. IIpaBoBoe
perynupoBaHue MH(GOPMALMOHHON 0e30MacHOCTH B CHCTEME POCCHUHCKOTO WH(pOPMALMOHHOTO
npasa. IIpaBoBbie cpeacTBa obOecnieyeHus 0e30MacHOCTH WHGOPMALMOHHOW MH(PACTPYKTYPHI
Poccuiickoit ®enepanuu. IlpaBoBbie cpencTBa oOecredeHuss 0Oe30macHOCTH HMH(OPMAIIHU.
OpranuzaimorHoe odecrnedeHrne nHPopMaIoHHoM Oe3onacHocTy Poccuiickoit deneparuu.

Tema 3. IlpaBoBble pexkumMbl o0ecneyeHusi Oe3omacHocTH HWHGOPMALUH
OrPAaHUYEHHOI0 A0CTYNA

OrpannyeHue 10cTymna K UHPOPMaIUH B LIEJSIX 3alIUThl HHTEPECOB JTUYHOCTH, O0IIEeCTBA
u rocynapctea. [IpaBoBble peXHMBI TallH B CHCTEME OPraHM3AaLMOHHOTO M IPABOBOIO
obecriedeHre 0€30MacHOCTH MHPOPMAIIUK OTPaHUYCHHOTO AocTymna. [IpaBoBoi pexUM 3aIUThI
rocyJapcTBeHHOM TaiHbl. [IpaBoBol pexuM KoMmMMmepyeckod TalHbl. [IpaBoBol pexum
obecriedeHus: 0O€30MACHOCTH TEPCOHANBHBIX JAHHBIX. AKTyajJbHBIE BOIPOCH  pEXHUMaA
CITy>keOHOI TalHBI.

[TpoTuBONEiCTBHE SKCTPEMUCTCKOM AEATENIBHOCTH B MHPOpMAIMOHHON cdepe. 3amuTa
nereit oT MHPpOPMAIUK, TPUYNHSIONIEH Bpea UX 370pOBBIO M pa3BUTHIO. [IpaBoBBIe MpoOIEMBI
obecrniedenus HHGOPMAITMOHHOM Oe30macHOCTH B ceTu MHTEepHET

Tema 4. FOpuauyeckasi 0TBeTCTBEHHOCTDb 32 NIPABOHAPYLIEHUsSI B HH(OPMALMOHH O
cepe.

[ToHsaTHe ¥ BHIBl IOPUAWYECKON OTBETCTBEHHOCTM B oONacTH  obecrieueHus
uHpopmanmoHHoi Oe3omacHocTH. CyObeKThI MW OOBEKThl MPABOOTHOUIEHWH B 00JacTu
obecnieueHus: MHGOpMaIMOHHON Oe3omacHocTH. [IpecTtynHOCTh B MH(OpMAIIMOHHOHN cdepe Kak



yrpo3a uH(OpMaIMOHHON 0e30MacHOCTH MpHU (GOPMHUPOBAHUH MH(POPMAITMOHHOTO OOIIECTBa B
ycnoBuAx — mioOanmuzanuu.  [IpoOGieMbl  YroJOBHO-IIPAaBOBOM ~ OTBETCTBEHHOCTH 32
MHPOpPMALMOHHBIE  TmpecTyruieHus.  [IpoGmemMbl  MEXIyHapOAHOTO  COTPYAHMYECTBA U
3apyOeXKHBII ONIBIT MPOTUBOACHUCTBUS NPECTYIUICHUSIM B HH(POPMALIMOHHOM chepe

Tema S. IIpoekTHpoBaHue cHCTEM 3alIUThI HH(POPMALMU

OcHoBoMoONaraIme METoIbl U a0CTPAaKTHBIE MOJIEIH KOHTPOIS 10CTyna. AOCTpaKTHbIE
MOJIETM KOHTPOJSI JIOCTyNa K 3allMIICHHBIM pexuMaM o00paboTku uHpopmanuu. Moxpenu u
METONbI POJIEBOTO W CECCHOHHOTO KOHTPOJIS JAOCTyna. Bompockl uaeHTH(UKALUU ponel u
ceccHid. 3a71a4M MOCTPOCHUS CHCTEMBI 3aIIUTHI MHPOPMALUHU. AJBTEPHATUBHBIE METO/IBI 3aLUThHI
uHpOpMaLIUH.

Craguu ¥ 3amaun npoektupoBaHus. OmpeneneHue (QyHKIMOHATBHBIX 330a4 CHUCTEMBbI
3anmThl uH(opManmu. OnpeneneHue TpeOOBaHUM K KadyecTBY pa3pabOTKH M TEXHHUYECKOTO
COIIPOBOX/ICHUSI CHCTEMBI 3aIlUTHl WH(pOpPMALKU. DKOHOMHUYECKOE OOOCHOBAHUE INPOEKTHBIX
pemeHnii. O1eHKa MPOU3BOAUTEIBHOCTH CHCTEMBI 3aIIUTHI MH(POPMALMU. DKCIUTyaTallHOHHOE
MPOEKTUPOBAHNE CUCTEMBI 3AIIUTHI HHPOPMAIUH.

Tema 6. AHaIM3 U ynpaBjeHHe pucKaMu B cepe nHGpOpMALIHOHHOH 0€30aCHOCTH

VYnpasienue puckamu. Mozenb 0e30MacHOCTH C TOJIHBIM TEPEKPhITHEM. YIpaBJiIeHUE
uHpopMmarmonHoit 6e3omacHocteio. Cranmaptel ISO/IEC 17799/27002 u 27001. Mertoguku
MOCTPOCHUSI CUCTEM 3alUThl HH(pOpManuu. METOIUKN B MPOTPaMMHBIE MPOIYKTHI IS OLIEHKU
puckoB. Bribop mpoekra cuctembl oOecrniedeHuss MHPOpMaMoHHOW Oe3omacHocTH. WUrposas
MOJIeNTb KOH(IIUKTA «3aIUTHUK-HAPYITUTEIbY.

®DopMBbI TeKyLIEro KOHTPOJISI U MPOMEKYTOYHOH aTTeCTALUHU:

B xone peanmuzanuu auctumiuasl 51.B.09 «Muadopmanonnas 6e30macHOCTE) TEKYIIUi
KOHTPOJIb YCIEBAEMOCTH NPOBOJUTCA B YCTHOW M MHUCbMEHHOM Qopmax. Mcnonb3yrorces
CJICAYIOIIME METObI TEKYIIEr0 KOHTPOJISI YCIIEBAEMOCTH 00YJaIOIIUXCS:

Ne HanmeHoBaHue TeM W/WIH pa3ieioB Meroasl TEKyLIErO KOHTPOJIS
yCIEBAEMOCTHU

Tema 1 | Teoperuueckue OCHOBBI UH(POPMAITMOHHOM O
0e30MacHOCTH

Tema 2 | Obecrieuenne MHGOPMALMOHHON 0€30MacHOCTH B K
YCIOBHUAX  IIOOanmu3anuu  MHPOPMAITMOHHOTO
IIPOCTPAHCTBA

Tema 3 | [IpaBoBble peXHUMBI OOecreYeHUs Oe30MacHOCTH 110
uH(POPMALIMU OTPAHUYCHHOTO JOCTYIIa

Tema 4 | FOpuanueckas OTBETCTBEHHOCTh 3a €]
IIpaBOHAPYUICHUs] B MH(POPMAIIMOHHOHU cepe

Tema 5 | IlpoexTrpoBaHuE CUCTEM 3aLIUTHI HH)OpMALUU T

Tema 6 | AHaiiu3 ©  ympaBieHue puckamMu B cdepe T
MH(OPMALIMOHHOM 0€30MTaCHOCTH

Yenosueie o6o3HaueHusi: ompoc(D), keic(K), mumcemennsrit ompoc(I10), acce(D),
tectupoBanue(T), 3auer (3a)

OcHoBHasi iuTEpaTypa:

1. AnucumoB A.A. MeHemkMeHT B cepe MHPOPMAIMOHHONW 0€30MacHOCTU [DNEKTPOHHBIN
pecypc] / A.A. AHMCHUMOB. — DIEKTPOH. TEKCTOBbIe naHHble. — M. : MHTepHer-
VYuausepcurer Unpopmannonnsix Texnonoruit (MHTYUT), 2016. — 212 c. — 978-5-9963-
0237-6. — Pexxum noctyna: http://www.iprbookshop.ru/52182.html

2. Tanmarenxko B.A. OcHoBbl nH(pOpManmoHHON Oe3omacHoCTH [DNeKTpoHHBIN pecypc| / B.A.
l'anarenko. — OnEKTpPOH. TeKCcTOBble JaHHble. — M. : VIHTepHeT-YHUBEpCUTET
Nudopmanmonnsix Texnomoruit (MHTYUT), 2016. — 266 c. — 978-5-94774-821-5. —




Pexum noctyna: http://www.iprbookshop.ru/52209.html

. ABepuenkoB B.M. Aymut wuHdpopmanmoHHoOW Oe3omacHOCTH [DneKTpoHHBINH pecypc]
yuebHoe mocobue st By3oB / B.M. ABepueHKOB. — DJIEKTPOH. TEKCTOBBIC JaHHBIE. —
bpsiHck: BpsiHCKMIT rocynapcTBEHHbINM TeXHUYeCKUi yHuBepcuteT, 2012. — 268 c. — 978-
89838-487-6. — Pexxum gocrtyma: http://www.iprbookshop.ru/6991.html




