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1. IlepedeHb MIAaHMPYeMBbIX Pe3yJIbTATOB 00y4YeHHs MO JUCHHUILINHE,
COOTHECEHHBIX € IVIAHMPYEMbIMH Pe3yJIbTATAMM 0CBOEHHUS POTrPAMMBI

1.1.
o0ecrieynBaeT OBJIAACHHUE CICAYIOIIMMHA KOMIICTCHIMAMM!

ﬂHCHI/IHJ’H/IH& «Texmomorus IOCTPOCHUS 3allIUIICHHBIX aBTOMATHU3UPOBAHHBIX CHCTEM»

Kon Haumenosanue Kon HamnMmenoBanune 3Tamna
KOMIIETEHIIUH KOMIIETEHIINH JTatia OCBOCHHA OCBOEHUS KOMIIETCHLIUN
KOMIIETCHIINH
[K-2 Croco0eH  pa3pabaTbIBaTh, [IK-2.2 Crocoben  BbIOMpaTh U
BHEAPATh U aJalTHPOBATh HCII0JIb30BaTh A3BIKU
IPUKIIAJHOE IPOrPaMMHOE IIPOrpaMMHUPOBAHUS I
obecrieueHue paspabotku koma MIC u BJI
ncC
[1K-5 cocoOeH BBIITOJIHSTE I1IK-5.3 CnocobeH OILICHUBATh
TE€XHUKO-IKOHOMUYECKOE BIIMSIHHE BHOCHMBIX
000CHOBaHHE  IPOEKTHBIX 3aKa34MKOM  IPENJIOKEHUN
perieHnit o popadorke C Ha cpoxw,
CTOUMOCTb M  COZCpXKaHHE
pabot
1.2. B pe3ynbTate 0CBOCHUS JUCHMILIMHBI Y CTYACHTOB JOJKHBI ObITh CHOPMHUPOBAHBDIL:
OTD/TD Kon JTana PesynpTarsl 00yueHus
(pu HATMYUH OCBOECHUS
npodcrangapra) | KOMOETSHIIUN
Ha YPOBHE 3HAHUI: * 3HaTb OCHOBBI AJITOPUTMHU3ALUU H
SI3BIKM IPOTPAaMMHPOBAHUS;
K-2.2 Ha YpOBHE yMeHHil: ymeTh paspadatsiBath koa MC u BJI
N C ¢ nucnosp30BaHuEM SI3bIKOB IPOTPAMMHUPOBAHUS;
Ha ypOBHE HAaBBIKOB: HUMETh HAaBBIK Pa3pabOTKH,
BHEJIPEHUSI M HACTPOWKH npukiagHoro [10.
Ha YpOBHE 3HAHUWIl: 3HAaTh COBPEMEHHBIE IIPOEKTHBIE
pemieHns Ul MaTeMaTH4eCKOr0 M IPOrPaMMHOIO
obecrieyeHrs ”HPOPMALIMOHHBIX CHCTEM;
Ha YpPOBHE YMEHHiI: yMeThb BBIOMpaThb C OOOCHOBaHHEM
NPOEKTHBIE PEHICHUs UII KOHKPETHON MH(POPMALMOHHON
I1K-5.3 CHCTEMBI TOJ] HYKHYIO IpeAMETHYI0 001acTh ¢ Y4ETOM
TEXHUYECKUX, TEXHOJOTMYECKMX H  HKOHOMHUYECKHUX
MoKazaTteJeii;
Ha YpOBHE HAaBBIKOB: MMETh HaBBIK aHaIM3a MPOEKTHBIX
pelieHnii s IHMPOKOro CHEeKTpa HH(POPMALMOHHBIX
CHUCTEM,;

2. O0OBem m MecTo AucHMILIMHBI B cTpyKType OI1 BO

O0BbeM TUCHUIIIMHBI

O6vem muctmmuinabl B 3E 1 akagemudeckux/actponomudecknx dacax— 3 3E (108/814).
KonmnuecTBo akageMU4ecKiX/acTpOHOMHYECKHX YacOB, BBIICIICHHBIX HA KOHTAKTHYIO PadoOTy 10
ouHOM (popme oOyuenus — 32/24 ygaca (B T.4. JeKIl.-16 4., mpakT.-16 4.); Ha CaMOCTOSTENHbHYIO
paboty obyuaromuxcs Ha ouHoi Gopme — 40/30 gacos.




Mecto aucuunimasl B ctpykrype OII BO

Jucinunnaa b1.B.09 «TexHonorus nmocTpoeHus 3alUIIEeHHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM)
OTHOCUTCSI K OO0s3aTeNbHBIM JMCUUIUIMHAM BAapUATHBHOM YacTW y4eOHOro IUiaHa IIo

Hanpasnenuto noaroroBku 09.03.03 Ilpuknagnas nundpopmaruka.
JucuuniuHa usydaercs Ha 4 Kypce B 8 cemecTpe (ouHast popma)

JlMcuunianHbl onupaeTcss Ha 00bEM 3HaHMI 00JaCTH MH(POPMATUKH, BBIYUCIUTEIBHBIX CUCTEM,
TEOPHH CUCTEM M CHCTEMHOTO aHajin3a, 0a3 JaHHBIX, ONMEPAMOHHBIX CUCTEM, MPOECKTUPOBAHUS

uHTepdencos.
®opma NpOMEKYTOYHON aTTECTALlUU — SK3aMEH

3. CopepxkaHue U CTPYKTYPa AUCHUILIMHBI
Ounast popma 0OydeHHS

O0beM AUCIUIUIMHBI (MOIYJIs), Yac. dopma
KonraktHas pabota TEKYILETO
oOyuaroiuxcs ¢ KOHTPOJISt
H Mpeno/iaBaTesieM yCIIEBAEMO
Ne n/m AMMCHOBAMHC TEM 10 BHUJIaM YUeOHbBIX 3aHITHIA cTH,
(paznenoB) Bcero CP
MIPOMEXKYT
a1 | P | m3 | KCP oo
aTTecTanu
u
Tema 1 | Beenenue. [IpoGiembl 4 1 1 2 O
3alUThl HHGOPMAIIUU B
AC
Tema 2 | 3ammra uapopmanuu 9 2 2 5 O
Ha TEXHOJIOTUYECKOM
YpOBHE
Tema 3 | [Ipumenenue 9 2 2 5 0)
3aIUILIEHHBIX
BUPTYaJIbHbBIX CETEH
Tema 4 | MexceTeBble SKpaHbl 6 1 1 4 O
Tema 5 | TexHnomnorus 5 1 1 3 O
OOHapyXEHUs
BTOPKCHUI
Tema 6 | LlenTpanuzoBanHoe 9 2 2 5 O
yrOpaBlieHHe
cpencTBamMu
0e30MacHOCTH
Tema 7 | LlenTpaninzoBaHHoe 10 2 2 6 0)
yIpaBJIeHHUE
CpelCcTBaMU
Oe3omacHoCTU
Tema 8 | 3ammura OoT BUpYCOB 5 1 1 3 0)
Tema 9 | [onuTuku 11 3 3 5 O
0e30MacHOCTH U
PO UM 3aIUTHI
Tema | Ananu3 6€30MacCHOCTH 4 1 1 2 O
10 (GYHKIIMOHUPOBAHUS
AC. 3akioueHue
[IpoMexyTouHasi arTectaus 36 AK3aMeH
Bcero akagem./actponom.uacos: | 108/81 | 16/12 16/12 40/30 36/27




[Tpumeuanue™® — hopMbl TeKyIero KOHTpos ycneBaemocTu: onpoc (O), rectuposanue (T).

Coaep:xxanue IMCUMILINHBI

Ne i/

Ha3Banune TeMbI

OcHoOBHbBIE BONIPOCHI H MOJIOKEHHS, PACKPbIBAIOIINE
coJiep:KaHue TeMbI

Tema

Beeoenue. [Ipoonemuvl
3auumsl
unghopmayuu 6 AC

[Ipenmer, 3a1auu U coaepxKaHue TUCHUILTUHEL. Lenu u
3aauu npoekTrupoBanusi AC B 3alIMILIEHHOM HCIIOJTHEHHUH.
Bonpockl 5KOHOMUYHOCTH U

sapdexTuBHOCTU. PexoMenayemast mureparypa.

VYrpo3ssl uadopmarmonHoit 6ezomacuoctu (Mb):
KJaccu(UKaIys, BUJbI, IPOUCXOXKICHUE U TMPEATIOCHUTKA
nosiBiieHus yrpo3. Mcrounuku yrpos. OueHka yrpos.
O6ocHOBaHUE CTPYKTYPHI M COJIEPIKAHHSI CUCTEMBI
rokasaTeseid, HeOOXOIUMBIX JIJIsl UCCIIEA0OBAaHUS U
NPAaKTUYECKOTO PEIICHUs BCEX 3a/1a4, CBA3AHHBIX C 3aIIUTON
uHpopmaimu. OO0CHOBaHUE CTPYKTYPHI U COJIEPIKAaHUS TEX
apaMeTpoB, KOTOPbIE OKa3bIBAIOT CYIIECTBEHHOE BIMSIHUE
Ha 3HAYCHHUS [TOKa3aTelel ysI3BUMOCTH HHPOPMAIIHH.

Tema 2

3awuma
uHgopmayuu Ha
MEeXHOI02UYEeCKOM
VpOo8He

3ana4u 1 MEXaHU3MBbI 3aLUTHl HH(OpMalLUU Ha
TEXHOJIOTHYeCKoM ypoBHe. nentuduxarms,
ayTeHTU(UKaNUs U aBTopu3anus. [IporpaMMHbie cpencTBa
3anuThl nHGopMaruu (31). TexHONIoruss MHOrOypOBHEBOTO
i pOBaHUS IS 3aIIUTH pa0OYUX CTAHITUHN U
KOMIIBIOTEPHBIX CeTel.: TpeOOBaHUS K KpUMITOrpapruecKuM
MeXaHHU3MaM I10 IPOU3BOAUTEIBLHOCTH, pa3Mepy KoJa,
JocTyna K 3amudpoBaHHON HHGOPMAITUH.
OyHKIIMOHAJIbHASA CXeMa KOMIUIEKCHOM MPOrPAMMHOM
CHUCTEMbI KOMIIBIOTEPHOI O6e30MacHOCTH. 3aluTa
nH(POPMAIIMU Ha PA3TIUYHBIX YPOBHSAX 7-yPOBHEBOU MOJICTH
B3aUMOJICUCTBUS OTKPBITHIX cucteM [SO. Obecrieuenue
IIEJIOCTHOCTH 00pabaTeiBaeMoil HHGOpMAIIHH.

Tema 3

[Ipumenenue
3aIIUIIEHHBIX
BUPTYaJIbHBIX CETEN

Bomnpocs! BKiIOUeHHS TEIEKOMMYHHUKAIIMOHHbBIE CHCTEMBbI
o0u1ero s 00beIMHEHUS JIOKAIbHBIX BBIYMCIUTEIIbHBIX
cereil. Bupryanbnslie yacthble cetu VPN (Virtual Private
Networks). [lpumeHenne Kkpuntorpaduaeckux MEXaHU3MOB
3U, ayreHTuukanuy HHGOpMaIMU U KOHTPOJIS
[IEJIOCTHOCTH MH(POPMAITUH.

Crannaprtsl Internet IPSec (IP Security). YHuBepcanbHOCTb
U THOKOCTh ctannaptoB [PSec. Mcnons3oBanne mudpoBbIX
cepTu(UKaToOB U CTPYKTYphI OTKPHITHIX Kitodeit PKI (Public
Key Infrastructure). Ucnionb3oBanue cpeacts VPN

JUIS IOJI/IEPKaHMs 3alUILEHHBIX KAHAIOB TPEX OCHOBHBIX
THUIIOB: C YAAJCHHBIMHA COTPYAHUKAMU (3aIIUIIECHHBIN
yAaJEeHHBIA JOCTYN); C CETAMHU (PUINATIOB MPeIIPUATHHA
(3amuTa intranet); ¢ CeTMH MPEIIPUATHI-TAPTHEPOB
(3amuTa extranet). Kimuentckue yactu VPN 111 OCHOBHBIX
KIIMETCKUX ONEepAIlMOHHBIX cUcTeM. Vcronp3oBaHme
TMOPUIHBIX KPUIITOCUCTEM.

Tema 4

Meoiccemesvie
9Kpambl

[IpumeHneHue mexceTeBbIX S3kpaHoB (M) ans peanuzanuu
IIPOCTBIX cXeM AocTyna. KoHTpoib J0cTyna B OAHON TOUYKE




Ha IIyTU COCMHEHUI BHYTPEHHEN ceTH ¢ Internet i
JIPYTO# MyOIMYHON CEThIO, SBISIFOIIEHCS HCTOYHUKOM
NOTEHUUANBHBIX yIpo3. KOHTpob 1ocTyma ¢ pazieneHueM
BCE CYOBEKTOB J0CTyNa Ha Tpynmsl 1o [P-aapecam, ssBHO
yKa3aHHBIM B ntakete. KOHTpoJib 1OCTyIa BHEIIHUX
M0JIb30BaTeNel K BHYTPEHHUM pecypcaM CeTH Mpu
UCIIOJIB30BAHUN OTPAaHUYEHHOI0 YKCiia cepBUCOB Internet u
oTceueHreM Tpaduka ocTajabHbIX cepBUCOB. [IpumeHeHue
MD B ciy4yae HECKOJIBKUX TOYEK KOHTPOJIS TOCTYyIA.
KonTponb 1octyna Kk HECKOJIBKUM BHELTHUM CETAM (K
nyOaHoM yacTtu Internet u [P-ceTu nmpoBaiinepa).
Hcnonb3oBaHne HECKOJIBKO CBs3el ¢ Internet yepes pa3HbIxX
MpoBaiiiepoB (AJis MOBBIIIEHUS Haie)KHOCTH). [loBbIlIeHNe
TpebOBaHMil K 3amuTe 00padaTeiBaeMO HHPOPMAITUH
BHYTPH CETH U UCTIOIb30BAHUE MEKCETEBBIX IKPAHOB
MeX/y BHYTPEHHUMH MO/ICETAMHU.

Koopaunanus padotst MD Ha OCHOBE €IMHOM MOTUTUKH
noctymna. ObecredeHrne KOppeKTHOU 00pabOTKH MaKeTOB
IIPU UX MPOXO0KJIEHUH YePE3 HECKOJIBKO TOYEK AOCTYIIa
pacrpezieieHHbIE MEXKCETEeBbIE IKPaHbl. AT€HThI
BBITIOJIHSIFOLITUE

¢bynkmmu MD. KoHTposib MHOTOAreHTHBIX MO U3 €IMHOTO
1eHTpa 0€30IMaCHOCTH.

Tema 5

Texnonozus
oOHapydiceHus
BMOPIHCEHUL

VYrpo3sl, aTaku 1 BTopkeHust. CpencTBa oOHAPYIKEHUS
BropxeHuil (COB) kak MeXaHN3M MOBBIILIEHUS YPOBHS
samuiieHHOCTH AC. @akTopbl 00y CIOBIMBAIOIINE
AKTyaJIbHOCTh IPUMEHEHHSI CPEACTB OOHAPYKEHUS
BTOP)KCHHI M BHECEHUSI U3MEHEHHUI B COOTBETCTBYIOIINE
HACTPOMKHU TOJICUCTEMBI HHPOPMAITMOHHOM 0€30MacHOCTH.
CpenctBa 0OHapy>KCHHS BTOP)KEHUH KaK MEXaHU3M
JIOTIOJTHCHUS 3aIIUTHBIX (DYHKIIHI MEKCETEBBIX 3KPAHOB.
MexceTeBble SKpaHbl — MEXAHU3M OTCEUYCHHS
MOTEHIIMAIBHO OMMACHOTO TpaduKa.

HampaBineHHOCTh Cpe/IcTB 0OHApYKEHUSI BTOPKCHHUIA Ha
aHanu3 pesynbtupytomero Tpapuka. Mcnonszosanue COB
B He3ammmeHHeIx cermenTax AC. Mcnosnp3oBanue
AKCIIEPTHBIX CUCTEMBI U IPYTHUX AJIEMEHTOB
nckycctBeHHoro unresiekta B COB. OcHoBHbIE 3a1a4M U
dbynakun COB.

Tema 6

L{enmpanuzosantoe
ynpaenenue
cpeocmeamu
bezonacrocmu

Hanuune cpeacTB HeHTpaIM30BaHHOTO YIIPABIICHUS
cpenctBamu UMb kak BakHeliiee TpeOOBaHUE OCTPOSHUS
samumeHHbIX AC. [IpenmyiecTa HeHTpaIn30BaHHOTO
yrpasienus cpeacrsamu Ub. EquncTBO nomutuku
6e3omnacHoctu npennpustus. [IpaBuna GyHKIMOHUPOBAHUS
JUTSL BCEX CPEZCTB 3alIUThl HH(GOPMAIMK B 3aIIUIICHHON
AC. CornacoBaHHOE 3aJlaHU€ MTPaBUJIA TIOJIUTUK
0€3011acHOCTH I Pa3IMYHBIX YCTPONUCTB 3aLUTHI.
Hcnonp30BaHue aIMUHUCTPATOPOM OOIIEH KOHCOIU
yIpaBJIeHUs 17151 00ecrieueHus] HeTPOTHBOPEYUBOCTD U

3¢ ()EKTUBHOCTH TTOJIUTUK OE30MACHOCTH.
B3auMozeiicTBue MHAUBUYAJIBHBIX YCTPOMCTB 3aIlUTHI,
ncnoab3yemMbix B AC, ¢ IIEHTPAJIM30BAHHON CUCTEMOM




yOpaBlieHus. 3aluileHHas epeaada mpaBil 0€30MacHOCTH
WHJIUBUIYIbHBIM yCTpoucTBaM. [IpOTOKOIBI
pacmpezeieHus: IpaBwl 0€30MaCHOCTH IO YCTPOHCTBaM
3aIUTHIL.

Tema 7

Ynpasnenue
00CMYNnoM Ha YpoeHe
noawvzosameneul

Kareropuu nosp3oBaTeneii, OTIMYaONIMECcs IpaBaMu
noctyna. [Ipunnun nuddepeHnrpoBaHHOTO
pacriozHaBanus. COTPYJHHUKH MPEIIpUsATH, paboTaromnye
BO BHYTPEHHEH ceTH. Y JalleHHbIe U MOOUJIbHBIE
cotpynHuku npeanpustas. COTpyIHUKU TPEIIPUITHN-
napTHepoB 1o OusHecy. KineHTsl

NpeanpusaTHs, Todyvaroume yciyru no Internet. [Tpobmembr
knaccudummposanus no [P-agpecam mosbp3oBarenei.
KonTtpois 1octyna Ha ypoBHE MOJIB30BaTENIeH C
HCIOJIb30BAaHUEM B MEXKCETEBbIX HKpaHaX COOCTBEHHBIX
CpeICTB pabOTHI C YUeTHOUM HH(OpMAIIHEi MTOJIb30BaTENCH U
cpenctB ayreHTuukanuu. MaTerpanus cpeacts KOHTPOIS
noctyna ¢ npuMmenseMbiMu B UC mexaHu3mamu
aIMUHHUCTPUPOBAHUS U ayTEHTU(PHUKAIIMH TOJIb30BaTeNEH.
YnpasieHue 10CTyIIOM Ha yPOBHE IOJIb30BATENEN KaK
croco0 moBkIIeHHs YP(HEKTUBHOCTH ayIMTa COOBITHH,
CBSI3aHHBIX ¢ 6€30MacHOCTHIO. ['apaHTUpOBaHHAS
ayTeHTU(UKaLUA Mojib3oBareseil. ObecneueHue enHoro
JIOTHYECKOTO BXOJa MOJIb30BATENIS B CETh.

Hcnonp30BaHue 37IEKTPOHHBIX TOKEHOB (CMapT-KapT,
ycTpoiicTB touch-memory, kimoueit ans USB-mopToB) B
KauyecTBe MJICHTU(HUKATOPOB.

Tema 8

3awguma om supycos

Tunel Bpe1oHOCHBIX IporpamMm. KomMnberoTepHbIE BUPYCHI —
cepbesHas yrposa Mb. Tumnsl Bpe1OHOCHBIX BO3AECHCTBUI
BrUpycoB Ha AC. )KU3HEHHBII LIMKJI BUPYCOB.
AHTHUBHUpYCHAas 3alllUTa KaK OJWH U3 BaXKHEHUIINX
KOMIIOHEHTOB KoMIUIeKCHOM cucteMbl Ub. Mcnons3yercs
KOMILJIEKCOB AaHTUBUPYCHOM 3aIlUTHI.

CoBpeMeHHbIE AaHTUBHUPYCHBIE TPOrpaMMsbl. [IpuHIUIIBI
pacro3HaBaHMs BUPYCOB.

CurHaTtypsbl ¥ 3BpUCTHUECKUHN aHanu3. J[MHAMU4ecKuit u
CTaTUYECKUN PEKUMBI AHTUBUPYCHOM 3a1uThl. BinsHue
BbIOOPA ONEPALMOHHON CUCTEMBI HA YCTOWYMBOCTD U
MIO/IBEP’KEHHOCTh K BUPYCHBIM aTaKaM.

Tema 9

Tonumuxu
besonacHocmu u
npoguau 3auumol

IMousaTre moMUTUKA O€e30mMacHOCTH. IToaxoasl K
OpraHu3alliy 3auTel HHGopMau U GopMUPOBAHKE
MTOJIUTUKH 0e301macHOCTH. KoMITIeKCHBIH OAX0/1 Kak
CO3/IaHKE 3aIUIIEHHON cpeabl 00paboTKu MHPOpMAIUH B
AC. Ilonutnka

0€30IacCHOCTH U apXUTEKTypa CHCTEMBbI 3aIIUTHI.
Peanuzanusi KOMIUJIEKCHOTO TPUMEHEHU S
aJIMHUHHUCTPATUBHO-OPTaHU3AIIMOHHBIX Mep, (PU3UUECKUX
Mep ¥ MPOrpaMMHO-aIMapaTHBIX CPeACTB. BiusHue Ha
MOJUTUKY 0€30MacHOCTH Croco0a yrpaBieHUs JOCTYIIOM,
OTIPEIETISIONIETO MOPSAAOK JocTyna K oobekTam AC.
OcHoBHBIE BUBI TOTUTHK 0€30MaCHOCTU: U30UpaTenbHas U
nosHoMo4Hast. 30uparenpHas noauTHKa 0€30MacHOCTH
KaK Crioco0 N30HUpaTeIbHOTO YIIPABIEHUS JOCTYIIOM.




N36upaTenbHoe (WM JUCKPELIOHHOE) YIpaBiIeHNe
JIOCTYTIOM KaK 33JlaHHe aIMUHUCTPATOPOM MHOKECTBOM
pa3pelIeHHBIX OTHOLIEHUM H0cTyIa. MartemaTtnyeckas
MoOJieJIb MPaBWJI IOCTyIa B BUI€ MAaTPHUILIbI TOCTYyIIA.
[TonmHOMoOYHast monuTHKa Oe3omacHocTH. [TomHOMOUHOE
(MaHAaTHOE) yMpaBIIEHUE TOCTYIIOM KaK COBOKYITHOCTb
IpaBUII MIPEJOCTABICHUS 10CTYTa, Oa3UPYIOLINXCS Ha
MHOECTBE aTpHOyTOB 0€30MaCHOCTH OOBEKTOB U
cyObeKkToB. MeTku KOH(UACHINAIBHOCTH HH(OpMAIK 1
YPOBHS JOITyCKa MOJIb30BaTEs.

[TpuHIMI panroOHAIBLHOTO COYETaHHsI N30UPATEILHOTO U
MIOJITHOMOYHOT'O YIPABJICHHSI IOCTYIIOM.

Tema | Ananuz OKcHepTHBIN aHaNKU3. AHAJIN3 CTOUKOCTH

10 bezonacnocmu KpUNTOrpauuecKux mpoTOKOJIOB.
@yHKYUOHUPOBAHUSL be3zonacHocTh Kpunrorpaguyecknx MexaHHu3MOB.
AC. 3aknouenue OkcnepTHbd aHanu3. [IpoBepka cooTBETCTBUS

HOpPMAaTUBHBIM TpeboBaHMsIM Oe3omacHocTH K MIC B
3aIIUIIEHHOM UCIIOJIHEHUH. DKCIIEPTHBIN B (PopMaIbHbII
aHayn3 3aiuuieHHoctu. Cpencra

aBTOMAaTH3MPOBAHHOI'O aHaIN3a ys3BUMocTe. CkaHepbl
ySI3BUMOCTH. AHaJIN3 HEAEKJIaPUPOBAHHBIX BO3MOKHOCTEN
CUCTEMHBIX U IPUKJIAHBIX POrpaMM. DKCIEPTHbIE U
MHTEJIJIEKTYaJIbHBIE CPE/ICTBA aHAJIN3a 0€30I1aCHOCTH.
MHoroareHTHble ckaHepbl 0e30nacHOCTU. Pob 3eMeHTHOM
6a3b1 B moctpoennu 3anumeHHbx UC. IlepcnekTuBbl
pacipeHus odaacTell NPUMEHEHHs 3alllUIEeHHbIX
MHPOPMALMOHHBIX cucTeM. CHCTEeMBI TAWHOTO TOJIOCOBAHUS
yepe3 MHTepHeT. 3ajiaua o0ecrneyeHnss aHOHUMHOCTH. Poib
cranjaprtusaiuu B obnactu Ub.

4. Marepuajibl TeKylIero KOHTPOJIsl ycrieBaeMoCTH o0yyaomuxcs u GoHjg
OLIEHOYHBIX CPEJACTB MPOMEKYTOUHOIH aTTeCTALMH M0 TUCIUIITTUHE

4.1. ®opmMbl 1 MeTOABI TEKYIIEr0 KOHTPOJISI yCIIeBA€MOCTH.

4.1.1. B xome peanuzanuu JUCHUIUIMHBI «TE€XHOJIOTHSI TIOCTPOCHHS  3allUIICHHBIX
ABTOMATHU3MPOBAHHBIX CHUCTEM» UCIOJB3YIOTCS CIEAYIOIUE METOAbl TEKYIIETO KOHTPOJIS
YCIIEBAEMOCTH 00YYaIOIIUXCSI:

Tema (pazmen) MeTo/1bI TEKYIIET0 KOHTPOJISl YCIIEBAEMOCTH
Tema 1 Onpoc
Tema 2 Omnpoc
Tema 3 Onpoc
Tewma 4 Ormpoc
Tema 5 Onpoc
Tema 6 Onpoc
Tema 7 Onpoc
Tema 8 Onpoc
Tema 9 Ormpoc
Tewma 10 Ompoc




4.1.2. Dx3aMmeH mpoBoauTcs B ¢opMe yCTHOTO OTBeTa Ha Owmiersl (1Mo 2 Bompoca B Owmiete, |
BOIPOC TEOPETUUYECKUH, 2 BOMPOC MPAKTUICCKUIN).

4.2. MaTepuaJibl TEKYLIEr0 KOHTPOJISI YCIIeBAeMOCTH 00y4al0IMXCs

Texymuil KOHTPOJIb yCIIEBAEMOCTH OCYLIECTBIIETCS HENPEPBIBHO, HA NIPOTSYKEHUU BCETO
Kypca. [Ipexzae Bcero, 3T0 yCTHBIA OIPOC II0 XOAY JIEKLMH, BBIIOIHAEMBIN U1 OIEPaTUBHOMN
aKTHBM3allUM BHUMaHUs OOy4yaroIIMXCs M OLEHKM HMX YpoBHA Bochpustusa. Ilomumo 3toro,

KOHTPOJIb CaMOCTOSITENIbHOW — paboThI

00ydJarolmMxcs OCYIIECTBISIETCSl IPU  OHpOCe Ha

MpaKTHUECKUX 3aHATUsX. [IpoBeieHne KOHTPOJIBHBIX PadOT B COOTBETCTBUU C 1.4.1.1

4.3. OnleHOYHbBIE CPeACTBA VISl IPOMEKYTOYHOI aTTecTAlMU

4.3.1. ®opmupyemble KOMIIETEHIIUU

Kon HaumenoBanue Koz HaumenoBanue stamna
KOMIICTEHITHH KOMIIETCHITHH JTaria OCBOCHIA OCBOCHHS KOMIICTECHITHH
KOMIIETEHIINH
[1K-2 croco0eH [1IK-2.2 Crnocoben  BbIOMpaTh U
pa3pabaThIBaTh, WCIIOJIh30BATh SI3BIKU
BHE/IPSATH U IPOrpaMMHUPOBAHUS s
aJlanTUPOBATH pa3pabotku koma MIC u BJ]
MPUKIIATHOE nc
pOTpaMMHOE
obecrnieueHue
[K-5 croco0eH BBITOIHSTD [IK-5.3 Crnocoben OLIEHUBATh
TEXHUKO-3KOHOMHUYECKOE BIIMSIHUE BHOCUMBIX
000CHOBaHUE MPOEKTHBIX 3aKa34MKOM  TPEIOKEHHHA
peLieHuin no jopaborke MC Ha cpoku,
CTOMMOCTb M  COJEpXaHHe
paboT

4.3.2. TUNOBBIE OLIEHOYHBIE CPENICTBA

HpOMGH(yTO‘-IHLIfI KOHTPOJIb IPOBOJUTCA B (bopMe YCTHOI'O OIpoCa 1 3aKIHOYUTCIBHOT'O
TE€CTa II0O BCEM TEMaM, yCTHI)IfI OTB€T Ha BOIIPOCHI IO KaXIOMY H3YUCHHOMY pas3aciy B

COOTBETCTBUHU C 1I. 4.2

Kox u HanmenoBaume

BJIMAHHUC BHOCHMBIX

IIpOrpaMMHOI'0 obecneueHUs I/IH(I)OpMaI_[I/IOHHBIX

OneHo4uHOE
JTana OCBOCHUS Pesynprarel 00yueHus CpeICTBO
KOMIIETCHIIUU
I1K-2.2 Ha ypOBHE 3HaHUM: 3HATH OCHOBBI YCTHBIN
Criocoben  BbIOMpaTh ¥ | QJITOPUTMU3BAIMH U SI3BIKH IPOrPAMMHUPOBAHUS; onpoc
HUCIOJIb30BATh A3bIKM | Ha YpPOBHE YMEHHI: yMeTb pa3pabaTbiBaTh KOJ .
nporpamMmmupoBanud 1A | MC u BJI HWMC ¢ ucnonb30BaHHEM  S3BIKOB yCTHRIA
paspaborku xoxa C u BJI | nporpammuposanus; OHpOC
nc HA ypOBHE HABBIKOB: UMETh HaBBIK Pa3pabOTKH, YCTHBIN
BHEJPEHNUs U HAacTpoiku npukiagHoro [1O. onpoc
[IK-5.3 Ha ypOBHE 3HAHUU: 3HaTb COBPEMCHHBIC YCTHBIN
Crnioco0eH olLieHuBaTh IIPOEKTHBIE PEIIEHUs [UIi MaTEMaTU4ECKOro H onpoc




CHCTEM;

Ha YpPOBHE yMEHHH: yMeTb BbIOMpaTh ¢
00OCHOBaHWEM  TPOEKTHBIE  PEUICHUs IS

3aKa34MKOM IPEUIOKEHUN | KOHKPETHOH HMH()OPMAMOHHONH CHCTEMBI O] YCTHBIN
no nopabotke C Ha HY)KHYIO TpeAMETHYI 005acTh ¢ Y4€ToM orpoc
CPOKH, CTOUMOCTb U TEXHUYECKHUX, TEXHOJIOTUYECKUX u
cofiepkaHue padboT HYKOHOMHYECKHX MOKA3aTeIeH;
Ha YPOBHE HABLIKOB: MMETh HABBIK aHAIN3A yoTHEE
IPOEKTHBIX pELICHUH Ul IIUPOKOro CIIEKTpa ompoc

I/IH(I)OpMaI_II/IOHHLIX CHUCTCM,

AR SN AR ARl ol e

12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22.
23.

24.

25.
26.

27.

IlepeyeHnb BOIPOCOB K IK3aMeHYy:

Knaccudukanus yrpos Ub.

Hctounuku yrpos.

Oruenka yrpos.

[Tokazarenu ys3BUMOCTH UHPOPMAIIIH.

Kpurepnu n mokasaTtenu 3alIMIIEHHOCTH 00BEKTA.
MexaHu3Mbl 3alUTHl THPOPMAIIH.

[Iporpammusbie cpeactBa 3U u ux xapakTepucTUKA.
Kpunrorpaduueckue mexanuzmel mudpoBaHus HHGOPMAITUH.
Cxema KOMILJIEKCHOM MPOrpaMMHOM CHCTEMbI KOMITbIOTEPHOM
0€30IaCHOCTH.

. CocraB 7-ypOBHEBOW MOJEIIN B3aUMOAECHCTBUSA OTKPHITBIX cucteM [SO.
11.

Crioco0bI obecrieueHus MeTOCTHOCTH 00pabdaThiBaeMOoit HHGOPMAITIH B
samumeHHex AC.

Yacthsle cetu VPN, ciocoObl UX NOCTPOECHHUSI.

[Topsinox npumenenus cranaaptoB Internet IPSec.

[Topsinok ucnosb30BaHus HU(GPOBBIX CEPTU(PUKATOB U CTPYKTYPbI
OTKpBITHIX Kirouen PKI.

Hcnons3zoBanue cpeacts VPN.

Knuentckue yactu VPN, ux npumMeHeHue.

ITonsitTne MO, nopsAa0K UX IPUMEHEHUS.

KoHTposnb 1ocTyna BHEIIHUX [10JIB30BATENEH K BHYyTPEHHUM pECYpCaM CETH.
ITopsnox npumMeHenust M3 B cilydae HECKOJIBKMX TOUEK KOHTPOJIS JOCTyTA.
Hcnonp3oBanue cBs3en ¢ Internet yepes pasHbIX MPOBANAEPOB.
Pacnipenenennblie MeKCETEBBIE DKPAHBI.

CpenctBa 0OHapYKEHUS BTOPKCHU.

[Ipumenenne MO, kak MexaHH3Ma OTCEUYECHUS MOTEHIIUAIBHO OMACHOTO
Tpaduxka.

AHanus pe3ynbTUPYIOIIEro Tpaduka Ha OCHOBE IPUMEHEHHUS CPE/ICTB
OoOHaApyKCHHS BTOP>KESHUH.

[opsanox ucnonb3oBanust COB B HezammieHHbIx cerMmenTax AC.
[Topsimok UCIOIB30BaHMS YKCIIEPTHBIX CUCTEM U APYTUX 3JIEMEHTOB
HUCKycCTBeHHOTO nHTeekTa B COB.

LenTpan3oBanHoe ynpasieHue cpeacrsamu Ub, nonoxxurenbHbie 1
OTpULIATEIbHBIE CTOPOHBI.




28.
29.

30.

31.

32.
33.

34.
35.
36.
37.
38.
39.

40.
41.
42.
43.
44.
45.
46.

47.
48.

49.
50.
51.

[TonuTrka 6€30MaCHOCTH, CTPYKTYPa U COCTaB.

[Mopsiok pa3paboOTKH COTIACOBAHHOTO 3a/IaHUS MPABHUIIA TIOJUTHK
0€30MacHOCTH AJISl PA3IMYHBIX YCTPOWCTB 3aIIUTHI.

OyHKIMK aJMUHACTPATOPA MPU paboTe ¢ 00IIeH KOHCOJBIO YIIPABICHUS
111 00eCTIeYeHUsI HeTPOTUBOPEUNBOCTU U 3(h(HEKTUBHOCTH TOIUTHK
0e301acHOCTH.

IIpoToxosnbl pacnpesesieHus: IpaBuil 6€30MaCHOCTH 110 YCTPOHCTBAM
3aIUTHI.

Kareropuu nonp3oBareneil o AOMYyCKY.

Opranun3zanus paboThl C yAaJEHHBIMUA U MOOUJIBHBIMH COTPYJHUKAMU
MPEIIPUITHS.

VYnpasiieHue 10CTyIIOM Ha yPOBHE MOJIb30BaTEIIEH.

ObecrnieueHre rapaHTUPOBAHHOM ayTeHTH(PUKAIIUY 1T0Ib30BaTENEH.
[Topsanok uCTIONB30BaHMS JIEKTPOHHBIX TOKEHOB.

Bupycsl, onpenenenue, kiaccupukaus.

JKu3HEHHBIN LUK BUPYCOB.

AHTUBUPYCHAs 3alIMTa KAK OJUH U3 Ba)KHEHIINX KOMIIOHEHTOB
KOMILIEKCHOU cucteMbl Ub.

ITopsanok nconb30BaHKs KOMILIEKCOB aHTUBUPYCHOM 3alUTHI.
Br100p ornepanmoHHON CUCTEMBI.

ITonsiTHE TOTUTUKHU 6630HaCHOCTI/I, 3ala4y, LCJIN U NOPAOOK p33pa6OTKI/I.

[TonuTuka 6E30MACHOCTH U APXUTEKTYpa CUCTEMBI 3aIHUTHI.
OcHOBHbIE BUIbI IOJUTHK 0€30MACHOCTH, UX XapaKTEPUCTUKH.
[lomHOMOYHAS TOIUTHKA 0€30IIACHOCTH.

MeTku KOHPUACHIINATHPHOCTH HHPOPMAITUH U YPOBHS JOIMTyCKa
MOJIH30BATENS, TOPSAIOK Pa3pabOTKH MaTPHUIIbI JOIYCKA.

ITonsiTue sxcneprHoro ananusa Ub.

[TpoBepka cOOTBETCTBUSI HOPMATUBHBIM TPEOOBAHUSIM 0€30TIaCHOCTH K
HC B 3aluIieHHOM HCIIOJIHCHHH.

CpencTBa aBTOMaTU3MPOBAHHOTO aHAIN3a YSA3BUMOCTEH.
DKCIEepTHBIC U MHTEJUICKTYaIbHBIC CPEJICTBA aHAN3a OC30MMaCHOCTH.
OneMmenrtHas 6a3a samumeHusrx MC.

4.4. Meroanueckue MaTepuaibl

4.4.1.

Meroanueckiue Marepuaibl, OINPEACIAIONINEe MPOILEIyPY OICHUBAHUS

o6yqa101u1/1xc;1 Ha BOIIPOCHI HA TIOHUMAHHUEC JICKIHIUOHHOTO MaTCpUualia

OTBETOB

KpI/ITepI/I}IMI/I OICHKH OTBCTa 06yqa101u1/1x05{ Ha JICKIITUOHHOM 3aHATHHU BBICTYIIAIOT:

IIOJIHOTA MU JIJAKOHUYHOCTH OTBETA,
CTCIICHb ITIOHUMAaHUWA TCMATUKU IIPCAMETA,
JIOTUKAa U apryMCHTUPOBAHHOCTL HU3JIOKCHUSA MaTCpHaJia,

MPaBUJIBHOCTL OTBETOB HA BOIIPOCHI MPCIIOAABATCIIA 110 U3YYCHHOMY MAaTCpUaily,

® [IpUBEJECHUE NPHUMEPOB, JACMOHCTPUPYIOIIMX YMEHHE M BIAJCHUE IOJYyYECHHBIMU
3HAHUAMMU 110 TEMAM IPEIMETa B PACKPBITUH IOCTABIEHHBIX BOIIPOCOB.



4.4.2. Metonuuyeckue MaTepHalibl, ONPEEISAIONIME MPOLEAYPY OLICHMBAHUSI MPU MPOBEACHUU
OMpoca Ha MPAKTUYECKOM 3aHSATHUH

Ouenkn "oTiaM4HO" 3aciyXuBaeT oOydaromuiics, OOHApYXHMBIIUKA BCECTOPOHHEE,
cucTeMaTudeckoe M riyOoKoe 3HaHHE BOIPOCa, YMEHHE CBOOOJHO OpUEHTHPOBATHCS B TEMeE,
YCBOMBIIMK OCHOBHYIO, M 3HAKOMBIA C JIOMOJHUTEIBHOW JUTEPATypOr, pPEKOMEHIOBAHHOMN
nporpammoil. Kak mnpaBuio, oreHka "OTJINYHO" BBICTaBIISETCS OOYYarOIIMMCS, YCBOMBIIUM
B3alMOCBS3b OCHOBHBIX MOHATUN B UX 3HAUEHUHU ISl MpuoOpeTaeMoil mpodeccuu, MposIBUBLINM
TBOPYECKHE CIIOCOOHOCTH B IOHUMAHUH, U3JI0KEHUH M UCHOJIB30BAHUU YUEOHO-IIPOTPAMMHOIO
MaTepHaia;

Onenku "xopouo' 3acmy’kKuBaeT 00ydaronMics, 0OOHAPYKUBIIUHI MOJTHOE 3HAHNUE TEMBI,
YCHEIIHO BBIMOJHAIOMUN MpPeayCMOTPEHHbIE MPOrpaMMOIl 3a/laHusl, YCBOMBUIMM OCHOBHYIO
JUTEpaTypy, PEKOMEHI0OBaHHYIO B nporpamme. Kak mpaBuio, oneHka "Xopomo" BbICTaBISAETCS
oOyJaromumcs, MOKa3aBIIuM CHCTEMaTHYECKUI XapaKkTep 3HaAHUM M0 MPONUIEHHOMY MaTepuaiy
U CIIOCOOHBIM K X CAMOCTOSITEIbHOMY ITOTIOJIHEHHIO M OOHOBIICHHIO B X0JI€ ajbHENIIeH yueOnl
1 ipoeCCUOHATBHON e TeNbHOCTH;

Onenku "ya0BJIeTBOPUTEIBbHO' 3aCiTyXUBaeT 00yyaromuiicsi, OOHApY>KUBIINK 3HAHUE
OCHOBHOTO Marepuajia B o0beMe, HeOOXOAMMOM Ui JalbHEWIIero YCBOEHHUS MaTepuana U
npezcTosiel paboTsl o npodeccuu, 3HaKOMBIM ¢ OCHOBHOW JIUTEpaTypO, peKOMEHI0BaHHON
IIpOrpamMMon.

Onenka ''Heyl10BJ1eTBOPUTEIbHO'" BbICTaBIsETCA OOydaromeMycs, OOHapy>KUBIIEMY
po0Oesibl B 3HaHUSAX OCHOBHOT'O MaTepHalia TeMbI, JOIyCTUBIIEMY NMPUHIUIHAIBHBIE OIINOKHU B
MOHUMaHHUU U U3JI0’)KEHUH yu4eOHOro MaTepuaia.

4.4.3. Meronuueckue marepualibl, ONPEAEIAIOINE MPOLETYypy OLEHUBAHUS MPOMEKYTOUHON
aTTecTaluy MO0 JUCIUITUHE

OK3aMeH MNpuHUMaeTcs B YCTHOM ¢(opme, mo OwuseraMm. OK3aMEHAIMOHHBIA OuieT
BKJIIOYAET JBa TEOPETHUYECKUX BOMPOCA U OJMH NpakTudeckuid. OleHKa 3HaHUN 00yyaromerocs
Ha DK3aMEHE HOCUT KOMIUIEKCHBIN XapaKTep U ONPEAEIAETCS €T0:

— OTBETOM Ha 3K3aMEHE;
— y4eOHBIMHU JOCTHXEHUSMHU B CEMECTPOBBIH MEPHO/I.

3HaHUA, YMEHHUS, HaBbIKM OOYy4Yarolerocsi Ha »SK3aMEHE OIICHMBAIOTCS OICHKaMHU:
«OTJIINYHO», «XOpOILIO», «YIOBJIETBOPUTEIBHO», «HEYIOBJIETBOPUTENbHO». (OCHOBOH UIs
ONpeleNieHUs]  OLEHKUM  CIYy>)KUT  YPOBEHb  YCBOEHHs  OOydalolUMHCS  Marepuaa,
NPEyCMOTPEHHOTO JaHHOM paboueil mporpaMmoi.

OlleHl/lBaHI/le CTYA€HTA HA IK3aMEHE 10 JMCIHUIIMHE «TexHoyaorus MOCTPOCHUA
3AIIUMIINCHHBIX aBTOMATU3UPOBAHHBIX CHCTEM)>

Onenka TpeOoBanus K 3HAHUAM
OueHka «OTIMYHO» BBICTABISIETCSI OOY4YAIOIIEMYCsl, €CIM OH TIyOOKO U
IIPOYHO YCBOMII IIPOrPaMMHBIN MaTepual, MCYEPIBIBAOLLE,

IIOCJIEIOBATEIbHO, YETKO M JIOTUYECKH CTPOMHO €ro M3jlaraeT Ha JK3aMeHe,
yMEEeT TECHO YBS3BIBATh TEOPHUIO C MPAKTUKOW, CBOOOIHO CIpaBisieTCs C
Omauuno 3aJla4aMu, BONPOCAMHU U JIPYTUMHU BUJAMH NPUMEHEHHUS 3HAHWI, [IPUYEM HE
3aTpyAHSIETCS C OTBETOM IIpU BUIOM3MEHEHUM 3a/JaHMM, TPABUIBHO
00OCHOBBIBACT NPUHATOE pEIICHHE. YUYeOHbIC TOCTH)KCHUS B CEMECTPOBBIN
MEepUOJl JAEMOHCTPUPYIOT BBICOKYIO CTEIE€Hb OBJIAJCHHUS IMPOTPAMMHBIM
MaTepUAJIOM.

XOpOLMO OI.[CHKa «XOpOoHI0» BbICTABJISACTCS 06yqafomeMyc;1, CCJIM OH TBCPAO 3HACT




Marepuall, TPaMOTHO H MO CYLIECTBY M3JlaraeT €ro, He JOIyCKas
CYILIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOIPOC, MPABUJIBHO NPUMEHSET
TEOPETUUYECKHUE TOJ0KEHUS MPHU PELICHUU MTPAKTUYECKUX BOIPOCOB M 3324,
BJIa/IeeT HEOOXOUMBIMU HAaBbIKAMU U MIPUEMAMH UX BBIOJTHEHUS.

Y4eOHbIE NOCTIKEHUS B CEMECTPOBBIN MEPHOJ AEMOHCTPUPYIOT XOPOIIYIO
CTEIIEHb OBJIAJCHUS NPOrPaMMHBIM MaTEPHAIOM.

OneHka «yJIOBJICTBOPUTEIHHO» BBICTABIACTCS OOydYalONIEMyCs, €CIH OH
UMeeT 3HAHUS TOJBKO OCHOBHOTO Marepuajja, HO HE YCBOMI €ro JeTaie,
JOMyCKAaeT HETOYHOCTH, HEJOCTATOYHO TMpaBWIbHBIE (POPMYIUPOBKH,
HapyIICHHsI JIOTUYECKON IMOCIIEIOBATEIbHOCTH B MU3JIOKCHHUU MPOTPAMMHOTO
MaTepuana, WCHBITBIBACT 3aTPYAHCHHUS TPH BBIMOJIHCHUN TMPAKTUICCKUX
pador.

Y4eOHbIE  JOCTHDKEHHST B CEMECTPOBBIH  MEPHOA  JEMOHCTPUPYIOT
JOCTaTOYHYI (yJOBJIETBOPUTEIBHYIO) CTEIEHb OBJAJCHUS MPOTPAMMHBIM
MaTEepPHAIIOM.

Yooenemeo-
PUMENbHO

OneHka «HEyIOBJIETBOPUTEIHHOY» BBICTABISAETCS O0ydYaromeMycs, KOTOPBIi
HE 3HAET 3HAYMUTEIBHOW YAcCTH IPOrPaMMHOI0 MaTrepuaia, JOIyCKaeT
CYILIECTBEHHbIE OIIMOKH, HEYBEPEHHO, C OONBIIUMHU 3aTPyAHEHUSIMU
BBITIOJIHSIET PAKTHYECKHE paboThI. Kak IIPaBUIIO, OLICHKa
Heyooenem- | «HEeyIOBIIETBOPUTEIBHO» CTAaBUTCS OOYy4YalOUIMMCS, KOTOpbIE HE MOTYT
gopumenvHo | IPOAOIKUTE 00yueHHe 0€3 TOMOJHUTEIbHBIX 3aHATHH 110 COOTBETCTBYIOIEH
JTUCIUIUINHE.

VY4eOHblE JOCTM)KEHHS B CEMECTPOBBIM MEpHOJ HE JEMOHCTPUPOBAIU
JOCTATOYHYIO CTENEHb OBJIAJEHUS MPOrPaMMHBIM MaTe€pUaIOM Ha IOPOTOBOM
YpOBHE.

5. Meroanuyeckue yKa3aHus 1Jis1 00y4ar0MXCs
0 OCBOCHHIO JUCIHHILINHBI

5.1. Metoanueckue yka3aHusi 1o BONPOCAM HA IOHMMAaHUe JIEKIMOHHOI0 MaTepHuaJia

Ha nmexumsax pekomeHayeTcs Clylarh NpeajaraéMblid JIEKTOPOM MaTepHall, MpPU 3TOM
MapajuiebHO KOHCIIEKTUPOBATh OCHOBHBIC IMOJIOKEHHUS, IMOCKOIBKY A3TO JaeT HauOOJbIIUI
pe3ynbTaT B ycBoeHMM Marepuaina. [IpemocTaBisercs BO3MOXKHOCTH 3a/1aBaTh BOIPOCHI Ha
YTOYHEHHE MTOHUMAaHUS TEMBI U TPUHUMATh yUaCTHE B €€ 00CYKICHUU.

Kpome »3TOro, st jydmiero OCBOEHHMs MaTepuaja W CHCTEMaTH3alluu 3HaHWM 110
JTUCIUILTAHE, HEOOXOIMMO TOCTOSSHHO pa3OupaTh Marepuaibl JEKIUHA MO KOHCIEKTaM |
y4eOHBIM 1mocoOmsiM. Bo BpeMst caMOCTOsSTENHhHOM MPpOpabOTKH JICKITMOHHOTO MaTepuaia ocodboe
BHMMAaHHE CIIEIYET YACNATh BO3HUKIIUM BOIPOCAM, HEMTOHSATHBIM TEPMUHAM, CIIOPHBIM TOUKaM
3pCHUA. Bce Takme MOMEHTHI CJICOYCT BBIACIUTL WJIM BBINMHCATh OTACIBHO JIA )IﬁJ'IBHGfIIHGFO
oOCyX/IeHUsI Ha CEMUHApCKOM 3aHiATHH. B ciaydae HeoOxoauMocTu oOpamarbes K
MIPENOIaBaTe0 3a KOHCYIbTanuen. [1oaHbI cIMCOK IuTepaTypsl M0 JUCLUIUIMHE NPUBEJICH B
paszzaeine 6 mporpaMMsl.

5.2. MeToanuyeckue yKa3aHus 10 MOATOTOBKE BOIPOCOB /IVIsl CAMOCTOSITEJIbHOTO U3Y4YeHMsI
K 3aHATHSAM NPAKTHYECKOr0 (CEMHHAPCKOI0) TUIIOB

[ToaroroBka o0y4aroIIerocs: K MPakKTHUYECKOMY 3aHSATHIO OCYIIECTBIISICTCS HA OCHOBAaHUU
IJIaHA PACKPBITUS TEMbl MPAKTUYECKOrO 3aHATHS, KOTOPOE pa3zpadaThiBaeTCs MpernojaBaTeieM
Ha OCHOBE pabodeii MpOorpaMMBbI M IOBOJAUTCS 10 CBEJICHUS 00YUYaroIIerocsi CBOEBPEMEHHO.

[Ipy MOArOTOBKE K MPAKTUYECKOMY 3aHATHIO O0YyYaromeMycsi HEOOXOAUMO H3YYHTh
BHHMATEJIbHO OCHOBHBIC BOIIPOCHI TEMbI CeMUHapa. BakHBIM yCIIOBUEM YCHEIIHON MOJITOTOBKH



K [IPAKTUYECKOMY 3aHATHUIO SBJSIETCS YETKasl OpPraHU3allus CaMOCTOSTENIbHON PabOThl CTYICHTOB
M0 M3YYEHHUIO y4eOHOU M JOTIOHUTEIBHON JINTEPATypbl. Y MEHUE aHATU3UPOBATh U MPUMEHSTH
JUIA OTBETOB Ha BOIPOCHI U peUIeHMs 3anad M 3aJaHuil IOJIyY€HHbIE 3HAHUA IIPU
CaMOCTOSITENIbHOM TMOJATOTOBKE B 3HAUUTEIBHOW CTENEHM ONpEAeseT YCHEIIHOCTh OCBOCHHMS
MaTepuaja 1O JUCHUIUIMHE U (HOpPMHUpOBaHME Yy OOYYalOIUXCS COOTBETCTBYIOIIUX
KOMITETECHIINM.

IlonroroBka BONPOCOB Il CAMOCTOATEIBHOIO H3YUYEHMsI BKJIKOYAET: H3Yy4YECHHE
HEOOXOAMMOM JUTepaTyphl (00S3aTENbHOM, OMOJHUTEIBRHON JUTEPATyphl, CHEIHATHHBIX
NEPUOANYECKUX H3JaHui, MHTepHeT-pecypcoB), MOATOTOBKY KOHCIIEKTa OTBETA, OTBETHI Ha
BOIIPOCHI.

IIpu MOAroTOBKE K MPAKTUYECKUM 3aHATUAM BaXKHO:

— HCIOJB30BaTh JOCTATOYHO IIMPOKWN JAWama3oH MaccuBa HH(OpPMAIMH, TPOBECTH
0030p JIUTepaTyphl U CHEHMAIbHBIX U3JAHNH, COCTaBUTh KaTajor IHTepHeT-pecypcoB;

— TPEACTaBUTH PA3JINYHbIE IMOAXOJbI, YETKO U IOJIHO ONPEAEIUTh pacCMaTpUBAEMbIE
MOHSITHS, BBISIBUTH B3aWMOCBSI3U MOHITHNA U SIBJICHH, B3aMMO3aBUCUMOCTH U CBSI3U C JPYTHMMHU
BOIIPOCAaMU;

— TPaMOTHO CTPYKTYpPUpPOBaThb MaTepuai, SCHO, YE€TKO M JIOTMYHO €ro Hu3Jjararh,
IIPUBOJUTH COOTBETCTBYIOIIME IPUMEPBI U3 MPAKTUKH, JJI WIIKOCTPALUU MOJI0XKEHUM, TE3UCOB
Y BBIBOJIOB HMCITOJIb30BATh TAOJHIIbI, CXEMBI, TPAapHKH, THArPaMMBl.

Bonpocel 1711 caMOCTOSITENIBHOM TMOATOTOBKM K 3aHATHSM IPAKTHYECKOTO
(ceMMHapCKOro) Tumna ykasaHsl B paszaene 4.2.

5.2.1. YueOHO-MeTOOMYECKOE 00ecniedeHHe CaMOCTOATEeIbHOM padoThl.

CamocrosiTennpHast paboTa CTYIEHTOM OCYHIECTBISCTCSA JUIS 3aKPEIUICHHS H3Y4YEHHOTO
MaTepuaja MocCjie TMPAKTUUECKUX 3aHATUH MM J1a0OpaTOpHBIX pPAa0OT, Ui BBIIOJIHEHUS
JOMalITHUX SaI[aHI/II\/’I, JJI IIOATrOTOBKH K KOHTPOJIbHBIM pa60TaM, JJIsL HU3YUCHUA
JIONIOJTHUTENBHBIX MaTepHasoB.

5.3. MeToanuyeckne peKOMEHIAUM 110 MOATOTOBKeE K IK3aMeHY 10 JUCUHUILIUHE
OTBeT Ha ’K3aMEHe IPelyCMaTpUBAET YCTHBIM OTBET HA TEOPETHUYECKHE BOIPOCHI U
pellIeHne TPAKTUYECKOHN 3a1auH.

[Ipu moAroToBKe K ’K3aMeHy OOydJaroluiics oOpamiaercs: K NpoiIeHHOMY MaTepuaty,
COCPEIOTOYEHHOMY B KOHCHEKTaX JEKIUi, yueOHMKaX W JIPYrMX HCTOYHHMKAaX HHQPOpMAaIUH.
[ToBTOpsisi, 0000mIast, 3aKkpemsisi W JONOJHSSA TMOJY4YCHHbIE 3HAHMS, NOAHMMAET HUX Ha
KauyeCTBEHHO-HOBBI YPOBEHb — YPOBEHb CHUCTEMbI COBOKYITHBIX JTaHHBIX, YTO MO3BOJIAET €MY
MOHATH JIOTHKY BCEro MpeaMmera B 1einoM. HoBble 3HaHUS 0OydYaroluiics MOJydaeT B XOJe
CaMOCTOSITENTLHOTO M3Y4YEHHsS] TOrO, YTO HE ObUIO HM3J0XKEHO B JIEKIUSAX W Ha CEMHUHAPCKUX
3aHATUSAX.

DK3aMeH Kak ocobas ¢opma ydeOHOTO TIpoliecca HWMEET CBOM OCOOEHHOCTH,
crienu(puIecKrue 4epThbl U HEKOTOPbIE aCHEKTHI, KOTOPbIe HEOOX0IUMO 00yJaromeMycs 3HaTh U
YYUTBIBATh B CBOEH paboTe. ITO, MPEXK/Ie BCETO:

* YTO U KaK 3allOMUHATh IPU NOJATOTOBKE K SK3aMEHY;

* 110 KAKUM HCTOYHUKAM U KaK TOTOBUTHCS;

* Ha 4YEM COCPEJOTOUYUTH OCHOBHOE BHUMAaHMUE;

* KakuM 00pa3oM B MaKCHUMaJIbHOM CTENEHH MCIOIb30BaTh MPOrpaMmy Kypca;

* YTO U KaK 3alKcaTth, a YTO BBIyUYUTH JOCIOBHO U T. II.

Ha »Kk3ameHe, Kkak mpaBuUJIO, MPOBEPSETCS HE CTOJBKO YPOBEHb 3allOMUHAHUS
o0yyaromumcs y4eOHOro MaTepuaa, CKOJIbKO TO, HACKOJIBKO YCIEITHO OH ONEepUpPYeT TEMH HITN
MHBIMH HAyYHBIMH MOHITUSIMH U KaTETOPHUSIMH, CUCTEMATU3UPYET (PaKThl, KAK YMEET MBICIUTH,
apryMEHTHPOBAHO OTCTaMBaTh OMNPEACICHHYIO TIO3UIHMI0, OOBSICHAET U IEpecKa3bIBaeT
3ay4eHHYI0 HH()OPMAITHIO.



[IporpamMmmy Kypca HEOOXOAMMO MAaKCHMAJILHO HCIIOJNB30BATh KaK B XOJ€ TMOJTOTOBKH,
TaK ¥ Ha caMOM 3K3aMeHe. Beap oHa BKITIouaeT B ce0s pa3/iesbl, TEMbI 1 OCHOBHBIE TTPOOJIEMBI, B
pamMKax KOTOPHIX U (POPMHUPYIOTCS BOMPOCHI JUISI dK3aMeHa.

OHTI/IMaJ'H)HI)IM IJIs1 TIOATOTOBKHU K 3K33M€Hy SABJISACTCA BapI/IaHT, Koraga O6y‘-IaI-OIIH/II\/’IC$I
HAaYMHAET MOJATOTOBKY K HEMY C MEPBbIX 3aHATUN 110 JAHHOMY KYpCY.

[Ipu moaroToBKE K SK3aMEHy MO HanboJiee CI0KHBIM BOTPOCAM, KITFOYEBBIM MPpoOIeMaM
Y BROXHEHUIIUM TOHATHUSAM HEOOXOIMMO ClleNaTh KpaTKhe MUChbMEHHBIC 3alliCH B BHJIE TE3UCOB,
mIaHoB, ompeneneHuii. Ocoboe BHUMaHHE B XOJ€ MOJATOTOBKH K JK3aMEHY CIEAYyeT YICIITh
KOHCIIEKTaM JIeKIHii, 100 OHM 00JaNaloT PSIAOM MPEUMYIISCTB MO CPABHEHHIO C TMEYATHOM
nponykinue. Kak mpaBmino, oHu Oojiee AeTalbHbIE, WITIOCTPUPOBAHHBIC, YTO TIO3BOJISIET
OLICHMBATh COBPEMEHHYIO CHUTYAIMIO, OTPaXaTb CaMyI0 CBEXYH0 HAayYHYI0 U OIEPATUBHYIO
nH(pOpMalMIO, OTBEYaTh HA BOIPOCHI, UHTEPECYIOIINE ayJIUTOPHUIO, B JAaHHBIM MOMEHT, TOTAa
KaK MpHU HAMMCAHUU U OMMyOJIMKOBAHWUH TIEYATHOU MPOTYKIIUU MPOXOJAUT OMPEICIIEHHOE BpeMs, U
Marepuan ObICTPO yCTapeBaeT.

B T0 ke Bpems MOAroTOBKA MO OJJHUM KOHCIIEKTaM JIEKIIUKA HEeI0CTaTO4YHA, HEOOXOAUMO
WCTIONIh30BaTh W WHYI0 y4eOHyro mnutepatypy. He cremyer OO0sThCS JTOMOTHUTENBHBIX U
YTOUHSIOIIMX BONPOCOB Ha »HKk3ameHe. OHHM, Kak MpaBUJIO, 3aJal0TCS WIM TOMHUMO
3K3aMCHAITUOHHOT O BOHpOC& JJIs1 BBIABJICHUS O6HI€I>'I IOArOTOBJICHHOCTHU, UJIN B paMKax 6I/IJ'IeTa
JUISl YTOUHEHHSI BBICKa3aHHOUM MBICITH.

6. YdeOnasi iMTEepaTypa M pecypchbl HHPOPMALMOHHO-
TeJIeKOMMYHUKAIMOHHOM ceTH « AHTepHeT», BKIIIOYas lepedyeHb y4eOHO-
MeTOAUYEeCKOro odecneyeHns I CaMOCTOSTeJIbHOM PadoThl 00yYaIOIINXCS
N0 JUCHUILINHE

6.1. OcHoBHas JauTEpaTypa.

1. KapnoB B.B. TexHosiorusi mNOCTPOCHUS 3alllMIICHHBIX aBTOMATHU3UPOBAHHBIX CHUCTEM
[DnexTpoHHBI pecypc] : yueOHoe mocobme / B.B. Kapnos, B.A. MenbHuk. — DJIEKTPOH.
TEKCTOBbIC JaHHble. — M. : Poccuiickuii HOBBIN yHuBepcuret, 2009. — 232 ¢. — 2227-8397. —
Pexxum nocryna: http://www.iprbookshop.ru/21326..html

2. Hndopmamnmonnas 0Oe30macHOCTb. YUeOHMK M TMPAKTUKyM [UIsI  aKaJeMHYECKOTro
OakanaBpuara.: M. FOpaiir, 2017 — 321c. DNEeKTPOHHBIN pecypc:

https://biblio-online.ru/viewer/836C32FD-678E-4B11-8BFC-F16354A8AFC7#page/1

6.2. JlomosiHUTEJIbHAS JIUTEPATypa.

1. bapa6am I1.A., Bopo6seB C.I1., KyprocoB B.U., CoseroB b.f. UHDoKOMMYyHHKAIIHOHHBIC
TEXHOJIOTUH B r1100aibHOI nHpopMarronHoi nHdpactpykrype /Ilox pea. b.51. Coseresa. CIIO.:
Hayxka,2008.-552c.

2. 3uma B.M., Monnossa A.A., Mongossa H.A. bBbe3omacHOCT, TII100adbHBIX CETEBBIX
texnonoruit. —CI106.: BXB-Ilerepoypr, 2008. — 318 c.

3. CeBepun B.A. KommnekcHas 3amuTta HMHQOpPMalUM HAa MPEINpUATHH: YUeOHUK Ui
By30B/Ilox pen. mpod. b.U. [Tyruackoro. M.:13xa. Hom «I"opoxery, 2008.-368c.

4. NadopmanmonHas 06e30MacHOCTb U 3amuTa nHpopMauuu: YuebHuk aius By3os/W.JI.Paiikun;
HI'TY um. P.E.AnekceeBa: Hwxuuit Horopon, 2011.-256¢.

5. TexHuueckue cpeAcTBa U METObI 3aIUTHl HHPopMaIK: YueOHuK 11 By30B / aiies A.IL.,
[enynanoB A.A., Memepskos P.B. u np.; nox pen. A.Il. 3aiiuea nu A.A. lllenynanosa. — M.:
000 «M13narenscTtBO Mammnoctpoenue», 2009 — 508 c.


https://biblio-online.ru/viewer/836C32FD-678E-4B11-8BFC-F16354A8AFC7#page/1
http://www.iprbookshop.ru/21326..html

6.3. HopmaTuBHBIC IPABOBbIE JOKYMEHTHI.
He npenycMoTpeHsL.

6.4.nTepHeT-pecypcesbl.

http://itsec.ru
http://www.secuteck.ru
http://www.ispdn.ru
http://www.tssonline.ru

http://www .knigafund.ru

http://www.kladknig.ru

6.5. UHbIe HCTOYHHKH.

He npenycmorpensl.

7. MarepuajbHO-TeXHHYecKas 0a3a, MH(POpPMaIlMOHHBIE TEXHOJIOTHH,
NMporpaMMHoe odecriedeHHe H HHpOPMAllMOHHbIE CIIPABOYHBIE CHCTEMbI

Ha3Banmue
JabopaTopun/KJacca, Mepeuenn
OCHAIIIEHHOT0
JIMIEH3UOHHOTI' 0

HE00XOUMBIM, B | HaumenoBanue o0opyroBanus
COOTBETCTBUM c NPOrpaMMHOTo
TpedoBanusamu  PIrOC/ obecnetenus
CYOC, o6opynoBannem

Paboune MecTa CTYAEGHTOB: CTOJBI U  CTYJbI —

COOTBETCTBEHHO KOJHMYECTBY CTyAEHTOB. Pabouee

MecTo g uHBanMua u jun ¢ OB3: mapra c
yueOHasi ayAuTOpUs MJIs | TEIECKOMUYECKOM CTOJICIIHUIEH Ha
IIPOBEIECHUS 3aHATUH | DJIEKTPOMEXaHUYECKOM NPHUBOAE - 1 IIT., Kpecio-
JICKITMOHHOTO TUMA, | KOJiACKa 1y uHBanuaoB 18" - 1 mrT., | MynbTuMe iMiAHBINA
TEKyIIEro KOHTPOJSA W | MHAYKIMOHHAs MNeTas - | IIT., KOMIBIOTEDP C | IPOEKTOP
IIPOMEKYTOYHON Bepcueil mns cnaboBuasmux - 1 mT., kHomka | Koncynsrantllntoc
aTTecTaluu BbI30Ba COTpYAHMKOB - | mT. PaGouee mecto

npenogasarens: cron — 1 mT.,, ctyn — 1 mr,

kadeapa - 1 mr. Jlocka MenoBas W MapKepHas.

OkpaH, HOyTOYK Lenovo ideapad 100/15, npoexTop
MH(POPMALIMOHHO-
aHaJIUTHYECKast
naboparopuss - ydeOHas | Paboune wecra: CTONBI KOMIIBIOTEpHBIE — B
ayIuTOpHUs JUISL | COOTBECTBUM C KOJIMYECTBOM CTYJIEHTOB, KPECIO
IIPOBEEHUS 3ansatuil | [Ipectmx Profi -B-20 Camba 6opno B pyOuunk - 15
CEMHHApPCKOI0 Tumna, | mT., mnoxacrtaBka st Hor Fellowes FS-48121 | MynbTuMenuiiHbIi
KypCOBOTO Standard wepnwlii - 15 mr. PabGouee wmecTo | IpOEKTOp
MPOEKTUPOBAHUS MpENnoaBaTesisi: CTOJA KOMOBIOTEPHBIN - 1 mT., cTtyn | Koncynsrantl limroc
(BBIOJIHEHUST  KYpCOBBIX | - 1 1T Jlocka MenoBas WIM MapKepHas
pabor), TrpynmoBbiX u | [lepcoHambHbIE KOMIIBIOTEPHI
WHINBUIYaTbHBIX
KOHCYJIbTAIIUH
o6ubimoreka - nomenienne | Paboune mecra: cTonbl U cTyibs. Pabodee mecto | MynbTUMEIUITHBIHN
TUISE CaMOCTOSITENILHOM | mpernojaBarens: cron — | mr., cryn - 1 mrT., | IPOEKTOp
paboThI kadenpa Oubmmoteunas - 1 mrt. Tenepon — 1 mrT.,

udpoBoit MHOrOGyHKIMOHAIBHBIM Komup - 1 mT., | KoncyneranTlImoc




KonupoBaibHbIi annapatr M®Y — 1 wr., npunrep -
I mr., ckanep — 1 mr. lkad — 7 mwr, cremmax-33
T, OMONMOTEeYHasT CTOMKA — 2 INT., CTEHA — 2 IIT.
MenoBass win MmapkepHas pgocka. IlepcoHanbHbie
KOMITbIOTEPHI

IIporpammHoe oGecnieyeHue:
B mpouecce NEKIMOHHBIX M CEMHUHAPCKUX 3aHATUH HUCIOJB3YETCS  CIEAyroliee
NpOrpaMMHOE oOecIieueHHe:
- IpOrpamMMmBbl, odecreunBaronme Hapuramuo B cetu Muatepuet: «Google chromey;
- IPOTPaMMBI, IEMOHCTPAIMU BHJICO MaTepuajioB: mpourpsiBarens « Windows Mediay;
- IPOTpaMMBI JIJIs1 IEMOHCTPAIMK U CO3JaHus mpe3enTanmii: «Microsoft Power Pointy.

HNudopmanuoHHbie cCipaBOYHbIE CUCTEMBbI:
HNudopmanmonno-npaBoBoil noptan «KoHCynbTaHT IUItoc» (mpaBoBasi 0a3a JaHHBIX).
[DnexTponnsiii pecypc]. — URL: http://www.consultant.ru/
NudopmanmonHo-npaBoBoii noptan «I'apant» (mpaBoBas 0a3a TaHHBIX). [DICKTPOHHBIN
pecypc]. — URL: http://www.garant.ru/



http://www.garant.ru/
http://www.consultant.ru/
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