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1.

Ilepedyens MuIaHNPyeMBbIX pPe3yJIbTATOB 00y4YeHHs M0 JUCHHUIINHE,

COOTHECCHHBIX C INIAHUPYEMBIMHU PE3YJIbTATAMHU OCBOCHHUSA IPOrpaMMbI

1.1.  Jucnummuua «Opranuzamnuss 0€30MacHOCTH KOPIIOPATHBHBIX CETEH» OOecreurBaeT
OBJIAJICHUE CIACAYIOMIMMHI KOMIETECHIUSIMU:

Kon HamnmenoBanune Kon HaumenoBanue 3Tama
KOMITETECHIINU KOMIIETEHIINH JTatia OCBOCHIA OCBOCHUS KOMIIETEHIIUU
KOMIIETEHIINH
ITK-18 CHOCOOCH  NPUHHMATH I1K-18.2 Crniocoben OIIpENEIATh
ydacTHe B OpraHu3aluu OCHOBHbIE TpeOoBaHuUs
UT-undpactpykTypsl u crangaproB b u pasnuyath
yIpaBIeHUU yrpo3sl b npumeHuTensHo K
UHPOPMAITMOHHON ¢dbynakmonupoBanuto MC
0€30MMacHOCThIO
I1K-20 Croco0eH I1K-20.2 Crnocoben 00OCHOBBIBATh
OCYILIECTBIIATh u BBIOOp MPOEKTHBIX PpEIICHUI
000CHOBBIBATH  BBIOODP o BHJIAM obecrnieueHus
NPOEKTHBIX  PELICHUH MH(QOPMALIMOHHBIX CUCTEM
10 BHJaM O0ecIieueHust
UH(POPMALMOHHBIX
CUCTEM
I1K-22 croco0eH ITK-22.1 Criocoben BbIOMpATh
AQHAJIN3UPOBATh PBIHOK OlepanoHHbIE CHCTEMBI,
IpOrpaMMHO- CUCTEMBI yIpaBiieHUs 0azaMu
TEXHUYECKUX CPEICTB, JTAaHHBIX, MIPUKIIATHOE
UH(POPMALIMOHHBIX nporpaMMHoOe  o0ecledeHue,
HIPOAYKTOB U yCIIyT AJIs npoyue yCIIyTH JUIs
CO3JIaHMs u ¢yukunonupoBanuss HC B
MO UKAITAN COOTBETCTBUHM C 3aJlaHHBIMHU
UHGOPMAITMOHHBIX TpeOOBaHUSIMU
CUCTEM
1.2. B pe3ynbTare 0CBOCHUS JUCHMILIMHBI Y CTYAEHTOB JOJKHBI ObITh CHOPMHUPOBAHBDI:
OTD/TD Kon JTana PesynbraTel 00y4yeHus
(Ipu1 HATTUIUH OCBOCHUS
npodcranaapra) | KOMIETCHIIUN
Ha YpOBHE 3HAHUM: 3HaTh BHUJbBI YIrpo3 OE€30MaCHOCTH,
METOABl W cpencTBa obecneueHuss WHPOPMALMOHHOM
0e30macHOCTH, MOAXoAbl K  opranm3auuun UT -
UHOPACTPYKTYPHI;

I1K-18.2 Ha YPOBHE YMEHHUil: yMETh OpPraHU30BBIBATH 3aIUTY
uHbpopMalMu  NpU  peaau3aluud  MHPOPMAIMOHHBIX
mporieccoB  (BBOA, BBIBOA, Tepedada, o0OpaboTka,
HAKOIJICHUE, XpaHEHHUE);

Ha YpOBHE HABBIKOB: HUMETb HaBBIKM OOECIeYCHHUS
nH(OOPMAITMOHHON 0€30MMaCHOCTH | 3aIIUThl HHPOPMAIIUH,
opraam3aiyu T — uapacTpyKkTypsI.

I1K-20.2 Ha YpOBHE 3HAHWW: 3HATh COBPEMEHHBIC ITPOCKTHbHIC
pelieHus I8 MaTeMaTHMYecKOoro, IPOrpaMMHOIO U
JUHIBUCTUYECKOTO  obecredeHuss  MH(POPMAIMOHHBIX
CHUCTEM,;

Ha YPOBHE YMEHMI: YMETh BEIOUPATh MPOEKTHBIEC PEILICHUS




JUIE  KOHKPETHOHM HMH()OPMAIMOHHOW CHCTEMBI  MOJ
HYXXHYIO IPEAMETHYIO 00J1acTh;

Ha YPOBHE HABBIKOB: MMETh HABBIK aHAJIN3a IPOEKTHBIX
peleHnid Uil IIMPOKOro CHEKTpa WH(POPMALMOHHBIX

CHCTEM.

I1IK-22.1 Ha YpOBHE 3HAHMW: 3HATh aKTyaJbHbIE HA MOMEHT
WCCIIEIOBaHMUsI ~ OMNEpAIlMOHHBIX  CHUCTEM,  CHCTEMBI
yIpaBIEHUS 6azamu JaHHBIX, IIPUKJIATHOTO

MIPOrPaMMHOT'0 O0eCIeyeHHE;

Ha YpPOBHE YMEHHH: yMETb IPUHMMATh pPEUICHUS 110
UCIIONB30BAaHUIO B Ipolecce  pa3pabOTKH — WiIH
mMomudukarmu  MC  Tex WM HMHBIX MPOTPaMMHBIX
IPOJYKTOB;

Ha YpPOBHC HABBLIKOB: UMETH HABBIK BI)I60pa IIOCTaBIIUMKOB
HEO0OX0AMMOT0 POrPAaMMHOT0 00ECTICYSHHUS M YCIIT.

2. O0OBem m MecTo AucHMILIMHBI B cTpyKType OI1 BO

O0beM TMCUMILINHBI
O6bvem aucuumauHbl B 3E 1 akagemudeckux/actpoHomuueckux yacax— 4 3E (144/108 u).
KonmuecTBo akageMHIeCKUX/aCTpPOHOMUYIECKUX YaCOB, BBIJICIICHHBIX Ha KOHTAKTHYIO PaboTy 110
ouHoi popme oOyuenus — 48/36 vaca (B T.4. neKil.-16 4., mpakT.-32 4.); Ha CAMOCTOSTENbHYIO
paboTy oOydJaromuxcs Ha O9HOU Popme — 96/72 gacos.

Mecto nucuuniauesl B cTpykrype OII BO
Jucuumnuna B1.B.12 «Opranuzanus 0e300aCHOCTH KOPIOPAaTHBHBIX CETE» OTHOCHUTCS K
00s3aTeNTbHBIM ~ AUCHUIUIMHAM ~BApUATHBHOM YacTH Yy4YeOHOTO IUIaHAa 110 HAIPaBICHHIO
noaroroBku 09.03.03 Ilpuknagnas unpopmatuka.
JucnumnHa u3ydaeTcs Ha 4 kypce B 7 cemectpe (ouHast popma)
JIMCIUIUTMHBL onupaeTcst Ha 00bEM 3HaHUI 00JaCcTH MHPOPMATUKH, BBIYMCIUTEIBHBIX CUCTEM,
TEOpUHU CUCTEM U CHCTEMHOTO aHajiu3a, 0a3 JTaHHBIX, ONEPALMOHHBIX CUCTEM, MPOEKTUPOBAHUS
uHTep(DEercoB.
dopma MPOMEKYTOUHON ATTECTALMU — 3a4ET C OLIEHKON

3. CopaepxxaHue H CTPYKTYPa THCHUIINHBI
Ounas popma oOyueHHs

O0BeM AUCIUIUIMHBI (MOJIYJIs), Yac. dopma
KonTakTHas pabota TEKYILETrO
oOyyaromuxcs ¢ KOHTPOJIS
nperno/aBaTeaeM yCIIieBaeMo
HaunmenoBanue tem *
Ne n/mt 10 BUJIaM y4eOHBIX CTH ,
(paznenoB) Bcero N Cp
3aHIATHN MTPOMEXKYT
K OYHOH
JI JIP 113 C aTTecTarm
P u
Tema 1 | DnemeHTbI 18 2 4 12 0]
KOPIIOPAaTUBHOW MOJIEIN
uHpOpMaLUU




O0BbeM AUCIUILUIMHBI (MOJIYJIs), Yac. dopma
KonraktHas pabota TEKYILEro
oOyuJaromuxcs ¢ KOHTPOJIS
HaNMEeHOBAMIE TeM npernoaBaTeaem ycreBaeMo
Ne /it 10 BUJIAM y4eOHBIX CTH ,
(pa3nemnoB) Bcero N CP
3aHATHUH HPOMEKYT
K O4YHOH
JI JIP 113 C aTTecTanu
P u
Tema 2 | Beenenue B 18 2 4 12 O
0e30macHOCThb
KOPIOPATUBHBIX CETEU
Tema 3 | Ananu3 ypoBHs 29 3 6 20 0)
3alUIIEHHOCTH
KOPIOPaTUBHOM
UH(POPMALMOHHON
CUCTEMBL.
Tema 4 | CoBpeMeHHbIE 29 3 6 20 O
TEXHOJIOTHH 3alIUTHI
KOPIOPATUBHBIX CETEM.
Tema 5 | BHyTpeHHue 25 3 6 16 0]
3JI0YMBIIIJICHHUKH B
KOPIIOPaTUBHBIX CETHX.
Tema 6 | 3anura KOpIOPAaTUBHBIX 25 3 6 16 0]
ceTedl OT BHYTPEHHUX
3710yMBIIIJICHHUKOB
3auer C
ITpomerxyTouHas arrecTanus .
OLICHKOM
Bcero akagem./actponom.uacon: | 144/108 | 16/12 32/24 96/72

[Tpumeuanue™® — hopmbl TeKyIero KOHTpoJia ycreBaemoctu: ornpoc (O), TectupoBanue (T).

Conep:xxaHue TMCUUILINHBI

Ne OcHOBHBIE BONIPOCHI U MOJIOKEHHSI, PACKPbIBAIOII[HE
Ha3Banue Tembl
n/n cojiepKaHue TeMbl
Tema | DneMeHTHI Bsenenue. Ilonsatue xoprnopanuu, pecypcoB, CHCTEMBL.
1. KOpIIOPaTUBHOM S3bIKOBBIE CBSI3U U MIH(PPOBAHHE.
MOJEIN 3amuileHHOe pacipeeIeHUue KItoueH.
uHbopMauu CooTHOIIEHNE BPEMEH KU3HHU MOITYJISILUU, KOPIIOPAUU 1
WHJUBU]TYYMOB.
IlenHocTh KOpHIOpAaTUBHOU MH(POPMAIIUU. ACIIEKTHI
MPAKTUYECKOW 3aLIUTHI.
Tema | Beenenue B [Ipo6embl 0€30MaCHOCTH COBPEMEHHBIX KOPIIOPATUBHBIX CETEH.
2 0e30macHOCTh KommiekcHbIi moaxo/1 K o0ecriedeHno HHPOPMALMOHHOM
KOPIIOPATHUBHBIX 0€301aCHOCTH.
ceTeit OcHOBHbBIE IPUHIIMITEI 0OecTieueHHsI UH(OPMAIIMOHHON
6e3onacHocTr. Konnenmus nHbOpMaImoHHONW 0€301TaCHOCTH.
Bseznenue.
O6mume monoxxenus. OnpeeneHne KOPrmopaTUBHON CETH.
OcobenHoctu KopnopaTuBHbIX CeTel.
KrnaccudukanuonHnble Npu3HaKy KOPIOPATUBHBIX CETEH.
O06006111eHHas CTPYKTYpa KOPIOPATUBHOM ceTH, 00IIHe




TpeOOBaHUs K aIMUHUCTPUPOBaHHIO ceTu. CTpyKTypa
ynpaBieHus 3P PEeKTUBHOCTHIO (PYHKIIMOHUPOBAHUS CETH.
OcHoBHbIE TPEOOBAHUS.

Crtpykrypa ynpaBineHus: 6e30macHocTbio ceTd. OCHOBHBIE
TpeOoBaHusl.

Tema | Ananus ypoBHsA [Tonstue 3amumennoct AC. HopmatuBHas 6a3a aHanuza

3 3alUIIIEHHOCTH sanmmeHHocTd. ISO15408: Common Criteria for Information
KOPIOpPaTUBHOMN Technology Security
uHpopmanmonnoi | Evaluation. P/] 'ocrexkomuccun Poccun.

CHUCTEMBI. Meroavka aHanu3a 3alUIIEHHOCTH. VIcX0qHbIE JaHHBIE 1O
obcnexyemont AC. AHanu3 KOHQUTYpAIH CPEICTB 3aIUTHI
BHemHero nepuMerpa JIBC. Meroasl TECTUPOBAHUS CUCTEMBI
3amuThl. CeTeBble ckaHepbl. MexaHn3Mbl pabOThl CKaHEPOB
0€30MMaCHOCTH.

Tema | CoBpemeHHbIE MexceTeBble  JKpaHbl, CHCTEMbI OOHApyXEHHS aTaKk |

4 TEXHOJIOTUH BuptyansHble yactHble Ceru. Knaccudukamus MD. Ilonutuka
3aIUTEI paboter MD.

KOPIIOPAaTUBHBIX Cxembl nogxmoueHusst MD. Cucrembl 0OHapy)XeHHUS aTak.
CeTeH. Buprtyanbueie  yactHble  cetd. KOHIENnuus  MOCTPOEHUSA
3AIIMIIEHHBIX BUPTyalbHBIX 4acTHBIX ceredl VPN. DyHkuuu u
KOMITOHEHTHI ceT VPN.
TynnenupoBanue. Kitaccupukanus BHUPTYyalbHBIX YaCTHBIX
ceteii VPN. Knaccudpukammms VPN mo paboueMy ypoBHIO
OMBOC. Knaccudukanus VPN 1o apXuTeKType TEXHUUECKOTO
peueHusl.
Knaccudpukanus VPN mo cnocoOy TEeXHUYECKOW pear3allvii.
TexHHMuecKue W SKOHOMUYECKHE TNPEUMYLIECTBA BHEAPEHHUS
texHosoruii VPN B KOpIOpAaTUBHBIE CETH.

Tema | BHyTpenHue Mopenp BHYyTpeHHEro Hapymuresns. Moiens THIoBOi

5 3JIOYMBILUJIEHHUKU | KOPIIOPAaTUBHOM ceTh. MeTOo1bl BO3ICUCTBUI HAPYLLIUTEIIS Ha
B KOPIIOPATUBHBIX | KOPIOPATUBHYIO ceThb. [laccBHBIE METO/IbI BO3/IEHCTBUSI.

CETHIX. [IpocnymmBanue ceTeBoro Tpaduka. AKTUBHBIE METOJIBI
BoznelicTBus. CkaHepsl ysa3BuMocTeld. CeTeBbIC aTaky.
TpostHCKHE TIpOTpaMMBL. Y THITUTHI JUISE COKPBITHS (aKTa
koMmmpometanuu cucrteMsl (Rootkits). Bupycel u ceteBbie uepBu.
HecankunonnpoBaHHasi yCTaHOBKA JIOIIOJTHUTEIBHBIX
TEXHUUYECKUX
CPEICTB.

Tema | 3amura [IpoTuBOIEliCTBHE TACCUBHBIM METOAAM BO3ACHCTBUS.

6 KOPIIOPATHUBHBIX [IpoTuBOAEHCTBHE YTPO3€ MPOCITYIIUBAHHS CETEBOTO TpaduKa.
ceTel oT MeTo/1b1, CHIXKAOIIIKE PUCK YTPO3bl paciin(poBaHus mapoei.
BHYTPEHHUX [IpoTuBOIEHCTBUE AKTUBHBIM METOZAM BO3JEHCTBHSI.
3noyMbinuieHHUKO | OOHapyxeHue ckanupoBaHus. [I[poTuBoaeiicTBIE SKCIIIONTAM.

B [IpoTuBoaelicTBHE TPOSHCKUM MIPOrpaMMaM, CETEBBIM YEPBAM U

Bupycam. O6HapyKeHue yTHINT JUIsl COKpBITUS (aKTa
KoMITpomeTanuu cucreMsl. [IpotuBoaeiicteue
HECaHKLMOHUPOBAHHON yCTaHOBKE MOJIeMOB. CHUCTEMBI
LEHTPaJIM30BaHHOIO MOHUTOPHHTa Oe3o0macHocT. BupTyanbHble
JIOBYHIKU. PexoMEeH1aliuy 10 yCUIIEHUIO 3alUThI
KOpPIOPATHUBHBIX CETEM OT BHYTPEHHUX HAPYILIHUTEIECH.




4. MarepuaJjibl TeKylIero KOHTPOJIA yCIeBaeMOCTH 00ydarommuxcess U poHg
OLICHOYHBIX CPEACTB MPOMEKYTOYHOM aTTEeCTALMU 0 JMCHUILINHE

4.1. ®opMbl M METOABI TEKYILIET0 KOHTPOJISI YCIIeBA€MOCTH.

4.1.1. B xone peanuzanuu AUCHUIUIMHBI «OpraHu3aius 0€301acHOCTH KOPIOPATUBHBIX CETEH»
MCTIOJIB3YIOTCS CIEAYIOIINE METO/IbI TEKYIIETO KOHTPOJISL YCIIEBAEMOCTH 00YYaIOIIUXCSl:

Tewma (pazzmen) MeTo/1bI TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH
Tewma 1 Ormpoc
Tema 2 Onpoc
Tema 3 Onpoc
Tema 4 Onpoc
Tema 5 Onpoc
Tema 6 Ormpoc

4.1.2. 3ader ¢ OLEHKOW MPOBOAUTCS B (OPME YCTHOTO OTBETa Ha OWIETHI (MO 2 Bompoca B
Ounere, 1 BONIPOC TEOPETHUECKHIA, 2 BONPOC MPAKTHYESCKUH ).

4.2. MaTtepuaJbl TEKYLIEro KOHTPOJISI YCIIEeBAeMOCTH 00y4aoIuXcs

Texynuil KOHTPOJIb YCIIEBAEMOCTH OCYILECTBIISIETCS HEPEPBIBHO, HA MPOTSHKEHUU BCETO
Kypca. [Ipexzae Bcero, 3T0 yCTHBIM OIPOC II0 XOAY JIEKLUH, BBIIOIHAEMBIN IS ONEPaTUBHOMN
aKTUBU3ALlMM BHHUMaHUS OOy4YaloIIMXCSl M OLEHKU WX YpoBHs BocrtpusTtus. [lomumo storo,
KOHTPOJIb CaMOCTOSITENIbHOW paboThl 00ydalomMXCsl OCYLIECTBISCTCS TPU ONpoce Ha
MIpaKTHUECKUX 3aHATUsAX. [IpoBeieHne KOHTPOJIBHBIX PabOT B COOTBETCTBUU C 1.4.1.1

4.3. OueHo4HbIe CPeACTBA AJIs1 IPOMEKYTOYHOH aTTeCTAlUH

4.3.1. ®opmMupyemMbie KOMIIETEHIIUH

Kon HaumeHnoBanue Kon HaumenoBanue stana
KOMTICTCHITHH KOMITETCHIINH JTalia OCBOCHIA OCBOCHHS KOMITETEHITUU
KOMIIETSHITNH

[IK-18 CrocoOeH  NpPUHUMATh ITIK-18.2 Crniocoben OIpeaesaTh
y4acThe B OpraHHU3aluu OCHOBHBIE TpeOOBaHUS
NT-undpactpykTypsl u cranaptoB b u paznuuars
YIIPABJICHUU yrpo3sl Ub mpuMeHuTENBHO
nH(OPMAITMOHHOM K ¢pyHKImoHupoBanuio NC
0€30MacCHOCThIO

[1K-20 crocobeH I1K-20.2 Crnocoben 00OCHOBBIBATh
OCYILIECTBIISATh u BBIOOP TIPOCKTHBIX PEIICHUI
000CHOBBIBaTh  BBIOOD mo BuUgaM  obecreyeHus
MPOEKTHBIX  PEIICHUN MH(OPMAIMOHHBIX CUCTEM
Mo BUAaM OOecTeyeHHs
UH(POPMALIMOHHBIX
CUCTEM

[K-22 crocoOeH [K-22.1 Crnocoben BEIOHMpATH
aHAJIM3UPOBATh PBHIHOK oTiepaIioHHbIC CUCTEMBI,
MPOrpamMMHO- CHUCTEMBI yIIpaBICHUS
TEXHUYECKUX CPEJICTB, 0a3amMH JaHHBIX, IPUKIATHOE




UH(POPMALIMOHHBIX

Co3aHus
MOAU(PUKAIIH

HNPOAYKTOB M yCIIyT AJIst

n

porpaMMHOe obOecrieueHue,
npoune ycIayru ISt
¢yskunonupoBanuss HMC B
COOTBETCTBUH C 3aJaHHBIMHU

CHCTEM

UH(POPMALMOHHBIX

TpeOOBaHUSIMU

4.3.2. TUNOBbIE OLIEHOYHBIE CPENICTBA

[IpomexyTOUHBIN KOHTPOJIb MPOBOAUTCS B ()OPME YCTHOTO ONPOCA M 3aKIHOYUTEIBHOTO
TeCTa II0 BCEM TEMaM, YCTHBIM OTBET Ha BONPOCHI IO KaXJIOMy M3Y4YEHHOMY pas3ieiay B

COOTBETCTBUU C 1I. 4.2

KOI[ 1 HAMMCHOBAHHC

¢ynxuonuposanuto UC

3amuTy  WHpOpMANMKM TP peam3aIuu
WH(GOPMAIIMOHHBIX MPOLIECCOB (BBOJ, BBIBOI,
nepeaayda, 00paboTKa, HAKOTUICHUE, XpaHEHUE);

OneHounoe
JTana 0CBOCHUS Pesynbrarel 00yueHus
CPENCTBO
KOMIIETEHIIUU
[IK-18.2 Ha YpOBHE 3HAHUW: 3HATb BHUJABl YIPO3
Cnocoben OTIpeeNsTh | OE30MaCHOCTH, METO/IbI u cpencTea
OCHOBHBIE TpeOOBaHMS | oOecTieueHus WH(GOPMAITMOHHOH | YCTHBIN OTpoC
CTaHJIapTOB b u | 6e3omacHOCTH, MOaXoAbl K opraHuzamuun UT -
pazmuyate  yrpo3sl Wb | uHbpacTpyKTYpHI;
NPUMEHUTEIBHO K | Ha ypOBHE YMEHHU: YMETb OpPraHHU30BBIBATh | YCTHBIN OMpPOC

HA  YpPOBHE HAaBBIKOB: HMETh  HAaBBIKH
obecrieueHrss HHOOPMAITMOHHOW 0€30MaCHOCTH
u 3ammThl uHGOpMammu, opranmzammu UT —

UHGPACTPYKTYPHI.

YCTHBIH OIIPOC

I1K-20.2

CrocobeH 000CHOBBIBATH
BBIOOD IIPOEKTHBIX
pelieHui o BHIaM
obecreyeHus
UH(POPMALMOHHBIX CHCTEM

Ha YpOBHE 3HAHWH: 3HATh COBPEMEHHBIC
MPOEKTHbIE pELIeHHs] AJII MaTeMaTH4eCKOro,
MIPOTrPaMMHOTO u JTUHTBUCTUYECKOTO
obecnieueHus: HH(HOPMAIIMOHHBIX CUCTEM;

YCTHBIN OTMPOC

HAa ypOBHE YyMEHHI: yMeTb BbIOHUpAThH
IIPOCKTHBIE  pEIIeHUuss Ui  KOHKPETHOMU
MH(GOPMALIMOHHOM CHUCTEMBI TIOJ HY>KHYIO
PEeIMETHYIO0 00J1acTh;

YCTHBIN OIPOC

Ha YpPOBHE HAaBBIKOB. MMETh HAaBBIK aHaIU3a
IIPOCKTHBIX PELICHUHN Ul LIMPOKOro CIEKTpa
MH(POPMALIMOHHBIX CUCTEM.

YCTHBIH OIIPOC

[K-22.1

CriocobeH BbIOMpaTh
OTIEPALIMOHHBIE CUCTEMBI,
CHCTEMBI yIIPaBIICHUS
0azaMM JaHHBIX,
NPUKIIQTHOE MPOTrPaMMHOE
oOecrnieueHue, npouue
YCIYTH JUIS

Ha YpOBHE 3HAHUW: 3HATH AaKTyaJbHbIC HA
MOMEHT UCCJIEN0BAaHNS ONIEPALMOHHBIX CUCTEM,
CUCTeMBI  YIIpaBJICHUWs  0Oa3aMu  JIaHHBIX,
MIPHUKJIATHOTO MMPOTPAMMHOT0 00eCIIeYeHHE;

YCTHBIN OIPOC

Ha ypOBHE YMEHUW: yME€Thb MPUHUMATh
pelIeHHs] M0 HCHOJIb30BAHUID B IIPOLECCE
pazpabotku wnn momudukanuu UC Tex wmm
HMHBIX TPOrPAMMHBIX IIPOAYKTOB;

YCTHBIN OIpPOC




Ha YpPOBHE HAaBBIKOB: MMETh HaBBIK BHIOOpA
[IOCTAaBIIMKOB HEOOXOIUMOI0 MPOrpaMMHOIO
¢yukuunonuposanust IC B | obecriedeHus U yCiyT.

COOTBETCTBUU C

YCTHBIN OIPOC

IlepeyeHb BOMPOCOB K 324€Ty C OLEHKOI:

1. KopriopatuBnast Teopus nHpopmarmu. [IoHATHE KOPIIOpAIUK, PECypCOB, CUCTEMBI, SI3BIKOBBIX
cBsizeil. [ToHsTHE 1IEHHOCTH KOPIOPATUBHON HHOPMAITHH.

. ITIpoGeMbI 6€301MacHOCTH KOPIIOPATUBHBIX KOMIIBIOTEPHBIX CUCTEM.

. KomrurexcHsiit noaxon k odecneuennto UB.

. [Ipuntuner o6ecnieuenust Ub.

. Konnenmust o6ecrnieuenus 6e3omnacHocT MHGOPMAIMOHHBIX PECYPCOB KOPIOPATUBHBIX CeTel
. OcHOBHBIE IOHATHUS KOPIOPATUBHOMN ceTh. OCOOEHHOCTH KOPIOPATUBHBIX CETei

. OcobenHocTH U KIaccu(PUKAIIMOHHBIE TPU3HAKKA KOPIIOPATUBHBIX CETEH.

. O600111eHHAas CTPYKTYpa KOPIIOPATUBHOM CETH.

9. Ctpykrypa ynpapneHust 3pGeKTUBHOCThIO KOPIIOPATUBHOM CETH.

10. CtpykTypa yrpaBiaeHus: 6€30MaCHOCThIO KOPIIOPATUBHON CETH.

11. 3ammmenHocte AC. HopmaTuBHas 6a3a ananusa 3ammiieHHocTd (OOmme kpurepun, PJ]
INocrexkomuccuu, [ISO17799).

12. Meroauka aHanu3a 3amuiieHHocTu. Micxomansie annele mo oocnenyemoit AC.

13. AnHamu3 KOHUTYpalMHd CpPEICTB 3amuThl BHemHero mnepumerpa JIBC. Meromab
TECTUPOBAaHUS CcHUCTeMbl 3amuThl. CeTeBble CKaHephl. MeXaHu3Mbl pabOThl CKaHEpOB
0€30macHOCTH.

14. MesxceTeBbie SKpaHbl, Ki1accuuKaIys, moIuTUKa paboThl, CXeMBbI MTOAKITIOUYEHHUS.

15. Cucrembl 0OHapy >KEHHS aTak.

16. BuptyanbHblie yactHble cetu. O0mmuii 0030p.

17. ®ynkunn n koMrnoHeHTsl ceth VPN. MexaHnu3Mbl TYHHEIUPOBAHUS U

MHKAICYIISLUH.

18. Kmaccuduxarmst VPN. O6mwmii 0630p

19. Knaccudukanus VPN no yposHto moaenu OSI.

20. Knaccudukanus VPN mno apxurekrype TexHudeckoro perienus. Kmaccndukamus VPN 1o
croco0y TEXHUYECKOTO PEIICHUSI.

21. TexHuyeckue U HKOHOMUYECKHE NPEUMYyIleCTBa BHeIpeHHs TexHojorudi VPN B
KOPIIOPATUBHBIE CETH.

22. XapakTepuCTHKa BHYTpeHHUX Hapymmrtenend. Kiaccuduxamus MeETOMOB BO3ACUCTBUS
BHYTPEHHUX HapyLIUTeNIeH Ha KOPIOpPAaTHUBHBIE CETH.

23. Yrpo3sl TpOCIyIIMBAaHUS CETEBOr0 TpaduKka B KOPHOPATUBHBIX CETAX HAa OCHOBE
KOHIIEHTpaTopoB U KoMMyTaTtopoB. Atakun ARP-spoofing, MACFlooding 1 MAC-Duplicating.
24. IlocnencTBus yrpo3sl MPOCITyLIMBaHUSI CETEBOTO TpaduKa.

25. cnonbp3oBaHNe BHYTPEHHUMH 3JI0YMBIIIJICHHUKAMHU CKaHEPOB YSI3BUMOCTEN

26. Knaccupukamus cereBbix aTtak. CeTeBble aTakd, OCHOBAaHHbIE Ha WCIIOJIB30BAaHUH
yszsuMocted B [10.

27. TpostHCKHME MPOTpaMMBbI M YTHIIUTHI [T COKPBITUS (PAaKTOB KOMIIPOMETAIIMU CUCTEMBI.

28. Bupycel u ceTeBble uepBU. HecaHKIIMOHUPOBAaHHAs YCTAHOBKA JOTOJIHUTENBHBIX
IIPOrPaMMHO-TEXHUUYECKUX CPECTB.

0N hn W



29. MeToapl NPOTUBOACHCTBHS yTpo3e MpociylmnBaHus Tpaduka. (oOHapyxeHue cHugghepon
ARP- u Ping-mMetonamu He Hamo).

30. MeToabl, CHIXKAIOIIHE PUCK YTPO3bI paciinppoBaHUs apoIeH.

31. OOHapyxeHnue ckauupoBaHus. [IpoTuBoeiicTBIE SKCIIIIONTAM.

32. IIpoTuBOAEHCTBHE TPOSHCKUM MpPOrpaMMaM, CETeBBIM uYepBsM U Bupycam. OOHapykeHue
ytuiuT Rootkits.

33. IIpoTuBOAEIICTBIE HECAHKIIMOHUPOBAHHONW YCTAHOBKE MOJIEMOB.

34. CucTteMbl IEHTPAIM30BAHHOTO MOHUTOPUHTA 0€30IIaCHOCTH ¥ BUPTYaJIbHBIE JIOBYIIKH.

35. PexoMeH1aluy M0 yCUIIEHUIO 3alUThI KOPIIOPATUBHBIX CETEW OT BHYTPEHHUX HAPYIIUTEIEH.

4.4. Meroanueckue MaTepuaibl

4.4.1. Meroguueckue MaTepralibl, ONPEEISIIOIIUE IPOLEYPY OLICHUBAHUS OTBETOB
o0yyaromuxcs Ha BOIPOCH Ha MOHWMaHKE JEKIIMOHHOTO MaTepuaa

Kpurepusimu onieHKH 0TBETa 00YYAIOLINXCS HA JEKIIMOHHOM 3aHSITHUH BBICTYIIAIOT:
IIPaBUJIILHOCTH OTBETOB HA BOIIPOCHI IIPENOIABATENS 10 U3YYEHHOMY MaTepHaly;
ITOJIHOTA Y JIJAKOHUYHOCTh OTBETA;
CTEINEHb IOHUMAaHUs TEMATUKU IIPEIMETA;
JIOTHKA U apTyMEHTUPOBAHHOCTD U3JI0KEHUS MaTepHUala;

® [IPUBEJCHUE NPHUMEPOB, JACMOHCTPUPYIOIIMX YMEHHE M BIAJCHUE I0JyYECHHBIMU
3HAHUAMMU 110 TEMAM IPEIMETa B PACKPBITUH IOCTABIEHHBIX BOIIPOCOB.

4.4.2. Metoanueckue MaTepuabl, ONPeAeSIONIIe MPoIeypy OLEHUBAHUS TPU IPOBEICHUH
orpoca Ha MPAKTUIECKOM 3aHATUU

Onenky  "oTJMYHO" 3aciyXMBaeT OOydYaroIMics, OOHAPYXHBIIUKA BCECTOPOHHEE,
CHUCTEMaTHYeCKOe U TIIyOOKOEe 3HAHHE BOIMPOCA, YMEHHE CBOOOIHO OPUEHTHPOBATHCS B TEME,
YCBOMBIIMK OCHOBHYIO, M 3HAKOMBIA C JOINOJHUTEIBHOW JUTEPATYpOr, PEKOMEHIOBAHHOMN
nporpammoii. Kak mpaBuio, omeHka "OTIMYHO" BBICTABISACTCS OOYYAIOMIUMCS, YCBOHMBIIHM
B3aUMOCBSI3b OCHOBHBIX MOHSTUHN B UX 3HAUCHUH JIJIsi IpuoOpeTaeMoil mpodeccuut, mposBUBIIIM
TBOPUYECKHE CIIOCOOHOCTH B MOHUMAaHHUU, U3JI0KEHUH U UCTIOJIB30BaHUHU YUEOHO-IPOTPAMMHOTO
MaTepuana;

OneHku "xopomo' 3aciyXKuBaeT 00yJarouuics, 0OHApYKUBIIUH MTOJTHOE 3HAHUE TEMBI,
YCIEIIHO BBIMOJHSIOMUN TPEAYyCMOTPEHHBIE MPOrpaMMoOil 3aJaHusi, YCBOMUBIIMM OCHOBHYIO
JIUTEPATYypy, PEKOMEHJIOBaHHYIO B mporpamme. Kak mpaBuio, oneHka "Xoponio' BBICTaBISETCS
00y4aroImuMcs, TOKa3aBIIUM CUCTEMaTHUECKUI XapakTep 3HAHUH 110 MPOHJIEHHOMY MaTepHay
U CIIOCOOHBIM K UX CaMOCTOSITEIbHOMY MOIMOJHEHUIO U OOHOBJICHHUIO B X0JI€ JallbHEHIIIeH yueOsl
1 Ipo(eCCUOHATIBHON JESATENbHOCTH;

OneHkH "'y10BI€TBOPUTENBHO'" 3aCITy)KHBAeT 00YyUarOIIUlics, 0OHAPYKUBIIMA 3HAHHE
OCHOBHOTO Marepuana B o0beMe, HEOOXOTUMOM ISl JalbHEHIIEro yCBOCHHMS MaTepuaia |
npecTosiel paboTel Mo npodeccuu, 3HaAKOMBI ¢ OCHOBHOW JIMTEPATypO, peKOMEHI0BaHHOM
IIpOrpaMMon.

OneHka '"'HeyT0BJIETBOPUTEIBLHO'" BBICTABISACTCS OOydYaromeMycs, OOHApYKUBIIIEMY
poOeITbl B 3HAHUSAX OCHOBHOTO MaTepHalia TeMbI, JOIMYCTHBIIEMY MPUHIUITHAIHLHBIC OMTUOKU B
MOHMMAHUU U U3JI0XKEHUH Y4eOHOro MaTepHana.

4.4.3 Metoauueckre MaTepuaibl, OINPEACTSIONINe MPOLEAYpy OLEHUBAHUS MPOMEXYTOUHON
aTTecTaluy No gucuunianHe « Oprannzanns 6€301acHOCTH KOPIIOPATUBHBIX CETEM»

DK3aMeH MpUHUMAeTCs B YCTHOW (opme, mo Owmieram. DK3aMCHAIIMOHHBIA OWIIET



BKJIIOYAET JBa TEOPETHUYECKUX BOMPOCA U OJMH NpakTuueckuid. OleHKa 3HaHUN 00yyaromerocs
Ha DK3aMEHE HOCUT KOMIUIEKCHBIN XapaKTep U ONPEAEIAETCS €T0:

— OTBETOM Ha 3K3aMEHE;

— y4eOHBIMHU JOCTHXEHUSMHU B CEMECTPOBBIH MEPHO/I.

3HaHUA, YMEHHUS, HaBbIKM OOYy4Yaromerocsi Ha »SK3aMEHE OIICHMBAIOTCS OIICHKaMHU:

«OTJIINYHO», «XOpOILIO», «YIOBJIETBOPUTEIBHO», «HEYIOBJIETBOPUTENbHO». (OCHOBOH Ui
ONpeieNeHNs]  OLEHKM  CIYy)KUT  YPOBEHb  YCBOEHHs  OOydalolUMHCS  Marepuaa,
MPEIyCMOTPEHHOTO JaHHOM paboueil mporpaMmoi.

OueHuBaHMe CTYJAE€HTA HA 3a4eTe C OLEHKOH Mo Jucuniuinie «Opranuzanus 0e301nacHOCTH
KOPIIOPAaTUBHLIX ceTeiD)

Ounenka TpeboBanus Kk 3HAHUAM
OleHKa «OTIMYHO» BBICTABIAETCS OOY4arOIIEMYCs, €CIIM OH IIyOOKO H
IIPOYHO YCBOUII IIPOrPaMMHBII Marepuall, HCYEPIBIBAIOIIE,

MOCJIEI0BATEIbHO, YETKO U JIOTUYECKHU CTPOMHO €ro M3jaraeT Ha 3K3aMeHe,
YMEET TECHO YBSI3bIBaThb TEOPHUIO C IMPAKTHUKOM, CBOOOJHO CIIpaBisieTCA C
Omauyno 3a/layaMu, BONPOCAaMU U JPYTUMHU BUJAMU IPUMEHEHHUS 3HAHWM, IPUYEM HE
3aTpyJHSIeTCsl C OTBETOM INpU BUJOW3MEHEHHMH 3aJaHUil, IpaBUIbHO
00OCHOBBIBAET MPUHATOE pellIeHHE. YueOHbIe TOCTHKEHHUS B CEMECTPOBBII
NepUoJ JAEMOHCTPUPYIOT BBICOKYIO CTENEHb OBJIAJEHUS IPOrPAMMHBIM
MaTepUaIOM.

OmueHka «XOpOIIO» BBICTABISIETCSI 0OydYarOIIEMYCsl, €CII OH TBEPAO 3HACT
MaTepual, TpPaMOTHO M IO CYLIECTBY M3JlaraeT ero, He JOIycKas
CYILLECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIPOC, NPABHIBHO MPUMEHSET
Xopouio TEOpPETUYECKHE MOJIOKEHHS TIPU PEIICHUH PAaKTUUYECKUX BOIIPOCOB U 3ajad,
BJIa/IeeT HEOOXOUMBIMU HAaBbIKAMU U MIPUEMaMH UX BBIOJIHEHUS.

VY4eOHble HOCTHKEHHS B CEMECTPOBBIA MEPHUO IEMOHCTPUPYIOT XOPOIIYIO
CTENEHb OBJIAJICHUS] IPOIPAMMHBIM MaTEPHUATIOM.

OrneHka «yJIOBIIETBOPUTENHHO» BBICTABISETCS OOyYarolIeMycsi, €ClId OH
UMeeT 3HaHHS TOJHKO OCHOBHOTO MaTrepuaia, HO HE YCBOWJI €ro JeTalei,
JIOTyCKAaeT HETOYHOCTH, HEIOCTATOYHO TMpaBUIbHBIE (POPMYIUPOBKH,
HapylmICHHUA JIOTHYECKOU MOCJICA0BATCIIBHOCTU B U3JIOKCHHUU ITPOrpaMMHOI0
MaTepuaia, HUCHBITHIBACT 3aTPYAHEHHUS TPU BBIOTHEHUH MPAKTHYECKUX
pabor.

Y4eOHbIE JIOCTIDKEHHUSI B CEMECTPOBBI  MEpUoa  JIEMOHCTPUPYIOT
JIOCTaTOYHYIO (YIOBJICTBOPUTEIIBHYIO) CTEIICHb OBJIAJICHHS MPOTPAMMHBIM
MaTepUaIoM.

Yooenemeo-
PUMENbHO

OreHKa «HEYIOBJIETBOPHUTEILHO» BBICTABIIACTCS OOYUYaIOIMIEMYCs, KOTOPBII
HE 3HAET 3HAYMUTEIIBHOM YacTH MPOrpaMMHOI0 MaTepuasna, JOIyCKaeT
CYILIECTBEHHbIE OUIMOKH, HEYBEpEHHO, C OOJbIIMMU 3aTPYIHEHHUSIMU
BBITIOJIHSICT MPAKTUYECKHUE paboTHL. Kak MPaBUIIO, OIICHKA
Heyoosnem- | «HEyJOBIETBOPUTEIBHO» CTAaBUTCA OOYYaIOMUMCS, KOTOpPhIE HE MOTYT
80pUMENLHO | TIPOJIOJKUTH o0OydeHue oe3 JIOTIOJIHUTEIIbHBIX 3aHATHI o
COOTBETCTBYIOIIEH TUCIUIUIMHE.

Y4eOHbIe AOCTH)KEHHS B CEMECTPOBBIN MMEpHOJ HE JEMOHCTPUPOBAIH
JIOCTaTO‘-IH}’IO CTCIICHb OBJIAICHU S HpOFpaMMHBIM MaTepI/Ia.]'IOM Ha
MMOPOTOBOM YPOBHE.




5. Mertoanuyeckne yKkazaHus i1 00y4arOIUXCs
10 OCBOCHMIO JUCIMIIJINHBI

5.1. MeTroanyeckue yKa3aHus 10 BOIMPOCAM HA MOHHMAaHHUeE JEKIHOHHOT0 MaTepHuaJia

Ha nexumsix pekoMeHAyeTcsl CIylaTh MpeularaeMblil JIEKTOPOM MaTepHal, IpU 3TOM
napajule]IbHO KOHCIIEKTHPOBATh OCHOBHBIC TIOJIOKEHHS, ITOCKOJIBKY 3TO JaeT HauOOJBIIUMA
pe3ynbTar B ycBOGHMHM Marepuana. IlpemocraBiseTcs BO3MOMKHOCTH 3a/aBaTh BONPOCHI Ha
YTOYHCHUC TOHUMAHUA TCMbI U IPUHUMATh Y4aCTUC B €C O6cy)KI[eHI/II/I.

Kpome »sTOro, s mydmiero OCBOCHMS MaTepuana W CHCTEMaTH3alWd 3HAHWH IO
JAUCIHUITIIUHE, HeO6XOI[I/IMO IIOCTOSITHHO pa361/1paTL MaTcpHraJibl JICKI_[I/Iﬁ IO KOHCIICKTaM H
y4eOHBIM TIocoOusaM. Bo Bpems caMOCTOATENbHOM MPOpabOTKK JIEKIIMOHHOTO MaTepraiia ocodoe
BHUMAHHC CJIICAYCT YACIIAATH BOSHUKIIUMM BOIIPOCaM, HCIOHATHBIM TCPMHUHAM, CIIOPHBIM TOYKaM
3peHus. Bce TakMe MOMEHTBI ClleAyeT BBIACIUTH WIHM BBIMHCATh OTIACIBHO JUIS JAIbHEHIIEro
oOCyX/IeHUsI Ha CEMUHApCKOM 3aHiATHH. B ciayyae HeoOxoaumocTu oOpamarbes K
IpenoaaBaTeNio 3a KOHCybTanuei. [1oaHbli cincok muTepatypsl MO TUCHUILIMHE TPUBEICH B
pazzene 6 nmporpamMel.

5.2. MeToanyeckue yKazaHHs 10 MOATOTOBKE BONPOCOB /JIsl CAMOCTOSITEIbHOT0 U3y4YeHHs
K 3aHATHSAM NPAKTUYECKOT0 (CEMHHAPCKOI0) TUIIOB

[ToaroroBka oOyuaromierocsi K MpakTUYECKOMY 3aHSITHIO OCYIIECTBIISIETCS HA OCHOBAaHHUU
IJIaHa PACKPBITUS TEMbI MPAKTUYECKOTO 3aHATHS, KOTOPOE pa3zpadaThiBaeTCs MperojaBaTeieM
Ha OCHOBE paboueil mporpamMmbl U TIOBOJUTCS A0 CBEACHUS 00YYaroIIerocss CBOEBPEMEHHO.

[Ipu moaroToBKE K MPAKTUYECKOMY 3aHATHIO OOydYaromiemMycsi HEOOXOIUMO H3Y4YUTh
BHHUMATEJIbHO OCHOBHBIE BOIIPOCHI TEMbI CEMUHapa. BakHBIM yCIOBHEM YCIENIHON MOATOTOBKH
K MPAaKTUYECKOMY 3aHSTHIO SBJISIETCS YETKAasi OpPraHU3allusi CaMOCTOSATEIbHOM pabOThl CTYJIEHTOB
M0 M3YYECHUIO y4eOHOU U JOTOTHUTEIHHON JIUTEPATyphl. Y MEHUE aHATU3UPOBATH U MIPUMEHSTH
JUIsL OTBETOB Ha BOMPOCH W pEIIEHWs 3aJad W 3aJaHud TIOJyYEHHBIE 3HAHUS TIPU
CaMOCTOSITENTFHOM TOATOTOBKE B 3HAYUTEIHHOW CTETEHH OMpEAeNseT YCHEIIHOCTh OCBOCHHS
Matepuajga IO JUCHUIUIMHE W (QopMmupoBaHWEe Yy OOYyYalONIMXCS COOTBETCTBYIOIIHX
KOMIIETEHIINH.

[TogroToBka BOMPOCOB MJII CAMOCTOSITEIBHOTO HW3YYEHHUS BKJIIOYACT: HW3YUYCHUE
HEOoOXOaUMON NuTepaTypbl (00sS3aTeNbHON, TOMONMHUTENBHONW IUTEPATyphl, CIEIHUATBHBIX
MepUoIUYecKnX u3gaHui, VHTepHeT-pecypcoB), MOATOTOBKY KOHCIIEKTa OTBETa, OTBETHI Ha
BOTIPOCHL.

[Tpu MOATOTOBKE K MPAKTUICCKUM 3aHSATUSM BaXKHO:

— HCIOJB30BaTh JIOCTAaTOYHO IMIMPOKHHA JUana3oH MaccuBa HHGPOpMaIUH, MPOBECTU
0030p TUTEepaTyphl U CHEIHATLHBIX U3aHUH, COCTaBUTh KaTtanor HTepHEeT-pecypcoB;

— TPEACTaBUThH Pa3IUYHBIC TMOJXOJbI, YETKO U TOJHO OMPEIETUTh paccCMaTpUBaEMbIE
MOHSITHS, BBIIBUTH B3aWMOCBSI3U MOHITHIA U SBJICHHI, B3aMMO3aBHCUMOCTH M CBSI3U C JPYTHMMHU
BOIIPOCAMH,

— TPaMOTHO CTPYKTYpPUpPOBaTh MaTepuan, SCHO, YETKO M JIOTMYHO €ro Hu3Jararb,
MPUBOUTH COOTBETCTBYIOIINE IPUMEPBI U3 MPAKTUKH, JJIS1 HIUTFOCTPAIIUU TTOJIOKCHHIA, TE3UCOB
Y BBIBOJIOB MCIIOJIb30BATh TA0JIULIbI, CXEMbI, TpaduKH, AUArPAMMBI.

Bompockl ansi caMOCTOSITENIBHON TOJITOTOBKM K 3aHSATUSM MPAKTHYECKOTO
(cemMmuHApCKOTO) THMA YKa3aHbI B pazzene 4.2.

5.2.1. YueOHo-MeTOAMYeCKOe 0OecniedeHHe CaMOCTOSATeIbHOi padoThl.
CamocrosiTensHasi padoOTa CTYyIEHTOM OCYHIECTBISICTCS JUIS 3aKPEIUICHHS H3Y4YEeHHOTO
MaTepuaia Iocje TMPaKTUYECKUX 3aHATUH WM 1a00paTOpHBIX padoOT, ISl BBIIOJIHEHMS



JOMAIIHHUX SaﬂaHHI‘;I, IJid IOATOTOBKM K = KOHTPOJIBHBIM pa60TaM, IJid U3Yy4YCHHUA
JOIOJHHUTCIBbHBIX MAaTCPUAIIOB.

5.3. MeTonnyeckue peKOMeH/IALUH 110 MOATOTOBKE K 3a4eTy C OLeHKOi M0 AUCHHUIINHE
OTBeT Ha 3aueTe C OIEHKOW IMpeaycMaTpUBaeT YCTHBIM OTBET HAa TEOPETHUECKHE
BOIIPOCHI U PELICHUE MPAKTHUECKON 3a1auu.

[Ipu moaroToBKe K 3a4eTy C OLIEHKON oOywaromiuiics oOpaimaeTcs: K MpoilIeHHOMY
MaTepuaity, COCPEIOTOUYECHHOMY B KOHCIEKTaX JCKIUH, y4eOHWKax M JPYTUX HCTOYHUKAX
uHpopmanuu. [loBropsiss, 0600111as1, 3aKperIss U AOMOJHSS MMOJIyYSHHbIE 3HAHUS, TOJHIUMAET UX
HA Ka4eCTBCHHO-HOBBIH YPOBEHb — YPOBEHb CHCTEMBbI COBOKYIHBIX JAaHHBIX, YTO TO3BOJISET
€My TMOHSThH JIOTUKY BCEro mnpeamera B 1esnoM. HoBble 3HaHMs 00ydYaromuiics MojiydaeT B XO/e
CaMOCTOSITENILHOTO HM3Y4YCHHS TOTO, YTO HE OBUIO M3JIOKEHO B JIEKIUSAX M HAa CEMHUHApPCKUX
3aHATUSAX.

3aueT ¢ oleHKON Kak ocobas ¢opMa yuyeOHOro IMpolecca UMEET CBOM OCOOCHHOCTH,
crenu(uuecKre YepThl U HEKOTOPBIE ACMEKThI, KOTOPbIe HEOOXOAUMMO O0OydaromeMycsi 3HaTh U
YUUTBHIBaTh B CBOEH paboTe. JT0, MPEXKIE BCETO:

* YTO U KaK 3allOMUHATh IPU MOJTOTOBKE K 3aU€Ty C OIICHKOI;

* 110 KAKUM MCTOYHUKAM U KaK TOTOBUTHCS;

* Ha 4YeM COCPEJOTOYUTh OCHOBHOE BHUMAHMUE;

* KaKiM 00pa3oM B MakCHMaJbHOM CTENEHH MCIOIb30BATh MPOTrpPaMMy Kypca;

* YTO U KaK 3aMKcath, a YTO BHIyUYUTH JOCIOBHO H T. I.

Ha 3auere ¢ oueHKoi, Kak MPaBHUJIO, MPOBEPSETCS HE CTOJIBKO YPOBEHb 3alIOMHUHAHHS
oOyuJaromumcs: yueOHOro MaTepuana, CKOJIbKO TO, HACKOJIBKO YCIEIIHO OH ONEPUPYET TEMU WIIH
WHBIMH HAYyYHBIMH TOHITHSIMH U KaTETOPHSIMH, CUCTEMATH3UPYET (PAKThI, KAK YMEET MBICIUTH,
apryMEHTUPOBAHO OTCTaWBaTh OMNPEICICHHYI TO3MIMI0, OOBSACHSAET M IepecKa3bIBaeT
3ay4eHHYI0 HH(POPMAITHIO.

[IporpamMmmy Kypca HEOOXOIMMO MaKCHMAallbHO HCIIOJIb30BAaTh KaK B XOJI€ MOATOTOBKH,
TaK ¥ Ha caMOM 3K3aMeHe. Beab oHa BKitoyaeT B ce0sl pa3ienbl, TEMbl 1 OCHOBHBIE TTPOOJIEMEI, B
pamMKax KOTOpbIX U (POPMHUPYIOTCS BOIIPOCHI JUIsl SK3aMEHa.

OnTUMaNbHBIM IS TIOATOTOBKUA K 3K3aMEHY SBJSICTCS BapUaHT, KOTJa OOyYarOlIUiiCs
HAYMHAET MOJTOTOBKY K HEMY C MEPBbIX 3aHATUN MO JAHHOMY KYypCYy.

[Ipu moAroToBKe K 3a4eTy C OLEHKOW MO0 Haubojee CIO0XKHBIM BOIPOCAM, KIFOYEBBIM
npobiieMaM M Ba)XKHEUIIMM MOHATHUAM HEOOXOAMMO CHeNaTh KpaTKHe MHCbMEHHBIE 3allliCU B
BUJIC TE3MCOB, IUIAHOB, ompeneneHuil. Ocoboe BHHUMaHUE B XOZE IMOATOTOBKH K SK3aMEHY
ClIelyeT yAeNATh KOHCIEKTaM JIEKIUA, 100 OHU 00JIaJaloT PSAAOM MPEUMYIIECTB [0 CPABHEHUIO
c meyatHod mponykuued. Kak mpaBuno, oHu Ooliiee HeTanbHBIE, WUIIOCTPUPOBAHHBIC, YTO
MO3BOJIIET OLICHUBATh COBPEMEHHYIO CHUTYallMIO, OTpa)XkaThb CaMyl0 CBEXYI0 HAy4YHYIO H
olepaTHBHYI0 WH(GOPMAIIMIO, OTBEYATh HA BOIMPOCHI, MHTEPECYIONINE AYAUTOPHUIO, B JAaHHBIMA
MOMEHT, TOrJla Kak I[pU HAlNUCAaHUU U OMyOJMKOBAaHUM IE€YATHON MPOTYKIMH MPOXOTUT
OTIpeIeIEHHOE BpeMsl, 1 MaTepHall ObICTPO yCTapeBaeT.

B T0 ke BpeMst HOAroTOBKA 1O OAHUM KOHCIEKTaM JIEKIIUH HeJ0CTaTOYHa, He0OX0IuMO
UCTIONIb30BaTh M MHYIO Yy4eOHyro maurepatypy. He ciemyer OOATbCS TOMOJHUTEIBHBIX U
YTOYHSIIONIMX BOMPOCOB Ha 3ayeTe ¢ OlEeHKOW. OHHU, KaKk MpaBWUIIO, 3aJalOTCS WJIA MOMHMO
HK3aMEHAIMOHHOTO BONPOCA JISl BBISBICHHUS OOIIEH MOATOTOBICHHOCTH, MM B paMKax Owmiera
JUIS yTOYHEHUS BBICKa3aHHOMN MBICIIH.

6. YuyeOHas uTEpaTypa U pecypchbl HHPOPMAIMOHHO-
TeJIeKOMMYHUKAIMOHHOM ceTH « AHTepHeT», BKIIIOYasi epeyeHb Y4eOHO-
METOAMYECKOro o0ecnevyeHnsi 1JIs CAMOCTOSATEIbHON padoThl 00yUarOUXCs
Mo JUCIHUILJINHE



6.1. OcHoBHas JuTEpaTypa.

1. Meronnveckne yKa3aHus U HHIUBHUTYyaJIbHBIC 3a/IaHUS TSI CAMOCTOSATEIBHOW pabOoTHI 110
mucuuiuinHe KomiuiekcHoe obecnieueHre nHGOpMAIMOHHOM 6€301MacHOCTH
MH()OKOMMYHHKAITMOHHBIX ceTelt u cuctem / coctaputenu U. JI. bobpora, K. A. CeBpyk. — M. :
MOCKOBCKHUI TEXHUYECKUI YHUBEPCUTET CBA3H U MHPopmaTuku, 2015. — 35 c. — ISBN 2227-
8397. — Tekcr : aneKTpoHHBIN // DnekTpoHHO-0nbmnoreunas cucrema [IPR BOOKS : [caiiT]. —
URL: http://www.iprbookshop.ru/61737.html

2. lllanprun B.®. KommuiekcHas 3amuta HHGOpMaMi B KOPIIOPATUBHBIX CUCTEMax. YueOHoe
nocobue: ®opym, Uudpa-M, 2010 — 594c.

3. Msitona 3. bezonacHocts ceteit. M.: HOY "Uutyut", 2016 — 571c.

4. busiuyeB T.A, be3onacuocts kopnopatuBHbix ceteid. CI16: CII6 I'Y UTMO, 2004 — 163c.

6.2. lonoJiHMTEIbLHAA JIUTEPaTypa.

1. Texuudeckue CpeacTBa U METOJIbI 3aIUTH HHGopManuu: YueOHuK ais By3oB / 3aiines A.IL,
[llenynanoB A.A., MemepsikoB P.B. u ap.; nox pen. A.Il. 3aiiuea u A.A. lllenynanosa. — M.:
000 «M3narensctBo Mammnoctpoenue», 2009 — 508 c.

2. J1. CxmsipoB. MckyccTBO 3amuThl ¥ B3noma uHdopmaruu, bXB-IletepOypr, 288 ctp., 2004 T.
3. 3uma B.M., Mongossu A.A., MonnoBasa H.A. bBe3omacHOCTH TJ100aJbHBIX CETEBBIX
texnosioruii. . —CII10.: BXB-ITerepoypr, 2008. — 318 c.

4. Ocosenxkuii JL.I'., Hemonounos O.®., Teepasiii JI.B., benskos [.A. OCHOBBI KOPIIOpPaTUBHOM
teopun uHpopmanmu. CI16: CITOI'Y U'TMO, 2004

6.3. HopmaTHBHBIE MPABOBBIE TOKYMEHTHI.

1.Konctutyuus P® ot 23 depans 1996 rona

2.loxktpuna nHpOpMarmonHoi 6e3onacHocT PO ot 9 centsiops 2000r.
3.Konexcer PO

4.3axkonbl PO

5.Yxkassl [Ipesunenta PO

6.IlocranoBnenus IIpaBurenscrea PO

7.'ocynapcTBeHHBIE CTaHIAPTHI B 00JIACTH 3aLUThI MH(OpMaIK
(I'OCTpmr)

8. PykoBoasmue nokymeHTs! (P]1)

6.4.UnTepHeT-pecypcenl.

Internet URL http://www.sans.org SANS Bulletin Why your switched network isn't secure
Internet URL http://www.sans.org Tom King Packet Sniffing In a Switched Environment,
August 2002 SANS Institute

Internet URL http://www.securitylab.ru/33493 . html arp_antidote - cpecTBO 7151 aKTHBHOU
00pbOBI C aTakaMH THUIIA arpoison

Internet URL http://www.securitylab.ru/34607.html I[P Smart Spoofing - HOBBIIf MeTOT
orpasnenus ARP kama, 27 Hosi6pst 2002 roxa

J. Anuxus [IpoTuB koro paboraer ciyx6a 6e3omacHOCTH?
bezonacnocts.locToBeprocTs. Undpopmanus. Ne3 2003 ctp. 18-19



Internet URL http://www.securitylab.ru/29827.html Muxaun PazymoB «lecsats Mupos o

napossix B Windows»

Internet URL http://www.securitylab.ru/40572.html «CxanupoBanue. 3a u [IpoTuy»
Internet URL http://www .infosec.ru HUIT Mudopm3zamura «C3U Secret Net 2000. [TpunHummnst

MOCTPOECHHUS

6.5. UHbie HCTOYHHUKH.

He npenycmorpensl.

7. MarepuajibHO-TeXHHYECKas1 0232, TH(POPMALMOHHbIE TEXHOJIOTUH,
NporpaMMHoe obecneyeHne 1 HHGOPMALMOHHbIE CIIPABOYHbIE CHCTEMbI

Ha3zBanue
Jaboparopuu/Kiacca, Mepeyens
OCHATIERHOTO JIMIEH3UOHHOT 0
HEe00X0AMMBIM, B | HammenoBanue o0opynoBanusi pPOrPaMMHOTO
COOTBETCTBHH c P -
TpeOOBAHNSIMH oroc/
CYOC, obopynoBanuem

PaGoune mecta CTyIEHTOB: CTOJBI U CTYJbs —

COOTBETCTBEHHO KOJIUYECTBY CTYJICHTOB.

PaGouee mecto ans uuBanmmma u jun ¢ OB3:

mapra C TeJECKONWYECKOW CTOoJeIIHULeH Ha
ydaeOHasi  ayauToOpusl  JJs | DIIEKTPOMEXaHWYeCKoM TmpuBoxe - | miT.,
MPOBECHUS 3aHATHH | KpeCIo-KoJisAcka Juisi MHBAIUIOB 18" 1 ., M o .
JICKIIUOHHOTO TUMA, | THIYKIMOHHAS TeTId - | IIT., KOMIOBIOTEP C YILTHMEAHHHBIH
TEKYIIETO KOHTPOJIS U | Bepcue mis crnaboBUASIIMX - | IIT., KHOMKa EPOCKTOP I
MIPOMEKYTOUHOM aTTeCTallMi | BhI30Ba COTpYAHHKOB - 1 mr. PaGouee mecto OHCYIRTARTELIOC

npenojasarens: cton — 1 mr., ctyn — 1 1T,

kadenpa - 1 mr. Jlocka MenoBast U MapKepHasl.

Okpan, HOyTOyk Lenovo ideapad 100/15,

MIPOEKTOP
nH()OPMAITMOHHO-
aHayMTHYecKas nadoparopust | Paboure Mecta: CTONBI KOMITBIOTEPHBIE — B
- yueOHas ayIUTOpHsi JUIsl | COOTBETCTBUM C  KOJIMYECTBOM  CTYJCHTOB,
POBEICHUS sansTHid | kpecno [Ipectmwx Profi -B-20 Camba Gopmo B
CEMUHAPCKOT0 Tuna, | pyouuk - 15 mr., moacraka /s Hor Fellowes | MynbTuMeauitHbIi
KypcoBoro mpoektupoBanus | FS-48121 Standard uepnsbiit - 15 mr. PabGouee | mpoektop
(BBITIOJIHEHUS KYPCOBBIX | MECTO TpenojaBaTelis: CToJ KoMnbloTepHslid - 1 | Koncynsrantllntoc
pabor), TPYHIOBBIX u|wmr., crtyn - 1 mr. Jlocka MenoBas WU
WHMBHUIyaJIbHBIX MapkepHas [lepcoHanbHbIe KOMIBIOTEPHI
KOHCYJIbTAIIU I

PaGoune mecra: crombl U crynbs. Pabouee

MECTO MpenojaBaTens: cron — 1 mr., cryn - 1

mrt., Kadeapa oudbamoreunas - 1 mr. Tenedon — M U
Ooubmuorexka - momemeHue | 1 mrT., 1MGPOBOM MHOTO(YHKIIMOHAIBHBIN YL THMEHHHBII
JU1st CaMOCTOSITENILHOM | KOmMp - 1 1IT., KonupoBaibHEIN annapatr MOV — 1POCKTOP
paboThI 1 wr., mpunTep - 1 mr., ckanep — 1 mr. [kad — Koncynsratiloc

7 T, creiuiax-33 mr, OMoInoTeYHast CTOMKA — 2
WT., CTeHJ — 2 mT. MenoBas wiu MapKepHas
nocka. [lepcoHaibHbIE KOMIIBIOTEPHI




IIporpammHoe o0ecnieyeHue:
B nmporecce NEKIMOHHBIX M CEMUHAPCKUX 3aHATUH HUCIONB3YyeTCs  Cleayrolee
MpOrpaMMHOe oOecTieueHue:
- IpOrpamMMmBbl, odecreunBarone Hapuraiuio B cet Mutepuet: «Google chromey;
- IPOrpaMMBbl, IEMOHCTPAIIMH BUIE0 MaTepuasioB: mpourpeiBatens « Windows Mediay;
- IPOrpaMMBI JIJIs1 IEMOHCTPAIMK U CO3JaHus npe3eHTanuii: «Microsoft Power Pointy.

HNudopManHOHHbIE CIPABOYHbIEC CHCTEMBI:
HNudpopmanmonno-npaBoBoil nopran «KoHCynabTaHT IUItocy» (mpaBoBasi 0a3a JaHHBIX).
[OnexTponnslii pecypc]. — URL: http://www.consultant.ru/
HndpopmanmonHo-npaBoBoii nopran «l'apant» (mpaBoBas 6a3a JaHHBIX). [DIEKTPOHHBIN
pecypc]. — URL: http://www.garant.ru/
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