DenepajibHOE TOCYIAPCTBEHHOE OIOKETHOE 00pa3oBaTe/ibHOe
yupe:KIeHue Bbicuiero o0pa3oBaHus
«POCCHUMCKAS AKAJIEMUSI HAPOJTHOT'O XO3SIiICTBA

U TOCYJIAPCTBEHHOM CJIYXBbI
IIPU MIPE3UJIEHTE POCCUVICKOM ®EJEPAIIAN»

HHCTUTYT OTPACJIEBOI'O MEHE/I"KMEHTA
dakyJabTeT HHKEHEPHOT0 MeHeI:KMEeHTAa

Kadeapa Teopuu u cuctemM 0TpaciieBoro ynpasJjeHHs

YTBEPX/IEHA

Kadenpoi TEOpUH U CUCTEM OTPACIEBOTO
YIIPABJICHUS

[IpoTokoi ot «28» aBrycra 2019 r.

Ne 1

PABOYAA ITPOI'PAMMA JUCHHUITVINHBI

b1.b.05 Undopmanuonnas 6e30MacHOCTD

HarpaBJIeHHE TIOJITOTOBKU
27.03.05 — MuHoBaTuka
HampaBlieHHOCTh (podmib) "TexHomornyeckoe mpeanpruHIMATEIbCTBO"

Kpanuduxanms
bakanasp

®opma o0yyeHus
Ounas

I'on Habopa - 2020

Mocksa, 2019 1.

HOOKYMEHT MNOAMNMNCAH
ONEKTPOHHOW MOAMUCHIO

Ceptucukat: 039B5DID008FAF3BA242439C24F98E51C6
Bnapeneu: Mapronux Axapein Mapkosuy
[eitcteutenen: ¢ 19.01.2023 go 19.01.2024




ABTOpP—COCTABHUTEIb:

[IpenogaBarens kadenpsl Teopun u cucteM otpacieBoro ynpasienus H.U. Tbiikos

3aBeayromuii kadenpol TEOpUHM M CHCTEM OTPACICBOrO yIpaBieHus, K.3.H., aoueHt C.C.
CepebpeHHUKOB



COJEP)KAHUE

1. Ilepedyenp IUIAaHUPYEMBIX PE3yJIbTaTOB OOY4YEHHS MO JUCHUIUIMHE, COOTHECEHHBIX C
TUTAHUPYEMBIMH Pe3yJIbTaTaMi OCBOCHUSI 00pa30BaTeIbHON MPOTpaMMbl

2. O0beM AUCIHUIUIMHBI B 3a4€THBIX €UHUIIAX C YKA3aHUEM KOJIMYECTBA aKaJIeMHUYECKUX
WM aCTPOHOMHMYECKHUX YacoB, BBIIEJICHHBIX Ha KOHTAKTHYIO paboTy oOydarommuxcs ¢
npernojaBaTesnieM (MO BUAAM YUYEOHBIX 3aHATHI) W HAa CaMOCTOSTEIBHYIO padoTy
00y4aroluXxcsi U MECTO JUCLUILIMHBL B CTPYKTYype 00pa3oBaTesIbHOM MpOrpaMmbl

3. CopepxaHue AUCHMILIUHBI, CTPYKTYPUPOBAHHOE O TeMaM (paslienaMm) ¢ yKa3aHHeM
OTBEJCHHOTO HA HUX KOJIMYECTBA aKaJEeMUUYECKHX WM aCTPOHOMHYECKHX YacOB U BUJIOB
y4eOHBIX 3aHATHI U CTPYKTYpa AUCIUILTUHBI

4. Marepuanbl TEKYIIEr0 KOHTPOJIS YCIIEBAaeMOCTH OOydaromuxcss U (OHJ OLEHOYHBIX
CPEACTB MPOMEKYTOUYHOM aTTECTALIMU IO JUCUUIUINHE

5. Meronuveckue yka3aHus A1l 00y9arOmuXcsi IO OCBOCHUIO JUCIUTUTHHBI

6. OcHOBHasg W [ONOJHMUTEIbHAS YydeOHas JUTepaTypa, HEoOXoaumas Ijisi OCBOEHUS
JUCHUIUIMHBL, pecypchl UHGOPMaIMOHHO-TEIEKOMMYHHUKAITMOHHON cetu "MHTepHet",
BKJIFOYAsI TIEPEUYCHDb YI€OHO-METOMUYECKOTO 00CCIICUSHUS JIJISi CAMOCTOSATEIBLHOU PabOThI
oOyJaronuxcs Mo AUCHUTUIMHE

7. MarepuanbHO-TexHUYecKas 0a3za, HPOPMAIIMOHHBIE TEXHOJIOTHH, UCTIONb3yeMble MPU
OCYIIECTBICHUH 00pa30BaTEeILHOTO TMpollecca MO JHUCHUIUIMHE, BKIIOYAs TICPEUYCHb
MpPOrpaMMHOTO  obecrieyeHUs] ¥ HMHQPOPMAIMOHHBIX CIPABOYHBIX CHCTEM (MIpU
HEOO0XO0IUMOCTH



1. IlepeyeHb mNIAHHpPYEMBIX Ppe3yJbTATOB OOy4YeHHsI 10 JHCHUILIHHE,
COOTHECEHHBIX € IVIAHUPYEMbIMH pPe3yJIbTATAMHU 0CBOEHHs 00pa30BaTeIbHOM IPOrpaMMBbl

1.1. Juctumnuaa b1.65.05 «MuadopmanonHas 6€301macHOCTh» 00eCeunBacT OBJIaIeHUE

cnez[y}omeﬁ KOMHCTCHHI/ICﬁ C YY4€TOM DTala.

Kon HaumenoBanue Kox »Tama HaumenoBanue 3Tama
KOMIIETEHIUH KOMIIETEHIUN OCBOEHHUS OCBOEHHUS KOMIIETEHIINU
KOMIICTEHIUU

OIIK-1 CrocoOHOCTB pemarhb OIIK-1.1 CnocoOHOCTB OLICHUBATh
CTaHJIapPTHHIE 3a7a4u YpOBEHB pa3BHUTHUSA
npodeCcCuOHAITBHON uH()OpMaAITMOHHON H
NESTEIbHOCTY Ha  OCHOBE O6ubamorpaduueckoit
HH(pOPMAITMOHHOM u KYJIBTYpbl U COJIEHWCTBOBATh
oubmrorpaduyaeckoit 00ecreYeHHTO
KYIbTYpPbl C TPUMEHEHUEM uH(bOpMaITMOHHON
MH(POPMAIIMOHHO- 0€30MacHOCTH
KOMMYHHKAITMOHHBIX
TEXHOJOTUH H C Y4YETOM
OCHOBHBIX TpeOOBaHMI
MH(POPMAIIMOHHOM
0€e30IacHOCTH

1.2. B pe3ynbpTaTe 0CBOCHMSI JUCLUIUIMHBI y CTYJEHTOB JIOJIKHBI OBITH COPMUPOBAHBI:

Kop srana PesynbTarsl 00ydeHus
OCBOEHUS
KOMIIETEHIIMH
OIlK-1.1 HA YPOBHE 3HAHMIA:
COJIepKaHUs OCHOBHBIX IMOHATUH B 00MacT MHGPOPMALMOHHOM
0€e30I1acHOCTH,
TpeOOBaHMH K  OpraHM3alMu Ipolecca  OOecreueHHsl  3allUTh
uH(popMaLnu;

METO/IOB M CPEJICTB obecnevyeHus: HHPpOpMamoHHONH 0€30aCHOCTH;
METO/I0B HapYIIEHUs! KOH(OUACHIINAIEHOCTH, IIEJIOCTHOCTH U JIOCTYITHOCTH
uHpopManuy,

mpaBoBOTO oOecrieueHruss WHPOPMAIMOHHON Oe3omacHocTH B PO 1
MEXyHAPOJAHOM COOOILECTBE;

OCHOB 0€301TaCHOCTH OTEPAIIIOHHBIX CUCTEM U KOMITBIOTEPHBIX CETEH;
OCHOBHBIX TEXHMYECKMX M MPOrpaMMHO-alNapaTHBIX CPEJICTB 3alUTHI

uH(popManuu
Ha YPOBHE YMEHMIA:
obecreunBaTh TMPOIECC YIPABICHUS CHUCTEMOW HMHQPOPMAIMOHHOMN

0€30I1aCHOCTH KOMITAHUU;

0oOHapyXUBaTh U OLEHUBATh CIa0ble CTOPOHBI CYHIECTBYIOIIEH CHCTEMBI
3alUThl HHPOPMAIINH;

OMEpPaTHBHO  pEIIaTh
0€30IIacHOCTH B
OpraHu3aIni,
MPOBOUTH aHAJIU3 YIPO3 HAPYUICHUS WHPOPMAIIMOHHOM O€30MMacHOCTH;
OLICHWBATh  YPOBCHb  Pa3BUTHS  KYIbTYypel  HHGOPMAIMOHHOM
0€30I1aCHOCTH,

nH(pOpMAITMOHHOM
(bYHKIMOHUPOBAHUS

BO3HHUKAIOIINE TPOOIEMBI
nmpoIecce  HEMPepBIBHOTO




HUCIIOJIB30BAaTh OTCYUCCTBCHHBLIC U Sap}I6€)KHBI€ CTaHAapThl B 06HaCTI/I
KOMITBIOTEPHON 0€301acHOCTH ISl MPOCKTUPOBAHHS, Pa3pabOTKU H
OLCHKH 3alMUIICHHOCTHU KOMIIBIOTCPHBIX CUCTCM

HA YPOBHE HABBIKOB:

BBITIOJIHEHUA ITOJHOT'O O6’beMa pa60T, CBA3aHHBIX C KOMIIJICKCHBIM
obecrieyeHreM WHQPOPMAIIMOHHON 0€30MacHOCTH Ha OCHOBE HM3YYEHHBIX
IporpaMm U METOIUK,

oOecrieueHHuss TPeOOBAaHHWI CTAHJAPTOB M HOPMATUBHBIX JOKYMEHTOB,
perIaMeHTHPYIOIUX o0ecrieueHrne NHPOPMAITMOHHON 06€30MacHOCTH;
obecrieyeHHsT TIpollecca MPHHATUS  YIPABICHYECKOTO PEIICHHUS IO
00€CTIeYeHNIO 3aLTUThI HH(OPMAITHH;

BBINOJIHEHUS OTIEPATHBHOTO YIIPABJICHUS JCATEIBHOCTBIO OPraHU3aIUil 110
KOMIUICKCHOMY  oOecre4eHHr0  WH(POPMAIMOHHOH  0OE30MacHOCTH
KOHKPETHBIX aBTOMATHU3WPOBAHHBIX CHCTEM Ha OCHOBE pa3pabOTaHHBIX
[porpaMMm U METOIUK

2. O0beM MCUMIUIMHBI B 3a4eTHBIX €IUHHIAX C YKa3aHHeM KOJHYeCcTBa
aKajeMMYeCKHX WJIM ACTPOHOMHUYECKHUX YaCOB, BblIE€JEHHBIX HAa KOHTAKTHYI padoTy
00yyaIuxcs ¢ npemnoaasareneM (0 BUAAM Y4eOHBIX 3aHSTHI) U HA CAMOCTOSITEIbHYIO
padoTy 00y4armMXCA U MeCTO JUCHHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM NPOrpaMMbl

O0BbeM THCHUILINHBI

. O0beM JTUCHUILINHBI, Yac.
Buj y4eOHbIX 3aHsATHI
Bcero Cemectp
U caMocTosITeJbHast padoTa 3
Ounas popma obyuenusn
KonTtakTHas pa6oTa 00y4aromuxcs ¢ 32 32
npenoaaBaTesieM, B TOM YHCJIe:
neximonHoro tuna (JI) 16 16
nabopaTopHble paOboThI (MpakTHKYMBI) (JIP)
pakTHYeckoro (cemuHapckoro) tuma (113) 16 16
CamocrosTesibHas padora odyuyaomuxcs (CP) 76 76
IIpomexkyTOouHas aTTecTALUSA dopma 3auem 3auem
yac.

OO61mas Tpya10eMKOCTh (4ac. / 3.e.) 108/3 108/3

Mecto qucuuninnsl B ctpykrype OII BO

Hucuumummza b1.65.05 «MHdpopmannonHas 6e30MacHOCTb» U3Yy4aeTcss B 3 CeMecTpe 10
O0uHOH opme 00ydeHHs, 00IIast TPYAOEMKOCTh TUCIUILIHNHEI — 3 3aueTHbIe eAnHUIBI, 108 gacos.

JucuuruinHa peanusyercs mnocie usydenus aucuuiuiiael b1.5.04 «MudopmanonHbie
TEXHOJIOTHUI.

dopma NpoMeKyTOUYHON aTTeCTalluu — 3a4eT.



3. Copaep:xxanue IUCUMILUIMHBI, CTPYKTYPHMPOBaHHOe M0 TemaMm (pa3aenam) ¢
YKa3aHUEM OTBeJ€HHOIr0 Ha HHMX KOJMYeCTBa aKaJeMHYeCKHX YacoB
3aHSITHI M CTPYKTYpPa IMCUHUIJIHHBI

CTpyKTypa AU CUMILIMHBI

H BHIOB y'leﬁHBlX

O0beM IMCUMIJIMHBI, Yac. ®opma
KonrakTHas padora TeKyLIero
Ne n/m HaumeHnoBanue Tem Beero Hpoe?(:;ag:ﬁi‘:;l cno CP ycrﬁlﬁe&%ﬁﬁnﬁ
BH/JIAM Y4eOHBIX 3aHATHI npomemquggn
I I JIP I m3 I KCP arrecranuu
Ounasn popma odyuenusn
Tema 1 | UHpopManmoHHas
Oe3omacHOoCTh: mpeamer u | 12 2 2 8 I, K
coJiep>KaHue
Tema 2 | Texnonoruu B chepe
HH(pOPMAITMOHHOM 14 2 2 10 O, KP
0e30macHOCTH
Tema 3 | ILtanupoBaHue CHCTEMBI
WH()OPMAITMOHHOU 12 2 2 8 0O, P3
0€e30MacHOCTH
Tema 4 | YnpaBnenue  puckamu B
cthepe uH(OPMAITMOHHON 14 2 2 10 A, K
0€301acHOCTH
Tema 5 | PykoBojcTBa M cTaHmapTel B
chepe uH(popMalmoHHot | 14 2 2 10 O,K
0€30MacHOCTH
Tema 6 | IIpaBoBoe obecrieueHue
nH(OPMAIIMOHHOU 14 9 5 10 0.K
0€30MMacHOCTH: 3apyOeKHast U
poccuiicKasi MpaKkTUKa
Tema 7 | Hapymenus "
OTBETCTBEHHOCTL B chepe 14 9 5 10 T, P3
nH(}OPMaIMOHHON
0€301acHOCTH
Tema 8 | KynbTypa uH(pOpMaOHHOM 14 2 2 10 T, KP
0e30macHOCTH
[IpomexxyTouHas arrecranus 3a
Bcero: | 108 16 16 76

Ipumeuanue:
* — ghopmuvl mexywezo xonmponasn ycnesaemocmu: onpoc (0), keiic (K), ouckyccus ({H), konmponvras
paboma (KP), pewenue 3adau (P3);
** - hopma npomesicymounou ammecmayuu. 3avem (3a).

Tema 1. UndopmanuoHHasi 0€30aCHOCTD: MpeaMeT U CoJepPKaHne

Conepskanue 1M CHUIINHbBI

[Ipenmer u 3amaum Teopuud WHPOPMAIMOHHON Oe30macHOCTH. ba3oBbie TEpMUHBI U

OTIpeICTICHUSI.

OOBEKTHI  3aIUATHI

A OOBEKTHI

MOACIINPOBAHUAA.

Yrpo3sl

0€30IIaCHOCTH:

pasHOBUIHOCTH U Kinaccudukanys. [Tpuniuns! nupopmarmontoit 6e3onacuoctu. Tpuana CIA.




[Tpomiecc obecneuenust 3amuThl MHPoOpManuu. HaaekKHOCTH CHUCTEMBI OE30MACHOCTH:
napamMeTphbl, XapaKTepPUCTUKH M TPEOOBaHMs. YS3BUMOCTHU B 3aIIUTE MHPOPMAITMOHHBIX CHCTEM.
Cucrembl  MH(MOPMALMOHHBIA  3alIUTBl  opranu3anuu. [lonmutuka  MHPOPMAIMOHHOMN
0€301acHOCTH. 3aIIuTa OT HECAaHKIIMOHUPOBAHHOTO IOCTYIA: HIeHTH(PHUKALNS, ayTeHTH(PHUKALINS,
yIpaBiaeHUE TOCTYIIOM.

Tema 2. TexnoJsioruu B cdepe nHPOPMALNMOHHON 0€30I1ACHOCTH

VSA3BUMOCTH  BBIYUCIUTEIBHOIO 00OpyHOBaHUSA. MeToabl M CpelcTBa  3alUThI
uHpopmanuu. Kpuntorpapuueckas 3amura. YucaoBoe nporpaMMHOE yrpaBieHHE. Y TIpaBiIeHUE
paszpadorkoii I10. VYmpaenenune cpenctBamu [10. AnmapatHoe ymparienue. IIporpammnoe
yIpaBJicHUE

Mopnenu 06e30MacHOCTH: perjaMeHThl M KpUTEpUHM ONpejesieHus Oe30MacHOCTH.
Huckpernsie monenu. Monens Xappucona-Py3o-Yinsmana. Mogens bemna Jlallagyna. Monens
nH(pOpManMOHHBIX TOTOKOB ['paxsma-/lennunra. Monens buba. Mogens Knapka-Ywuicona.
Monaenb «KuTanucKoil CTEHBD».

Kpunrorpadus. Kpuntorpadpuueckuit ananus: ocHoBbl. [lepecTaHoBKa, TpaHCIO3ULIUS U
muarpammel.  [lugp Bwmxenepa. Crammapter DES. Anroputmer IDEA, CAST u AES.
Kpunrorpaduueckas cuctema ¢ OTKPHITHIM KIIOYOM. AyTeHTHU(UKALMS OTIIPaBUTENs, AJITOPUTM
RSA. Tennenuuu pa3sutus Kpunrorpaduyeckoit 3amutel. KBantoBoe mmdposanue. biokyeitn
mmdposanue. [Ipumenenne 010KUeHH-TEXHOIOTUH.

CereBas 6e3onacHocTh. Kommnbrorepasie cet: ocHOBHBIC moHsATHS. LAN, WAN, DNS-
cepep u MAC-aapec. ITpotokosisr TCP/UPD/IP. CeteBast monens OSI. IIporokosnst IPV4 u IPV6.
[Tporoxon UDP. ITpomexxyrounoe I10. Texunomoruu VPN u Proxy. Cucremsr IDS, IPS u SEIMs.
PasHoBugHOCTH ceTeBbIX aTak. TeHIEHIMH pa3BUTUSA CETeBOW Oe3omacHOCTU. [ unepBHU30p.
Bupryanuzanus cepBucoB. MuKpocerMeHTanusi ceteid. 3aluiieHHble 00JauHble BBIYMCIICHUS.
Mogenu SaaS, PaaS u laaS.

Tema 3. [InanupoBanue cucteMbl HH(POPMALIMOHHON 0€30aACHOCTH

IIponiecc muiaHupoBaHMsS O€30MACHOCTH: OCHOBHBIE 3Tambl W NpUHIMIBL. [loHsTHE
cucTeMbl MH(OpPMAIMOHHON 0e30macHOCTH B opranuzanuu. OCHOBONOJATAIONINE METOIbI U
abCTpaKTHBIE MOJIENT KOHTPOJIS 1OCTyNa. MoJiesii M METOABI POJIEBOTO M CECCHOHHOTO KOHTPOJIS
nocryna. Bompocsl uaeHtudukanuu poneil U ceccuid. 3ajjaud MOCTPOEHUSI CHUCTEMBI 3aIIUThI
uHpopMalui. YpOBHM cTpaTeruu Oe3zomacHocTH. Kilacchl OpraHM3allMOHHBIX pELIEHUH B
MH(}OPMaLIMOHHON 0€30MacHOCTU. AJNBTEPHATUBHBIE METOIbI 3ALUTHI MH(OPMAITIH.

ITpoexTrpoBanue cucreM MHPOpMaLMOHHONW OGe3omacHocTH. Ciyx0a HHPOPMALMOHHOM
O6e3zonacHoctu. OmnpeneneHue (YHKIUOHATBHBIX 3a/a4 CHCTEMBI 3allUThl HUH(OpMAIUH.
Onpenenenue TpeOOBaHUHM K KayecTBY pa3pabOTKM M TEXHHUUYECKOTO COMPOBOXKICHHS CHCTEMbI
3alUThl  MHGOpMalMK. OKOHOMHUYECKOE OOOCHOBaHME TMPOEKTHBIX pemieHuid. OreHka
IPOU3BOJUTEIBHOCTH CHCTEMBI 3alIUThl MHPOPMAIUH. DKCIUTyaTallUOHHOE MPOEKTHPOBAHUE
cucTembl 3auThl HHPopMmanuu. Ciyx6a nHGOpManOHHON 6E30MaCHOCTH.

Tema 4. Ynpasaenue puckamu B cpepe nHGpOpMaLIMOHHOMH 0€30I1ACHOCTH

VYopasnenue puckamu. Mojenb 0€30MacHOCTH C IOJIHBIM IEPEeKPHITUEM. YIpPaBIECHUE
UH(POPMAITMOHHONW 0€30MacHOCThI0. METOAMKHM IMOCTPOEHHUSI CHCTEM 3aIlUThl HWH(OpPMALUU.
Mertonuk W TMporpaMMHbIE MHPOAYKTHI JJisi OLEHKH pUCKOB. BpIOOp mpoekTa cucremsl
oOecriedeHnss MHPOpMAIMOHHONW Oe3zomacHocTU. MrpoBas Monenb KOHQUIMKTA <«3al[UTHHK-
HapYIIUTENb.

OrneHka pHCKOB opraHum3auuu B cdepe nHpopManMoHHON Oe3onmacHOCTU. CHIDKEHUE
pHUCKa: METOAbl. AHAIN3 U 3KcnepTr3a puckoB. OIleHKa 3aTpaT U pUCKOB. Mojenb AJs OLEHKU
cTrouMocTH nporpammuoro obecrieuenuss COBRA. Mogens npoliecca yrnpaBieHUs! pUCKaMH.

Tema 5. PykoBoacTBa u cTanaapThl B cepe HHPOPMALIMOHHOM 0€30IaCHOCTH

[Iporiecc MOCTpoeHHST M OIEHKH CHUCTeM HH(pOpMarmonHoi Oe3onmacHocTu. Poib
CTaHJapTOB B Oe3omacHOCTH HWH(OpPMAIMOHHBIX cHUcTeM. [IporpamMMmHOe oOecredeHue s
yayumenusi npoueccoB. Crangaptel ISO/IEC 17799/27002 u 27001. Mopens SSE-CMM:
KJIFOYEBbIE KOHCTPYKUMH M KoHueniuu. Apxutektypa SSE-CMM. Cranmaptel «PanyxHas



cepusi». OOIIME KPUTEPUU OICHKU 3alMIIEHHOCTH HH(DOpMannoHHbIX TexHosoruii (Common
Criteria). Kpurepuii ounenku Oe3omacHoctd uH(popManmoHHbix — TexHonormit  ITSEC.
["apmoHM3aIMs MEKIYHAPOIHBIX U POCCUMCKUX CTaHIapTOB.

Tema 6. IIpaBoBoe o0ecneyeHne MHGPOPMALMOHHOI 0€30MACHOCTU: 3apy0desKHAsA M
poccuiickasi NIpaKTUKA.

3apybexHas HOpMaTUBHO-TIpaBoBas 6a3a B cepe HHPOPMAITMOHHOW 0€30MacHOCTH. AKT
0 KOMIIBIOTEPHOM MoleHHu4YecTBe u  3a0ymnorpednennn (CFAA). 3akoH 0 3ammre
komibloTepHoit nHpopMarnu (CSA). 3akoH 00 OTBETCTBEHHOCTH U IIEPEHOCE JaHHBIX O
crpaxoBanuu 300poBbs rpaxkaan (HIPAA). 3akon Capbeiinca-Okcan (SOX). ®enepanbHblii
3aKOH 00 ympaBiaeHuH WHpopManuoHHOM Oe3omacHocThio (FISMA). OOmuii periaMeHT Mo
samure ganaeix (GDPR).

Orpannyenue AocTyna K HHQOPMAIMH B LENAX 3aIIUTHl HHTEPECOB JIMYHOCTH, 00IIeCTBa
u rocymapctBa. l[IpaBoBble peXHMMBI TallH B CHCTEME OPraHH3alMOHHOTO U IPABOBOTO
obecniedeHre 06€30MacHOCTH WH(POPMAIIUU OTPAaHUYCHHOTO A0cTymna. [IpaBoBOii PeXUM 3aIUTHI
rocylapcTBeHHON TaiHbl. IlpaBoBoi pexuM Kommepueckodl TailiHbl. IIpaBoBoii pexum
obecriedeHrs1 6€301aCHOCTH NMEPCOHATBHBIX JaHHBIX. AKTYaJIbHBIE BOIIPOCHI PEKUMA CITY>KEOHOH
Taiiubl. [IpoTUBOIEHCTBUE SKCTPEMUCTCKOMN AEATEIbHOCTH B HH(OpManmoHHoOH cdepe. 3ammuTa
netei oT MHPOPMAIUK, MPUYNHSIOMEH Bpea WX 3I0POBBIO M pa3BuTHIO. [IpaBoBbIe MPOOIEMBI
obecrieduenrs nHGOOPMAITMOHHON O6e30MacHOCTH B ceTu MHTepHeT.

Tema 7. Hapyuienusi 1 0TBETCTBEHHOCTH B cepe uHPOPMALMOHHOI 0€30I1aCHOCTH

[lonsiTHe ¥ BUABl IOPUIMYECKON OTBETCTBEHHOCTH B 00JacTh OOecTedeHHs
uHpopmarmonHoii Oe3onacHOCTH. CyOBeKTHI W OOBEKTHl TPABOOTHOIIEHUH B 00MacTH
obecrieuenrs WHPOpMaMOHHONW Oe3onmacHocTU. KoMmmbloTepHas KPUMHHATUCTHKA: OCHOBHBIE
nosiockeHus. Tumnbl U obnacTk npecryruieHuid. [IpoOiema oTCyTCTBUSI €MHOIO FOPUINYECKOTO
IpOCTpaHCTBa B cepe MHPOPMALMOHHOM 6E30ITaCHOCTH: «3a» U «IIpOoTHB». COOp J0KA3aTENbCTB
B cyneOHoMm mopsnke. Kommmaenc B cdepe mHpopmanmonHoit 6e3omacHoctr. dopmanbHas
nporenypa coopa AaHHbIX. FOpuaudeckne oCHOBBI COOMIOIEHUS (OPMATBHOCTH HPOLESYPHl U
U3BATUE [JI0KA3aTeNbCTB. AKTyajbHble MNpPOOJIEMBbI M Yrpo3bl MHUPOBOW HHPOPMAIMOHHON
0€30IaCHOCTH.

Tema 8. KyabTypa nndgopmMaunoHHoii 6e30macHOCTH

Nudopmanronnoe obmectBo. I'mobanmbHble TpoOieMbl MH(pOpMaTH3alMKM OOIIECTBA.
HNupopmaninoHHO-TICUX0JIorTHYecKass 0e30macHOCTh M MaHumynupoBaHue. lloBeneHueckue
acIeKThl 6€30MaCHOCTH MH(POPMALIMOHHBIX CUCTEM. YTPO3bI I COTPYIHUKOB. HIMBUAYaIbHAS
MOTHUBAIMS Ui TIpeOTBpalieHus: kuobepatak. KubeprpecTymHOCTb: MPECTYIMTHUKH U CPEICTBA
MaccoBoi nHpopmanuu. KubepumuoHax 1 OTCIeKUBaHUE.

Kynmerypa w wuH(poOpMammonHas cucremMa Oe3omacHocTH. [loHMMaHWEe KOHIICTIIIUU
KyJIbTYypbl Oe3omacHocTu. JlunepcrBo u kynbrypa 6ezonacnoctu. [Ipunnunsr O9CP no kynbType
0e30MacHOCTH. DTUYECKUE U MTpoQeccuoHaNbHbIE MPo0eMbl B yripaBieHnH 0e3onacHocThio UC.

4. Marepuajbl TeKyllero KOHTPOJIA YCIeBAaeMOCTH oOy4amoumuxcess M (OHI
OLICHOYHBIX CPEACTB MPOMEKYTOYHOM ATTECTALMM IUCHUILIHHE

4.1. ®opMbl U MeTOAbl TEKYLIEr0 KOHTPOJIA YCIHEBAEMOCTH O0y4YalOIIUXCHA M
NMPOMEKYTOYHOM aTTecTalluu

4.1.1. B xoze peaau3anuu AUCHUILUIMHBI HCIOJB3YIOTCH CJICAyIOUIHEe MeETOAbI
TeKYyLIero KOHTPOJIsl yCIeBAeMOCTH 00y4arOIIuXCs:

— HpI/I HpOBeI[eHI/II/I 3aH$ITPII>’I JICKIIMOHHOI'O THUIIA:
OIIPOC, TUCKYCCHS;

— MpY IPOBEJCHUH 3aHITUI CEMUHAPCKOTrO TUMA!



KOHTpOJIbHAs paboTa, KEeHcC,;

- IPU KOHTPOJIE PE3yIbTaTOB CAMOCTOSTENIbHOM pabOThI CTYIEHTOB:
pelieHne 3a1au.

4.1.2. 3a4eT NpOBOAUTCHA B MUCLMEHHOM 1 YCTHOI opMe penieHreM Keiica 1 0TBETOM
Ha BONPOCHI OujIeTa

4.2. MaTtepuaJjbl TeKylIIero KOHTPOJISI yCIeBAeMOCTH 00y4al0IIUXCs

Tumnosbie oeHOYHBIC MaTepHaJIbI 110 Teme 1
Bonpocsl k 1uckyccnu

1. Hecmotps Ha TO, 4TO 6€30aCHOCTH MH(OPMAIIMOHHBIX CHCTEM KacaeTcs JaleKo He
TOJIbKO TEXHMUYECKOH OCHAIIIEHHOCTH, HO U IPABOBbIX, OPraHU3allMOHHBIX U MPOYUX ACIEKTOB,
pecypchl  OpraHu3ali MOTYT OBITh 3alllUINEHbl HCKIIOYMTEIBHO C IIOMOIIBI0 HOBEHIINX
TEXHOJIOTHI Oe3omacHocTH. Pa3Be qaHHOE yTBEpKIEHUE HE MPOTUBOPEUUT camo cebe?

2. llosiBneHne MeXCeTeBBbIX OpraHM3alMi M BO3pOCLIAsl 3aBHCUMOCTb KOMIIAHUI OT
WuTepHera 11 BeJleHUs1 OM3Heca TOJIbKO YBEIUUYUBAET BEPOSITHOCTh HAPYIIEHUH 0€30IaCHOCTH.
Tak nu 370? O6CynuTe 3Ty NpodIeMy, UCIOIb3Ysl IPUMEPHI U3 OMYJISIPHONU MPECCHI.

3. JleliCTBUTENBHO JIM HAM HYXHO IpPHIaBaTh OOJBIIOE 3HAYCHHE HEPOPMATIHLHOMY
KOHTPOJIIO /10 BBEIEHUS YETKUX HOpPM M TpeOoBaHuil 10 obecneuenus OezonacHoctu? Ilouemy
«J1a» U IoueMy «HeT»? ApryMeHTUpYyWUTE CBOM OTBET.

4. Upe3MepHbli KOHTPOJb HAaJ YIPABICHYECKUM pEIICHHEM M OIOpOKpaThU3alus
dbopMabHON YacTi MHPOPMAITMOHHON O€30MACHOCTH YCIOXKHIET CUCTEMY U UMEET HeraTHBHBIE
MOCJIEACTBHSI U1 LIEIOCTHOCTH KaXk10i onepanuu. [[pokoMMeHTHpYHTE JaHHOE YTBEPKICHUE.

Pemenue keiica
Keiic: BupryanpHble KOMIIAHUH U KpaXka IIEPCOHAIBHBIX JAHHBIX

AmepukaHckas aBuakommanus JetBlue — 31o BupTyanbHas KOMITaHUS, KOTOpBIC CTasia
paCTyIIMM TPEHIOM B THIIEPKOHKYPEHTHOMW riio0aibpHON SKoHOMEKe. TeM He MeHee, JetBlue He
pa3 mojaBeprajiach XakepckuMm arakam Ha mnpoTsbkeHun 2008 — 2011 romos. VYkpazaena
uHpopmanus Oonee yeM o 160 MUIIITMOHAX KPEIUTHBIX KapT, YTO caMo MO cebe He sBIeTcs
HEoOblUHbIM. OAHAKO B CBSI3M C YHUKaJIbHOW CTPYKTypOil KOMIIaHMHM M Pa3MBITOI
OTBETCTBEHHOCTBIO 32 IPOM3OIIE/IIEE, araka IOAYEPKUBAET CEPbE3HOE HApyLICHUE
OTBETCTBEHHOCTH MEXKAy KinenTamu u JetBlue. Araka Haganach ¢ ycTaHOBKH BpeaonocHoro [10
Ha yCTapeBlLIME KOMIIBIOTEPHBIE CUCTEMBbI, KOTOpPBIE JTOJKHBI ObUIM OBITH 3aMEHEHBI B CKOPOM
BpemenH. [locie paccienoBanusi 006 yreuke ObUIN yBEIOMIICHBI JIMIIb COTPYAHUKN KOMIaHUH, a
TaKXe MEeCTHbIE Cy/ieOHbIe OpraHbl BiacTH. [laccakxupbl U 00I11€CTBEHHOCTD HE OBLIH YBEIOMIICHBI
0 Kakux-nmbo npoliemMax, 1 B KOHEYHOM UTOre OOIIECTBEHHOCTH ObUIO MPEIOCTaBIEHO JIHUIIb
OrpaHMYCHHOE COOOIIeHHe, B KOTOPOM OBUIO IMOATBEPXKICHO, 4To mepcoHany JetBlue Obon
MPEIOCTaBIIEH KPEIUTHBIM MOHUTOPUHT B TEUEHUE OJJTHOTO rojia OecIiaTHO.

Yem nTa araka OTIMYAETCA OT JAPYrux IO BceMy Mupy? EQMHCTBEHHOH pa3yMHOe
o0BsICHeHHE — 3TO TO uTO JetBlue siBisieTcs BUupuanbHON KOMITAaHUEH M YaCTHBIM KOMMEPUYECKHM
IPEIIPUATHEM, KOHKYPUPYIOLIUM 3a TEX K€ BHYTPEHHUX U MEXIYHAPOAHBIX KIMEHTOB. O/1HaKo,
AQHAJIOTMYHBIE 3apyOeKHbIE aBUAKOMIIAHUM MOJIyYaloT CyOCHAMM WM MPHHAJIEKaT CTpaHe, B
KOTOpoW Haxomutcs. B aToit cBs3u, Ha JetBlue noxxuTcs MHOTO HaKTagHBIX PacXo/I0B, KOTOPHIE
HE OTpaHUYMBAIOTCS TOJBKO IIEHaMHU Ha TOIUIMBO, paboyeil Cuilof, JOPOTMMHU OCHOBHBIMHU
CpeACTBaMH U MOTPEOHOCTHIO B BBICOKOKBATM(PHUIMPOBAaHHOM mepcoHane. CliegoBaTenbHO,
YTOOBI COKPATUTH PAcXOJbl U B TO XK€ BpeMsl 00ECHEUUTh BBICOKOE KaueCTBO OOCIIYKUBaHUS
KJIMEHTOB C OBICTPhIM OpOHMUpPOBaHWUEM, NPOCTOTOW JOCTynma W HHU3KoW IeHoi, JetBlue
HACTOMYMBO YyCTpaHs1 (PUKCHPOBAaHHBIE pAacXoJbl, TaKM€ KaK LIEHTPAJIM30BAHHBIE ILIEHTPHI
00pabOTKM BBI30BOB, KOTOPBIE HANPSMYIO HE CBSI3aHBI C TIOUCKOM camoieToB. [loaTomy BMecTo



KOJI-LIEHTPOB areHThl paboTal0T U3 10Ma, a 33ja4l aIMUHUCTPUPOBAHUS ABTOMATU3UPOBAHbI MU
IPEIOCTABIISAIOTCS YIAJIEHHO U3 KOMIIBIOTEPHBIX LIEHTPOB.

Hens cocrout B 100% BpemeHnu Oe30TKa3HOW pabOTHI, 3TO O3HAYaET HE TOJBKO
reorpauueckoe pacmnpeneieHne pabodell CuiIbl, HO M HMX B3aMMOCBS3b C HAJCKHBIMU
TEJIEKOMMYHUKALMSMU U YCIIyTaMU. JTO MOXKET OOBSICHUTh, IOYEMY CTapble CUCTEMBI YS3BHUMBbI
JUISL B3JI0MA, TaK KaK OHM HaXOJWJIUCh B IOCTOSSHHOM HCII0JIb30BAHUU.

KopriopaTtuBHas KylnbTypa Tenepb BCTYNAaeT B UTPY € AW3aHOM BUPTYaJIbHON KOMITAHUH.
31ech MCTONIB3YeTCs CIEeNyIomas JIOTUKA: €CIM Y KOMIIAHWU NPAaKTUYECKU HET (PU3NYECKOTO
KOHTaKTa MEX/y paOOTHHKOM H paboToaTeNeM, Kak B cirydae ¢ areHtamu B JetBlue, To mepconan
U KIMEHTCKasg 0a3a cTaHOBATCA aOCTpakuueil Ui MEHEIKMEHTa, YCTpaHss OJIarocoCTOsHUE
COTPYAHHUKA U KJIIMEHTA KaK OLUIyTHUMasl pealbHOCTb JJIs1 MEHEI)KMeHTa. Toraa BOZHUKaeT BOIPOC,
MOJKET JIM BUPTYyalIbHASI KOMITAHUS 00ECTICYHUTh PeaTbHYIO 3a00TY U 3200TY O CBOMX COTPYTHUKAX
U KJIMEeHTax?

Or neiictuii JetBlue B 3ToM ciydae HyXHO OBUIO ObI CKa3aTh «HET», HOCKOIbKY JetBlue
OTpearupoBajl He Ha TO, YTOObl HEMEJIEHHO HH()OPMUPOBATh KJIMEHTCKYIO 0a3y, a TOJIBKO MO3XKE,
YTOOBI IIPEOCTABUTh JIEMEHTapHbIE KPEAUTHbIE MPOBEPKH Ul 3aTPOHYyTOro mnepconana. Kax
TOT1a IPOTUBOAECHUCTBOBATh TAKOW CHUTYallMH, ITOCKOJBbKY BUPTyaJbHbIE KOMIIAHUM OJsiaromaps
CBOEH THOKOCTM W PKOHOMHH 3aTpar OyAyT MpOIOIDKATh PacTH M (OPMUPOBATH Oymymiuit
nenoBoit mup? Ilpemiaraemoe pereHre COCTOMT HE B TOM, YTOOBI BEPHYThCS K KOPIOPATUBHBIM
cTpykrypam 19 unm 20 Beka, a B TOM, 4TOOBI 3a(pUKCHPOBATH MOTEPIO HH(POPMAITUH O KIMEHTAX
WIA COTPYIHUKAX H3-32 OLIMOKM, MpeHeOpeKeHUs WM IUIOXOro Au3aiiHa Kak €CTeCTBEHHOTO
acniekta OusHeca. Mcnoabs3zyemslil npumep Oyner uisi NOTEPH JIMYHOM MH(pOpMaLUU, HO 3TO
MOJET TaKKe OBITh PACHIMPEHO Ha Jpyrue o0lacTH, Takhe KaK KpeAMTHAas U MEeAMLIMHCKas
uH(popManus.

[Ipemyiaraemoe perieHue - 3TO CUCTEMa CaMOBOCCTAHOBIIEHHSI, KOTOpasi 0OHapyKUBaeT U
yCTpaHsSeT NMONBITKY HApYIIEHUs, HO BUIMMA B OOIIEHNH C KIIMEHTaMU, BIIACTAMU U IEPCOHAJIOM,
3aTPOHYTHIX HapylieHHeM. BosBpamasice k ciydaro JetBlue B MomeHT oOHapyxkeHus wu
MOJTBEPKJIEHUS TOTO, YTO IIPOU3OILIO HapyIIEeHHEe, aBTOMATU3UPOBAaHHbIE POILIEAYPhI TEpeiayT
B JieiicTBue. B aToM ciiyuae ¢popmupyrorcst indpoBbie cepTU(UKAThI, KOTOpbIe OyIyT BbIIaBATHCS
JUIsL BCeX ToJib30BaTenel cucreMbl. [1yOnuuHble yBeIOMIIEHHS U y4acTUe MPaBUTENbCTBA OyAyT
WHUIMUPOBATHCS MOCPEICTBOM 3apaHEe ONPEEICHHBIX MEMOPAHAYMOB O B3aMMOIIOHMMAaHUH,
4yTOOBl OO0ECIEeunTh IMOJHOE OCO3HAaHWE HapylieHus. B To ’xe BpeMs cepBepa OyayT
ABTOMATHUYECKU CKAaHUPOBATHCSA U MPOBEPATHCS C KPATKUM CIIUCKOM 00OpPYIOBaHUS C UCTEKIIUM
CPOKOM 3KCIUTyaTalluM, KOTOpoe OyJeT 3aMEHEHO 10 YCKOPEHHOMY TpaduKy.

1. Kakas 1ienp BHeIpeHUs! TOJOOHBIX CUCTEM CAMOBOCCTAHOBJICHUS?

2. Kakue maru Hy)XHO HpPeINpHHSATH JUIsl oOecreueHus: 0e30MacHOCTH U LEJI0CTHOCTU
BUPTYaJIbHBIX KOMIaHUN?

TumnoBblie OlleHOYHBIE MATEPUAIBI 110 TeMe 2
Bomnpocs! k onpocy

1. Ha TtexHu4yeckoM ypoBHE CYIIECTBYET IIECTh Yrpo3 amnmapaTHOMY, MPOTrPaAMMHOMY
00eCIeYeHHIO U JTaHHBIM, KOTOPBIE HAXOIIATCS B KOMITBIOTEPHBIX crcTeMax. HazoBuTe ux.

2. Kakux Tpu KpUTUYECKUX TpeOOBaHUS O€30MIaCHOCTH BBIJCISIOT TS 3alIUThI TAHHBIX ?

3. Jns dero WCHONBb30BaHWE IMPHHIMIA JOCTyla K WHPOpPMANUK B Tpeaenax,
HEOOXOIUMBIX Ui HETOCPEICTBEHHOTO BBIMOJHEHUS JTOJDKHOCTHBIX OOSI3aHHOCTEH, SBIISETCS
HauboJIee mpuemMiIeMoit Gpopmoii odecriedeHus ?

4. Kakoe TpeOoBaHHME TapaHTHUPYET, YTO JAHHBIE M MPOrPaMMBI OyIyT H3MEHEHBI
ABTOPU30BAHHBIM I10JIb30BaTENEM ?

5. Kaxkas oTpacins HayKu CTPEMHUTCS 00eCIIeUUTh KOH(UICHIINATLHOCTD MepeaaBacMbIX
COOOIIIeHUH, TOAEPKUBATh UX LIEJTOCTHOCTh M JOCTYMHOCTbH JUISl HY)KHBIX JIIOJIEH B HY)KHOE
BpeMsi?



6. Kak Has3blBaeTCs COBOKYINHOCTh  METOJIOB, HCIHOJBb3YEMBIX JJIi  B3JIOMA
3aMPOBAHHBIX COOOIIEHUI, HA3bIBACTCS

7. Kak Ha3pIBaeTcs TOKYMEHT Iocie mudpoBaHus?

8. Ha3zoBurte mm¢psl, KOTOpbIE UCTONB3YIOT OAMH M TOT K€ KIJIIOY IS MU(POBAHUS U
nemuppoBaHusi OTKPHITOTrO TeKcTa?

9. Onumure NEPBYIO JIUHHUIO 3alIMTHl YacTHOW HMHGOpMAIMM M 3alpeT JOCTyIa
3JI0YMBIIIJIEHHUKAM K 3aIlUIIEHHON CUCTeMe BO BHYTpPEHHEH ceTu?

10. Kakas meronuka BBINOMHSET JBe (YHKIMM: CKpbIBaeT BHYyTpeHHue IP-ampeca
KPUTUYECKH BA)KHBIX CHCTEM, a TaKXke MPEJIOCTaBISAECT JOCTYN HECKOJbKUM XOCTaM B YAaCTHOM
BHYTPEHHEH JIOKaJIbHOW CETH BBIXOAUTh B IHTEpHET, HCIonb3yst oauH myonnunblii [P-anpec?

KonTpoasnas padora

1. TIlepeuucnaute OCHOBHBIE TPOHACHHBIE MeTONbl IH@poBaHus. Hapucyiite
KOHIIETITYyalIbHYIO KapTy TOT0, KaK UX MOYXHO HUCIOJIb30BaTh B KOHTEKCTE POZHUYHOI TOPrOBIIM.
Bo3MoxHBIE PO3HWYHBIE Mara3wHbl, KOTOPBIE MOXHO OBUIO OBl HCHOJIB30BaTh: KHW)KHBIM,
TUIIEPMAapKeT, IPOAYKTOBBII Mara3uH.

2. Kommepueckne 6aHKH OOBIYHO IMYyOIHMKYIOT CBOIO TOJMTUKY KOH(HICHINAIBHOCTH.
Haiinure mo0yr0 MOMMTUKY KOH(DUICHLIMATBHOCTH U OLEHHUTE €€ C TOYKH 3PEHHUS OCHOBHBIX
KOHIIETINI HH()OPMAIIHOHHBIX CUCTEM.

3. [IlpencraBbTe, 4TO Balll KOMIBIOTEP 3apaxkeH peknaMHbIM [1O, u BBl HaxoIuTeCh B
BUPTYaJIM30BAHHOM ceTh. BBI cicTeMaTHYeCcKH BBIMOJIHSACTE IIary 110 yaalieHuo pexiamuoro 10,
HO TEIepb IpYTHe cepBephl MOKa3bIBAIOT TE K€ OaHHEPHI, YTO U Y Bac. ONUILUTE, YUTO MOXKET OBbITh
HE TaK, U Kakue JaJbHEHIINE Iard Bbl MOXKETE MPEIIpPUHATH, YTOOBI OOECIIEYHTH MOJHIO
OTYHCTKY OT BpepoHocHoro I10.

Tumnosbie oleHOYHBIC MaTepHAJIbI 10 TeMme 3
Bomnpocs! k onpocy

1. Ilo xakuM npuUYMHAM OOBIYHO BO3HMKAIOT NPOOIEMBI € HHGPOPMALUOHHOM
0€30MacHOCTH OpraHu3anun’?

2. Onumure  CTPYKTYpY  YOpaBieHHs  HUH(POPMALMOHHOM  OE30MacHOCThIO B
OpraHu3aIiHy.

3. Ot uero 3aBUCHUT YPPEKTUBHOCTH MOJTUTUKH O€30MACHOCTH?

4. Ilpu xakux JEHCTBUSX COTPYJHUKA OpraHM3allMM CHUCTEMa 3aMKOB U KIIOYEH
CTaHOBUTCS HEAKTYyaJIbHOW?

5. Kakwue opranu3zaioHHbIE TPYAHOCTH HE CIIOCOOHA PEIINTH IMOJIMTHKA O0€301MacHOCTH ?

6. Ha xakoM ypoBHe cTpaTeruu O€30MaCHOCTH OIPENENAIOTCS KIIOUEBbIE pEIleHHUs,
Kacaloluecss WHBECTULIMH, NPOAAXKH, IUBEPCU(PUKALMU M HHTErpalldd BBIYMCIUTEIbHBIX
pPECypCcoB B COOTBETCTBUU C IPYTUMHU OM3HEC-LIETIMU?

7. Ha xakom ypoBHe cTparerusi 6€30MacHOCTH pacCMaTpUBAET yrpo3bl O€30MaCHOCTH U
aHaAJU3UPYeT cIadble CTOPOHBI CUCTEMBI ?

8. Hauewm cnenyer genath akIeHT NMPH pa3padOTKe CHCTEMBI 0€30IaCHOCTH ?

9. K dyemy MOXeT NpuBECTH Nepefaya YIpaBI€HUS M OTBETCTBEHHOCTH CHCTEMBI
nH(pOpMaAIIMOHHOM 0€30MMaCHOCTH Ha OTIEPAIIMOHHBIN YPOBEHb OpraHU3aIu?

10. Kakoii Bonmpoc MOKeT CTaTh KpUTHUECKUM pH pa3padboTke cuctemsl b paznuuneiMu
noJipa3iesIeHus MU OpraHu3aIu?

Pemenue 3anau

3amaua 1. Beibepere KopnopaTHBHYIO MOJUTHKY JIFOOOW KOMITAaHWUH Ha BaIlle YCMOTPEHHE.
CpaBHHMTE KOPIIOPATHBHYIO TOJMTUKY C MOJUTHKONH Oe3omacHOCTH. I[IpoxoMMeHTHpYHTE
PACXOXAEHUS, €CIIM TaKOBble UMeIOTCs. [IpennoxkuTe, Kak MOXKHO COINIaCOBAaTh KOPIOPATUBHYIO
HOJUTUKY U MOJUTUKY O€30MaCHOCTH.

3amaua 2. HazoBuTe HamOoJiee WM3BECTHBIE MPHUMEPHI, KOT/Aa MPOW30ILIO HAPYIICHHUE
0€30IacCHOCTH U3-3a HECOOII0ICHHs TOMUTUKU Oe3omacHocTu. [IpoBecTu ucciaenoBanue, 4ToObl



HAWTH IPUYUHBL, 110 KOTOPBIM MOJIMTHKA HE CpadoTaja, XOTs U BCE MOJI0KEHUS ObLIN COOTIOACHBI.
CBspKUTE CBOM BBIBOJIBI C IPUHIIMIIAMH IIIaHUpOBaHus Oe3omacHocTH Ub.

3amaua 3. Xakepsl B3jioMainu kommnblorep B KanmudopHuiickom yHuBepcutere B bepkim u
nonyuniu 1,4 MUJUTMOHA IMEH, HOMEPOB COITMAIBHOTO CTPaXOBaHUS, aIPECOB U AT POXKICHUS,
KOTOpBIE HCIOJB30BAIUCH B paMKax HCCIEIOBATENbCKOTO MpoekTa. COTPYIHUKH CIIYKOBI
0€30MacHOCTH MPOBOIMIN OOBIYHYIO MPOBEPKY OOHAPYIKEHUSI BTOPKECHHM, KOT/1a OHU 3aMETHIIH,
YTO HEAaBTOPM30BAaHHBIM IOJb30BATENb MBITAETCS MOIYYUTh AOCTYN K KoMmIbioTepy. bbiia
UCIIONIb30BaHA 0asza JaHHBIX C W3BECTHBIM HEJAOCTATKOM O€30MAacCHOCTH, M OBLIO JIOCTYITHO
UCIPaBIIEHUE, KOTOPOE MPEJOTBPATHIIO ObI aTaKy. XaJlaTHOCTh MPU PACCMOTPEHUU U3BECTHOTO
HEJOCTaTKa B OE€30MaCHOCTH, IMO-BUAUMOMY, SBJISICTCS PACIPOCTPAHCHHOW OIIMOKOW Cpeau
BBICIIMX y4eOHBIX 3aBeieHHi B mTare. Mi3BecTHO, UTO OaHKH, IPAaBUTEIbCTBEHHBIE YUPEKACHUS
Y [IIKOJTBI SIBJISTFOTCS TJIABHBIMU LIEJISIMU 17151 XakepoB. OTHOM 13 TpoOIeM B YHUBEPCUTETAX MOKET
OBITh OTCYTCTBHE TMOJOTYETHOCTH WIJIM OOILEro JaenapraMeHTa, KOTOPBIA YHOJTHOMOYEH
KOHTPOJIMPOBATh BCIO CUCTEMY O€30ITaCHOCTH.

A. HazoBUTE NOTUTHKYU U MPOLIETYyPhl, KOTOPBIE MO3BOJIAT YHUBEPCUTETAM OTPAHUYUBATH
VSI3BEMOCTH, B TO K€ BPEMsI IPEAOCTABIISISA CTYACHTAM JJOCTYI K CHCTEMaM.

B. B koHe4YHOM cyeTe, KTO JOJIKEH HECTU OTBETCTBEHHOCTh 3a O0ecIeueHUE aIeKBaTHOU
MOJINTUKU O€301aCHOCTH?

C. Kto B Bamieil BeiciieM y4eOHOM YUYPEKICHHH OTBEUYAeT 3a MOJACpPKAHUE MOTUTHKU
0€30MacHOCTH M KaK 4aCcTO OHA OOHOBIIAETCA?

TunoBble OlleHOYHbIE MATEPHAJIBI 110 TeMe 4
Bomnpocs! k quckyccnu

1. Kakas moMHHHpYIOIIass yCTaHOBKA OINpeEAessieT MpOoIlecC YIpPaBICHHUS PHCKaMU B
oOecnieueHnu ob1eit 6e3onacHoctu npeanpustua? Ipuseaure npumepsl.

2. Ecmm opranmszanms AO0DKHA CAENATh yNpaBlieHHE PHCKAMHU IIEHTPAJbHBIM B CBOEH
cTpaTeruu 0e30MacHOCTH, KaKOBbl OyqyT MO3UTHBHBIE M HEraTUBHBIE ACIHEKTHI, CBSI3aHHBIE C
TaKUM pelieHuemM?

3. Puck-mMeHemKMEHT JeMCTBUTENBHO CIIOCOOCTBYET OOECIEYEHUI0 aKTYyaJlbHOM
UH(POPMAIIAH O TTOJTHOM CIEKTPEe PUCKOB IS opraHu3anun. [I[poKOMMEHTHpPYTE BEICKa3bIBaHUE
U TMIPUBEINUTE MPUMEPBI OPTaHU3ALMM, CIIEAYIOIINX TaHHON YCTaHOBKE.

Pemenue keiica
Keiic: Posib nHcaiiiepoB npu HapyIIeHUU CUCTEMBI 0€30I1aCHOCTH

B ampene 2005 roma Obima packpbiTa MOIIEHHUYECKAs CXeMa, MpeTHA3HAuYCeHHAs IS
Kpaku mpubnusurensHo 220 MWITHOHOB (GyHTOB cTepiauHroB y Mitsui Bank B Jlonnowe.
YTBepKIan0Ch, YTO WICHHI KOMaHIbI YOOPIIMKOB pa3MECTHJIM allllapaTHbIe yCTPOICTBAa Ha
KJIaBHATYpPHBIX MOPTAX HECKOJIBKUX KOMITBIOTEPOB OaHKa JIJIsl PETUCTPALIMH 3alIUCEeH KITaBUATYPBHI.
CrnenmoBarenn OOHAPYXHIIM HECKOJIBKO YCTPOMCTB, BCE €Ie MOJKIIOYEHHBIX K 3aJHEH MaHeln
KOMITbIOTEpOB. ['pymma Takxke cCTepiia MM OCTAaHOBMJA 3alHCh CHCTEMBl BHICOHAOJIIOJCHMUS,
9TOOBI CKpBITH cienbl. [lonumms B M3pawne 3axepkana dieHa OaHAbl YOOPITUKOB JUIS JOTIPOCa
II0CJIE TOTO, KaK OH IMOMbITaJCs IepeBecTr 23 MITH (DYHTOB CTEPJIMHTOB Ha CBOI OAHKOBCKHUH CYET.
[Ipenmomnaraercsi, 4T0 TOJO3PEBACMBI SBISIETCS MIIAIIIAM WICHOM OaHIBI, a OCTaJbHBIE
ocratoTcsi Ha cBobOosge. Ilo crmoBaM mpenacraBuTeNs JOHJOHCKOTO OTAeNa Mo Oopbde ¢
KHOEepPIPECTYMHOCTHIO, TPECTYIMTHUKN HE CMOTJIH TIEPEBECTH KaKUe-TM00 CPECTBA, IIOATOMY ITOKa
JICHbI'M HE MOTEepsiHbl. BHEMaHue oThena SKCHepTU3bl Teepb COCPEIOTOYEHO Ha YCTPOWCTBAX
pEerucTpalny Kirouel, KOTopble ObLTN BCTaBJIeHBI B TOPTHI Ki1aBuaTypsl USB. YcTpoiicTBa MOKHO
nproOpecTy B HECKOJBKUX IIMHOHCKUX Mara3uHax B VIHTepHETe M MCMOIb30BaTh VIS 3arpy3KH
napojieii WM JApPYruX JaHHBIX, HUCIONb3YeMbIX Ui AayTeHTU(QUKALMK MOJb30BaTEled B
3alUIIEHHBIX CUCTeMaX. becnpoBogHBIE KIaBHATYphl TaKXkKe IMPEICTABISAIOT COOOH yrposy, u
CUMTAETCsA, YTO € TeX Mop OaHK 3ampeTua UX Hcnoib3oBaHue. Ilo naHHBIM ayauTOpOB
nporpamMmmHoro obecrieuenusi Centennial Software, mogassiroriee OONBIIMHCTBO OMPOIICHHBIX
IT-MeHeKEpOB HE NPEANPUHSIIN HUKAKUX NEHCTBUM, YTOOBI IPEJOTBPATUTh MONAJaHUE TaKUX



YCTpOHCTB Ha pabodee MECTO, XOTSA MHOTHE U3 HUX Tpu3Haiu, uro USB-ycTpolicTBa xpaHeHUs
JTAHHBIX TPEICTABIAIOT yrpo3y. «BHemHne pucku 0e30macHOCTH TIIATEIbHO TOKYMEHTHPOBAHBI,
HO Telepb KOMIIAHUU JOJKHBI YUUTHIBATh BHYTPEHHUE YIPO3bl, KOTOPhIE MOTEHIMAIBHO MOTYT
HAHECTH elle OoNpInii ymepo», - ckazan Juau bepron, ucnonnutensHbiil aupexTop Centennial
Software.

JlocTynnHOE IpOrpaMMHO€E OOECIeUeHUE, KOTOPOE MOXKET CHU3UTH 3TOT PUCK, HO TAKXKE
JOJIKHBI OBITh BBEJICHBI IOJUTHKHU, OTPAHUYMBAIOIINE TOCTYI K YyBCTBUTEIHHBIM KOMITBIOTEPAM.
[TopratuBubie USB-ycTpoiicTBa U J0rTephl - 3TO JIMIIL HEKOTOPbIE U3 BHICOKOTEXHOJIOTUYHBIX
METOJIOB, KOTOPbIE IMPECTYIMHUKU UCHOIB3YIOT JJIS UCIIOJIb30BAHUS CJIa0BIX MECT KOMIIBIOTEPA.
KommbroTepHbie TPECTYITHUKN CTAHOBATCS BCe 0oJiee M30LIPEHHBIMHU, TaK KaK OpraHW30BaHHbBIE
[PECTYMHbBIE TPYINITUPOBKH OOHAPYKUIIH, YTO KHOEPIPECTYIMHOCTH MpeaiaraeT O0IbIINE BHITOIbI
Y MEHBIIUN PUCK.

B 2014 roay B kanudopuuiickoii mkose Corona del Mar 6su1u nckiarouensr 11 y4eHHUKOB,
Korjga ObUTO OOHApYKEHO, YTO YACTHBIA PETEeTHUTOpP BENIeN YYCHWKAM MEHSTh CBOHM OLEHKH Ha
KOMITBIOTEPE YUUTENA. Y YCHUKH HCIIONb30BAJIU PErUCTPATOP KIHOYEH B KaUeCTBE CPEIACTBA IS
noiydeHus: nocrymna. Yactaeiii penierutop, Tumorn Jlaii, Obu1 3amenian, u Obuta OOHapYXKeHa
orpoMHas nojoca Qanbcudukaiyu oneHoK. MIHTepecHo, 4To anmnapaTHble peruCTPaTOPhI KITH0Ye
SIBIISTIOTCSI 3aKOHHBIMH, ¥ OBIJIO HECKOJIBKO CITy4aeB, KOT/1a COOOMIATIOCH O CIyYasiX «PerucTpanun
BHYTPEHHUX KJIIOUEW», KOTJa WICHbl CEMbU UCIOIb30BAIM TaKHE YCTPOICTBA, YTOOBI IIMMHOHUTh
JIpYT 3a JPYIOM.

1. B ueM MoXxeT ObITh pUYUHA TOTO, YTO MHOTHE W T-MeHemKepbl UTHOPUPYIOT YIPoO3y
co ctoponbl nopratuBHbIX USB-ycTpoiicTB?

2. Kakue Mepbl MOTYT OBITh MPUHSATHI JJIsl OTPAaHUYCHHS] BHYTPEHHHUX YIPO3, TAKHX KaK
Mitsui Bank?

3. JIOJKHBI I YCTPOMCTBA PEruCTpaliM KiItoYeil ObITh 3aKOHHBIMU? UTO MOXKET OBITH
TIOJIE3HBIM JIJISl YCTPOWCTB PErHCTPALINH KITFOUEH?

Tunosble olleHOYHBbIE MaTepUaJbI 10 TeMe S
Bomnpocs! k onpocy

1. HasoBwure uYeThIpe THMA JOCTyIa, KOTOpble MOTyT ObITh B 0a3e mamHbix CRUD, a
TaKXe MPEACTaBIAI0T YeThIPe TUIA HapyLIIeHUH 0€30MacHOCTH, KOTOPbIE MOT'YT BO3HHUKHYTh B
cucremax?

2. Kakue nmporerypsl KOHTPOJIS TOJKHBI PErHCTPUPOBATh COCTOSTHUE CUCTEMBI, a 3aTeM
NIPOBEPSATH, U UCTIPABIIATH HEHCIIPABHOCTH?

3. Ilo xakoi mpUUMHE €XKETOJHO MPOUCXOIUT POCT KUOEPIIPECTYIIICHUH, HE CMOTPS Ha
KOHIICHTpPAINIO Mep 0€30MacHOCTH Ha MPEI0TBPAICHHH PEIHAMEPEHHBIX HAPYIICHUH ?

4. HazoBute cpeicTBa YHpaBICHHs MPOTPaMMOi, YCTpaHSIOUIME HEHMCIIPAaBHOCTU B
cucreme NB?

5. UYro mbITaeTcs OIpPENeNIUTh ayIuT CUCTEMbl WH(POPMAIMOHHON O€e30MacHOCTH B
ciry4ae cO0eB CHCTEMBI?

6. Kak Ha3pIBaeTCs CpeICTBO YIPABICHUS, KOTOPOE MCIIOJIB3YIOTCS Ha ITalax aHaJIn3a 1
MPOEKTUPOBAHUS KU3HEHHOTO IMKJIa CUCTEM B KadecTBE HHCTPYMEHTA /Jisi MOHUMaHUS U
perIaMeHTHPOBAHUS IPYTHX KOHTPOJIBHBIX TOUYEK B CUCTEME?

7. Kakum mpuHIMIaM JODKEH OTBEYaTh IPaMOTHBI KOHTPOJb cucteMbl MB?

8. Ha3zoBute Mozenb, MCIONB3YEMYIO Ul OLEHKH AaCIEeKTOB Oe30MacHOCTH IIeNeBOU
Opranu3anuu’?

9. Kak Ha3pIBaeTcs mpouece co3gaHus HHPPACTPYKTYphl U KOPIOPATUBHON KYJIbTYPHI,
KOTOpasi yCTaHaBJIMBAET METO/Ibl, IPAKTUKU U MPOLETypbl?

10. Yro nHeoOxomumo ydecth B cucreme Wb B TeueHWe Bcero >KM3HEHHOTO ITUKIIA
pEANPUSITHS ?

Pemenue 3ana4



3amaua 1. Ilpuaymaiite KOMMaHHUIO-pa3pabOTUMK TMPOrPAMMHOTO OOECredeHUs IS
KPUTUYECKH BaKHBIX NPUIOKEHUH. Pa3zpaboraTh Mephl IUIsl OLEHKH YPOBHS 3PEIOCTH IS
Kax10r0 13 ypoBHe SSE-CMM. [IpensioxkuTe MpUIHHbI, 10 KOTOPBIM Ballld MEPhI JOKHBI OBITH
HPUHSTHI.

3anaya 2. CocTtaBbTe CHMCOK BCEX BO3MOMKHBIX CTaHIApPTOB 0€30MACHOCTH, KOTOPHIE BbI
moxerte Haiitu. [lonpoOyiiTe n oxBarute xoTs Obl cTangapTsl B EBpone n CeBepHoii AmMepuke.
Knaccudunupyiite cranaapTel B COOTBETCTBUU C JKU3HEHHBIM LIMKJIOM pa3pabOTKU CHUCTEM U
IIPOKOMMEHTHUPYHITE M0JIE3HOCTh KaXA0I'0 U3 CTaHAApPTOB.

3amaua 3. PeBu3us cucteMHOro KOHTposIs JlemapraMeHTa BHYTpEHHEH 0€301MacHOCTH TSt
YIaJEHHOI0 JIOCTyIa BBISIBUIA HECKOJIBKO HEIOCTATKOB, KoTopble moaseprairor DHS pucky
3NIOHAMEPEHHBIX XaKkepckux aTtak. «PeBusus, mpoBoaumas Oducom ['eHepanbHOro MHCHEKTOPA,
npeanucada HoBeIMU npaBuiamu FISMA, xotopbie 3aTrparuBatoT (enepanbHble areHTCTBa. B
oTyeTe ObLIO BBISABIEHO HECKOJIbKO KOHKPETHBIX HEAOCTATKOB: (1) y31Ibl yAaleHHOro IOCTyIa He
o0ecreunBarOT HaJEXKHYIO 3alUTy OT HECAaHKIIMOHUPOBAHHOIO JO0CTYMNa; (2) cUCTEMbI HE ObUIH
COOTBETCTBYIOIIUM 00pa30M HUCIIPaBIEHBI; U (3) MOAEMBI, KOTOPbIE MOTYT OBITh HEABTOPH3OBAHBI,
ObL11 0OHapyxeHbl B ceTax DHS. B otuete roBoputcs, 4T0 «13-3a 3TUX BO3ACUCTBUN YAaIEHHOTO
JIOCTYIIa BO3PACTAET PUCK TOT0, YTO TOCTOPOHHUE JIFOJIU MOTYT IOJIYUUTh JOCTyI K ceTsiMm DHS u
MIOCTaBUTh MOJ] YTPO3Y KOH(UACHIIUAIBHOCTD, EIOCTHOCTD M JJOCTYITHOCTh KOH(HICHIINAIBHBIX
WH(MOPMAILIMOHHBIX CHUCTEM M pecypcoB». I[IpoKOMMEHTHUpPYHTE HAOCTOMHCTBA Ka)XJOrO WU
clieJanTe CBOM PEKOMEHIAINH.

Tunosble oleHOYHBIE MAaTepPHAJIbI 110 TeMe 6
Bonpocs! k onpocy

1. Kaxue ocHOBHBIE 3aKOHBI B 00nactu 3auuThl HHGopMmanyu B PO, EC u CIIIA?

2. [Ilepeuncnure ocHOBHBIE Ilenu U 3agaun PO B obmactu  obecneyeHUs
MH(OPMaAIIMOHHOMN 0€30I1aCHOCTH.

3. Yro Takoe KoHIeNnus HHPOpMaIMOHHOM Oe30macHoCTH?

4. Yro Takoe koH(pHIACHIIMATbHAS HHPOpMAIHs?

5. Yro Takoe nepcoHanbHbIe JaHHbIE?

6. B kakux ciaydasx BO3MOXKHO HCIIOJIb30BATh NMEPCOHATBHBIE JaHHBIE 0€3 Coracus
obnagarensa? Oxapakrepusyiite OMOMeTpUUYECKUE TaHHBIE KaK MePCOHANIbHBIE TaHHbBIE.

7. UYrto Takoe npodeccuoHanbHas TaiiHa?

8. Uro Takoe KoMMepueckas TaiHa?

9. Yro Takoe pexxuM KOMMEPYECKOW TaifHbI?

10. Yto Takoe rocynapcTBeHHas TaiHa?

Pemenue keiica
Keiic: ®TK nporus koprnopanun Wyndham Destination

HaBaiite paccMmoTpum paeno PexnepanbHON ToproBoi kKomuccuu mnpoTuB Wyndham
Worldwide Corporation, Jleno cBsizano ¢ HapyuieHueM kubepOesonacHocTH B Yunaeme. OTK
nojaja B CyJl Ha KOMIIAHUIO TOCHUTANIA U TPU €€ JOUepHHE KOMITAHWU W3-3a YTEUKU JIaHHBIX,
Korja ObUIM MOJIY4€Hbl MUJUTMOHBI JIOJUIAPOB MOIIEHHUYECKUX IUIATEXKEH 10 MOTPEOUTENECKUM
KpeaAuTaMm U 1e0eTOBBIM KapTaM.

Y OTK ecth ABa OCHOBaHUS, 110 KOTOPHIM OHA MOXKET MOJATh IpaXkAaHCKU UcK. OTHUM
U3 HUX SBISIETCS yTBepKJIeHHe o0 oOMaHe - APYTUMHU CJIOBAMM, apryMEHT, YTO HEKOTOpbIe
OpraHu3aii 1Mo oOCIy)XHBaHUIO NoTpeOuTeneil (takue kak, Hampumep, Wyndham Hotels)
CZIeNlaly JIO’KHBIE MpeCcTaBIeHus sl moTpedureneil. Bropoe ocHoBaHue 11 NPUHYAUTEIHLHOTO
ucnionuenuss ®TK — sto OGomee mupokoe 0OOCHOBAaHUE TOTO, YTO KOMIIAHUS 3aHHMANacCh
«HECHPaBEAJIMBOI» /1€70BOM NMPAaKTUKOW, HHBIMHU CIIOBAMHU, YTO KOMITAHUS «HAHECIa WIN MOYKET
HAHECTH CYIIECTBEHHBIA YIIepO MOTpeOHTENsIM, TaK YTO MOTPEOUTENM HE MOTYT MOCTYIAaTh
PaLMOHATIBHO.

Hck yrBepknaer nBa ocHoBaHMs A ropucaukiuun OTK. CHauana yTBepikIaeTcs, 4To
noJIMTHKa KoHpuaeHmaasHocTH Wyndham B oTHOIIEHHWH TOTO, KaK OHHM OYJyT MOJIEPKUBATH



0e30MacHOCTh MH(pOpPMAIMM O CBOMX KIHMEHTaX, SBIAETCS OOMaHYMBOM, WHBIMH CJIOBaMH,
Wyndham nana oGenranust 6€30MaCHOCTH, KOTOPhIE OHA HE CMOXET BBITIOJNHUTE. B HCKe Takke
YTBEpXKAAETCA, 4YTO cucTremaTudeckas HecnocobHocts Wyndham obecrneunTsh ajgeKBaTHYIO
KnOepOe30MacHOCTh IS JIMYHONH WH(POPMALMU CBOUX KJIIMEHTOB SBIISAETCS HECIpaBeTMBOM
JIETTIOBOM MPAKTUKOM.

Oror TN ucka co cropoHbl @TK He sBiIseTcs HEOOBIYHBIM. DTH NPABOBBIE TEOPUU
MOCITYKWJIM, Harpumep, ocHoBoi paccienoBanus DPTK Google, Twitter u HTC, a taxxe
paccienoBaHUsl HapyIIGHWH MAHHBIX B KPYIHBIX MOTPEOUTENHCKUX KOMIIAHHSX, TaKUX Kak
Heartland. TToutu Bo Beex atux ciydassx @TK ucnonb3yer HEKOTOPYIO KOMOMHAITUIO apryMeHTa,
4TO KOMIIAHMS BBEJIa OOLIECTBEHHOCTh B 3a0Ny)KACHHWE OTHOCHTEIBHO TMPHPOJBI CBOEH
kubepOe3onacHocTH («0oOMaHa») WM YTO OHA HE CMOIJIa aJeKBaTHO MHBECTHPOBATH B MEPHI
KnOepOe30MmacHOCTH («HEe100pOCOBECTHAS MPAKTHKAY). Jlo CUX MOp BCe 3TH ASHCTBUS IPUBOIIIIN
K BHECYJIeOHBIM pacyeTam, B pe3yibTaTe 4ero AeHCTBUTENbHOCTh MpaBoBbix Teopuil OTK ne
IIPOBEPSIIACK.

Yeunus OTK  sgBastorcss enIMHCTBEHHBIM (G (GEKTUBHBIM  acleKToM  (eaepanibHON
IporpaMMbl, YTOOBl 3aCTaBUTh OM3HEC-COOOLIECTBO MPHUHATH OOJEEe CTPOTUE MEPHI
kubepOe3onacHocTU. B To BpeMsi Kak MHEHUS pa3/IeUINCh, YTOOBI, €CIIU MOCIEICTBUE YCUITHIA
FTC xopomo wunmu 1mioxo, 3T0 OECCIIOPHO, YTO pe3yibTaTbl, KOIJa KOMIIAHUM IUIATAT
MPaBAONOI00HOCTH CyIeOHOTO IpoIecca yBeNIUINUCh. [I0CKOIBbKY 3aKOH 0 KHOepOe30macHOCTH
ellle BBEJICH, a HCIIOJHUTENBHBIN IPUKa3 aIMUHUCTPAIIMYA HAXOJUTCS B cTanuu pa3zpadorku. DTK
— TOCcTIeTHUN «Oopel] 3a CIIPaBEIIMBOCThY.

Ho ceituac - B cimyaae ¢ Wyndham - aBroputer @TK craButcs moa comuenune. Wyndham
ocriapuBaeT OCHOBHYIO mpeanocbuiky ucka OTK, yrBepxknaas, 4To 3aKOHbI O 3alUTE IpaB
notpebuTeNneit He MOryT OBITh pacIIMPEHBI ISl OXBaTa BOIPOCcoB kubepoesonacuoct. Wyndham
yTBEprKJaJl, 4To CyaeOHBbIH mporece npebimaet noasHomouunss OTK.

OCHOBHBIM J0Ka3aTelnbcTBOM TOro, YTo FTC MOKeT AeHCTBOBAThL BHE €TI0 MOIHOMOYHNM,
ABJIsieTCs ero coOcTBeHHBIN oknaz oT 2000 roxa, B koTopoM oH mnpocui KoHrpecc pacimputh
CBOM IOpPHJMYECKHE IIOJIHOMOYMS, 4YTOOBI paccMaTpuBaTh HapyIIEHHs OE30MaCHOCTH Kak
npo6eMbl 3auThl noTpeduteneii. Konrpecc Hukoraa He eiictBoBain no 37oit nmpocsoe, Ho PTK
PEeLII IPOIOKUTH B JIOOOM citydae. JleficTBuTenbHoO, kak ormeudaetr Wyndham, B kHurax yxe
eCTh IeJbIi psia 0ojiee KOHKPETHBIX 3akoHOB 0 3armute fAanubix (HIPAA; COPPA; Graham-
Leach-Bliley), npeamonaratomux, uto ®TK neiicTByeT kak opran peryIupoBaHHS.

Tenepp MBI MOXXEM MOHATH, MOYEMY 3TO BaXHO. B oTcyTcTBHE BCEOOBEMIIONIETO
3aKOHOJATENbCTBA O KNOEpOE30IaCHOCTH U B TO BpeMs, KaK Mbl O’KUAAEM pa3pabOTKU CTaHJapTOB
KnOepOe30MacHOCTH Il MCIOJHUTEIBHOIO PACHOPsDKEHHs], €IMHCTBEHHBIM 3¢ (HEKTUBHBIM
METOJIOM «TOCYIapCTBEHHOI'O PETYJINPOBaHMSI KHOEpOE30MacHOCTH» SIBISETCS UCIOJIb30BaHUE
npaBooxpaHuTenbHbix opranoB O@TK. Ecnu, B kKoHIEe KOHIOB, okaxercd, yto PTK He xBaraer
MOJIHOMOYM, KOTOpPbIE OH YTBEP)KIAeT, TOI/la y MPaBUTEIbCTBA HE OyAeT HUKAaKOH pealbHOI
BJIACTH, YTOOBI 0053aTh KOMIIAHUM yKecTouaTh TpeOoBaHUs K kuOepOe3onacHocTH. Hexoropsie
YBUASAT 3TO Kak moOexay, a Ipyrue yBUAST 3TO KakK MOpakeHHe, HO B JII0OOM cilydae 3To Oyner
BechbMa BaxHO. (I[IpuMedanue: B KOHEYHOM UTOTE MPUHATO perieHue B noyszy OTK.)

1. TIpokOoMMEHTHpYHTE AacHeKThl TIOJHOMOYMH M OTBETCTBEHHOCTH Pa3IMYHBIX
3aKkoHONATeNbCTB.  KakoB  Hawilydymmid  crmoco®  BO3JIOXKHUTH  OTBETCTBEHHOCTh 32
Kk10ep0e30MacHOCTh Ha areHTCTBO U IIPHU 3TOM MMETh MOJTHOMOYHMSI Ha €r0 BBINOJIHEHHE?

2. B Takux curyanusax, kak ¢ ®TK, kakue mpaBuna ciemyeT pa3pabaThiBaTh, 4TOOBI
KOHTPOJIMPOBATh MOCIEAYIONINE AEUCTBUS B Cayyasx kKubepoe3omnacHocTu?

3. ITo Mepe pa3BUTHS TEXHOJIOTUH, YTO CIEAYET JIeJIaTh, YTOOBI OPraHU3aMH COOTIOAAH
3aKOHOIATEILCTBO?

Tunosslie OLleHOYHBIE MaTEePHAJIBLI 10 TeMe 7
Bonpocsl k 1uckyccuu
1. TIlIpaBo cobctBeHHOCTH Ha [lepemada kommblOTEpa TpEeTbeMy JIMIY (HAmpuUmep, s



PEMOHTA) MOXKET IPUBECTH K NoTepe KoH(puaeHMaIbHOCTH. Kak MOXKHO pemuTs 3Ty npodiieMy
C TOYKH 3PCHUS HAPYIICHUS KOHPHUICHINATHHOCTH?

2. «Hudopmanus, npencrasiennas B Cucreme oOHapyKEHUsI BTOPKEHHIM, MOJIe3HA IS
OOppOBl C  KOMIIBIOTEPHBIMH  MPECTYIUICHUSAMUY». [IPOKOMMEHTHUPYHUTE  FOPUIUIECKYIO
JOIYCTUMOCTb TaKOW MH(OpMaIUH.

3. CeromHs pyKOBOIUTENN CIYXO O€30MAaCHOCTH BBINOJHSIOT CIOXKHYIO 3a7ady II0
o0ecreveHunIo MpaBonopsaka B ”HGOPMAIMOHHOM MPOCTPAHCTBE. Y UUTHIBAs, YTO OE30MAaCHOCTD
JICUCTBUTEIIBHO SBJISIETCA CJIOXKHOM, MEXOTPACIECBOM 3a1a4yeil, NPOKOMMEHTUPYWUTE pOJib
KOMITbIOTEPHON KPUMHUHAIMCTUKU B 00111ei1 0€30MaCHOCTH MPEIIPUSITUS.

Pemenne 3apau

3amaua 1. Haiimure HECKOJIBKO NMPHUMEPOB KOMIIBIOTEPHBIX mpectyruieHui. Cobepure
UH(POPMAIUIO O BHJAX JIOKAa3aTelbCTB, M BOSHHUKAIOMMX MpoOieMax, €CIi TAaKOBbIE MMEIOTCH.
Crenaiite BBIBOBI U MPEACTABBTE JYUIINE TPAKTUKY 711 KOMIBIOTEPHON KPUMHHATUCTHKHY.

3anaua 2. B utone 2002 roga MoJjo[0i Xakep CMOI B3JIOMAaTh CEPBEPHI B CEKPETHOM
opyxeitHoii nmaboparopuu B CoemuneHHbix Iltarax. Oco3HaB, 4TO MPOU3OIUIO HapyIIEHUE
0e301acHOCTH; YacTh Jiaboparopuil ObUIa 3aKphITa HA TPU AHS, OINACasICh, YTO 3TO CBS3AHO C
TeppopucTudeckoi arakoil. Ilozxke cramo M3BECTHO, YTO MOAPOCTOK MPOCTO XOTEJ 3arpy3uTh
MY3BIKY W (WIIBMBI U HCIIOJIb30Bajl CEPBEPHI JIAOOPATOPHH B KadeCTBE MECTa I XPAHCHHUS
daitnoB. OH pazpaboran mnporpaMmMHOE oOOecledeHune, IMO3BOJISIIONIEe €My 3arpyxarb
3alllMIICHHbIE aBTOPCKUM IpaBOM Marepuaibl, U Ha3Baa ero Deathserv. Bo3moxHo, ero He
noimManu Tak ObICTPO, eciu Obl OH HE paccKas3all Ipy3bsSIM O CBOCH cXxeme, U UMEHHO OH U €ro
JIPY3bsl YBEJIMUWIIU TpaduK HA CEpBEpe, YTO MpeAynpeansio Biact. [logpocTok momydut Jerkui
MIPUTOBOP, YACTUYHO U3-3a ero Bo3pacta. Cynbs Juapro [oiiMep B TOHIOHCKOM KOPOJIEBCKOM CYyIIe
CaytBopka npuroBopui Maxkenpost k 200 yacam OOIIECTBEHHBIX padOT Mocie MPU3HAHUS ce0st
BUHOBHBIM B HECAHKIIMOHHUPOBAHHOM H3MEHEHUHU COJEPKUMOTO KOMIIbIOTEpa. MUHHCTEPCTBO
sHepretuku CIIIA morpeboBano kommencamnuio B pazmepe 21 000 pyHTOB CTEPIMHTOB B CBSI3H C
CEPbE3HOCTHIO MPECTYIIIICHHUS U BO3MEIICHNEM YOBITKOB B Pe3ylibTare HapyIIeH!s padOThl CeTH U
pacciieZloBaHus.

1. Kakoii BBIBOZI ciieyeT caenarh MOJIOIBIM HapyIIUTENIM?

2. TloMokeT 71 MEXIYyHApOIHBIH HAa0Op TMpaBUJ BHIHECEHUSI TPUTOBOPOB B TaKUX
CUTYaIUsIX, YUUThIBas Oe3rpaHuyHbIN Xapaktep MHuTepHera?

3. Kakue MHCTpYMEHTBI pacciieloBaHUs MOITIH OBITh MCIOJIb30BaHbI JJI OTCICKUBAHUS
XaKepa U BBIICHEHUS ero JTNYHOCTH?

Tunosblie olleHOYHBIE MATEPHAJIBI 110 TeMe §
Bomnpocsl k 1uckyceuun

1. B cBoem oOpamieHn# K 0albHOMY 31Ty, B KOTOPOM CETO/HS CHAT IJIaBHBIE BHICIINE
JMOJDKHOCTHBIE JIMIIa TI0 BompocaM wuHpopManuoHHOW Oe3omacHoctu, [eitm  Tekkepe,
CHEIHMANBHBIA  IOPUCKOHCYIBT MO TEXHOJOTHYECKHM TMPECTYIUIEHUSIM Tpu [ eHepambHOM
npoKypope mrata Apu3oHa, ckazai, 94to UT-mupekTopa MOIKHEL «JTydIe padoTaTh, 3alluias
UHPPACTPYKTYPY CTpaHbl, - 3asBUI Tekkepes: Eciu BBl XOTUTE 3aIIMTUTH CBOM BEIIH OT JIFOJICH,
KOTOpBIE HE Pa3/IeIsIFOT BAIllM IIEHHOCTH, BaM HY)XHO paboTaTh Jiydiie. Bel TOKHBI ClIeNaTh 3TO
B COYETAaHWU C MPABOOXPAHUTEIHHBIMU OpraHaMH MO Bce cTpaHe ... Bam HyxkHBI Oonee
3 PEeKTUBHBIE CIIOCOOBI OOIIEHUS C OTPAcibl0 M TPaBOOXPAHUTEIBHBIMH OpraHamu. bymer
TOJIbKO Xyxke». [I[pokoMMeHTHpYIiTe JaHHOE BhICKa3bIBAaHUE?

2. Jlromu, KOTOpBIE CKJIOHHBI MPEICTABIATh HAHOOIBITYIO YIpo3y 0€30MacHOCTH — 3TO
JIFO/IM, KOTOPbIE UMEIOT HU3KYIO CAMOOIICHKY M CUJIBHO JKEJIal0T 0100pEHHUsI CBOUX CBEPCTHUKOB.
Jronn, xotopble yHensitoT Oonbllle BHUMAaHWS accolMalusM U Jpyk0e B OTHOLIEHUU
MOJJEP)KAHUSI CHCTEMbI I[[EHHOCTEH OpraHu3alud, MOTYT HAHECTH CEepPhE3HBIN yIiepo
6e3onacHocTH. [[pokOMMEHTHpYITE.

3.  VYnpaxseHwue.

4. Kakue cTpaHbl TUIUPYIOT B cepe CTaHIapTU3ALUN PUCK-MEHEIKMEHTa?



5. Yro takoe COSO?

6. CymecTByeT JIM €AWHBIA, 00S3aTENBHBIA Ui BCEX CTpaH CTaHAAPT YIPaBICHUS
prckamu (pupMBbI, paboTarolield Ha MeX/IyHapOAHOM phIHKE?

KonTposbnas padora

1. IlpoBectu wuccienoBaHHWEe, 4YTOObI BBUICHUTh, Kak KyJabTypa 0€30IaCHOCTH
pa3BUBAETCA U MOJIEPKUBACTCS B cpellax, He OcHOBaHHBIX Ha MT. Kak MOKHO u3BiIeYb YPOKU U3
9THUX peayn3aluil JUIsl pa3BUTHS U TOAJIEPKaHUs KyJIbTypsl 6e3onacHoctu UC?

2. [IlpencraBpre, uYTO BBl HEJABHO NOJNYYMIM JUIUIOM OakajgaBpa B OOJIAcTH
UH(POPMALMOHHBIX cUCTeM. XOTS Bbl IPOXOAMIN HECKOJIBKO KypCOB IO KHOEpOe3011acHOCTH B
cBOEM OakaiaBpHare, y BaC HET MPAKTUYECKOM MOJArOTOBKH IO JaHHOMY npenmety. Hapucyiite
OyTh AJs ceOs, 4ToObl Bbl OBUIM YCHELIHBIM CHeLualIucToM 10 Oe3zomacHoctu. Kakue
JIOTIOJTHUTEIILHBIE KYPCHI BB JJOJDKHBI MPOUTH? Ha Kakux cepTrduKaTax CTOUT COCPEAOTOUUTHCA?
Kaxoi1 myTh Bbl BUIUTE B CBOEH Kapbepe Ha CIEeAYIOIUNA 1eHb?

3. [IlpencraBpre, YTO COTPYIHUK Bamieil KOMIAHWM HAPYIIAET YCTaHOBICHHYIO
HOJUTUKY O€30I1aCHOCTH, B YaCTHOCTH, IOCEIasi HeXXenaTelbHble BeO-CaiiThl, coBeplIasi HOKYIIKU
B lHTepHETE BO BpeMs paboThI 1 Tak fanee. Kakue BHyTpeHHHE U BHEITHUE (PaKTOPHI MOTHBALIUN
BbI OBl OIIPEENININ, YTOOBI COTPYAHUK MPHUAEPKUBAIICS MPABUII IOJTUTUKH O€3011aCHOCTH?

4.3. OueHo4HbIe CPeACTBA AJIs1 IPOMEKYTOYHOM aTTeCTAlUu

4.3.1. llepeyeHb KOMIIETEHIUH ¢ YKa3aHUEM ITANOB UX ()OPMUPOBAHUS B IpoLecce
0CBOEHHUS 00pa30BaTeJIbHON MPOrpaMMbl

Kon HanmenoBanue Kon srana | HaumenoBanue Jrara
KOMIIETEHIIMY | KOMIIETEHIIUU OCBOCHHMS OCBOCHMSI KOMIIETEHIINH
KOMIICTEHIIHH
OIIK-1 Cnoco6HOCTh pemats | OIIK-1.1 CnocoOHOCTh  OIEHUBATH

CTaHJapTHbIE 3aauu YPOBEHb pa3BUTHS
npodeccuoHanbHOM UH(pOpMalOHHON u
JEATEIIBHOCTM  HAa  OCHOBE 6ubnuorpaduueckon
UH(POPMAIIMOHHOM 17§ KYJIBTYPBI u
6ubnorpaguueckoit KyabTypbl COJICHICTBOBATH
c MIPUMEHEHUEM obecreueHuno
UH(POPMAaIMOHHO- UH(POPMALIMOHHOM
KOMMYHHKAIIHOHHBIX 0e30macHOCTH
TEXHOJIOTM M C  y4EeTOM
OCHOBHBIX TpeGoBaHU I
nH(pOpMaLOHHON
0e30macHOCTH

4.3.2. Iloka3aTeqim U KPUTEPUM OLEHMBAHUS KOMIIETEHIUI HA Pa3jIMYHbIX 3TaNax HX
(¢popmupoBanusn

JTamn ocBoOeHus Iloxka3aTenb oLleHUBAHMA Kpurepuii oueHuBanus

KOMIIETCHIIUH

OIlK-1.1 OLICHMBAET YPOBEHb PAa3BUTHS | HA YPOBHE 3HAHMMA:
nH(pOpMaITMOHHON U | cOllep’)KaHUsl OCHOBHBIX TOHATHM B
Ooubmuorpaduveckoil KynbTyphbl; obacTu MH(POPMALIMOHHOM
OLICHUBAET yYpOBEHb | 6€30MacHOCTH;
BOBJICUEHHOCTH TpeOOBaHUII K OpraHM3aluu Tpolecca
3aMHTEPECOBAHHBIX  CTOPOH B | obecredyeHus 3auThl HHQOpMaLny;




mporecc obecrnieueHus
nH(pOpMaIMOHHOM 0€30MMacHOCTH

METOJIOB H  CpeIcTB  oOecredeHHs
nH(}OpMaIMOHHOM 0€3011aCHOCTH,
METOIOB HapyLICHUS
KOH(UACHIIMATBHOCTH, ILEIOCTHOCTH U
JOCTYITHOCTH UH(OPMAIIHH;

IPaBOBOTO obecrieueHust
nHpopMaMoHHO# Oe3omacHocTy B PO n
MEXTYHapOIHOM COOOIIECTBE;

OCHOB  0€30IIaCHOCTM  ONEpPALMOHHBIX
CHCTEM U KOMIIBIOTEPHBIX CETEH;
OCHOBHBIX TEXHHYECKUX U MPOTrPaMMHO-
anmapaTHbBIX CpencTB 3aIIUTHI
UHpOpMALIUN

HAa YPOBHE YMEHHUIi:

o0OecrieunBaTh  MPOLECC  YIIPaBJIECHUA
CHCTEMOI uH(pOpMaIIMOHHON
0e3011aCHOCTH KOMIIaHUH;
OOHapy)XuMBaTb ¥ OLIEHUBATH CJa0bIe
CTOPOHBI ~ CYIIECTBYIOIIEH  CUCTEMBI
3aIuThl HHQOPMALUH;

ONEpPAaTUBHO  pelIaTh  BO3HUKAIOIINE

POOIEMBI nH(DOpMaAITMOHHOM
0e30macHOCTH B nporecce
HEMPEPHIBHOTO (GYHKITMOHUPOBAHUS
OpTaHH3aIH;

IPOBOJIUTh AaHAJIM3 Yrpo3 HapyIIEHUS
WH(POPMAIIMOHHOM 06€30MacCHOCTH;
OIICHUBATh YPOBEHb Pa3BUTHS KYIbTYPHI
HH(POPMaIIMOHHOM 06€30MMacCHOCTH;
UCIIOJIb30BaTh OTEYECTBEHHbIE u
3apyOeKHBIE CTaHAApTHl B  00JACTH
KOMIIbIOTEPHOM  Oe30macHOCTH  JUis
MIPOEKTUPOBAHMS, pa3pabOTKU U OLIEHKU
3aLIUIEHHOCTH KOMIBIOTEPHBIX CUCTEM
HA YPOBHE HABLIKOB:

BBIMOJIHEHUSI TOJHOrO o0Bbema pabor,
CBSI3aAHHBIX C KOMIIJICKCHBIM
obecreyeHnemM MH(pOPMAIIMOHHOMN
0€30MacHOCT Ha OCHOBE W3YYEHHBIX
pOrpamMM U METOJIUK;

oOecrieyeHns: TpeOOBaHUN CTaHIAPTOB U
HOPMAaTHUBHBIX JIOKYMEHTOB,
perIaMeHTHPYIOITUX obecrieueHue
nH(OPMAIIMOHHON OE30MacCHOCTH;
o0ecnieyeHus  Mpolecca  MNPUHATHA
yIIPaBJIEHYECKOTO pereHus o
obecreueHunIo 3anuThl HHPOPMAIIHH;
BBIITOJIHCHUS OIICPATHBHOTO YITPABJICHU A

JeSITeTbHOCTHIO OpraHu3aIuii o
KOMILJIEKCHOMY o0ecreYeHnIo
nH(pOPMaITMOHHOMN 0€301acHOCTH

KOHKPCTHBIX ABTOMATU3HWPOBAHHBIX




CHCTEM Ha OCHOBE pa3pabOTaHHBIX
IPOrpaMM U METOJIUK

4.3.3. TunmoBble KOHTPOJIbHbIE 3aJaHUsl WJIHM HHbIe MaTepuajbl (THNOBBIE
OlleHOYHbIe MaTepUAJIbl), HEOOXOAUMBIE /IJIsl OLIEeHKH 3HAHWI, YMeHUil, HABBIKOB U (WJIN)
ONBITA 1eATETbHOCTH, XaPAKTEPU3YIOIIHX ITANbI JOPMUPOBAHHUS KOMIIETEHIIN B mpouecce
O0CBOEHHS 00pPa30BaTeIbHOI MPOrpaMMBbl

Tumnosslie BapuaHTHl OMIIETOB

Buier Nel
Ketic: Kubeparaka na Playstation Network.

B mae 2011 ronma xopmoparus Sony moJBepriiach Kubeparake, KOTOPOe 3aTpoHYJo 25
MUJUJTMOHOB KIIMEHTOB. ATaka Oblia coBepiueHa uepe3 Playstation Network. 3nmoymblnneHHIKH
u3-3a npenenoB CIIIA cMormu nmpoHUKHYTH B ceTh Sony Playstation Network n «ocBoGoauthy» 23
400 ¢unancosbix 3anuceit 3a 2007 roa. Kpome Toro, ObUTH MOXUIICHBI TOJIPOOHBIE OAHKOBCKHE
3anucu 10 700 xknuentoB u3 ['epmanuu, Mcnanuu, ABctpun u HunepnangoB. Sony cooOmiuia,
YTO HMMEHA, aJpeca, SJEKTPOHHBbIE MHCHbMA, NaThl POXKICHHS, HOMEpa TeledOHOB U JIpyras
HEeonmo3HaHHasT wuH(popManus ObBUIM YKpaaeHbl C YCTapeBIIEro cepBepa 0a3bl JTaHHBIX.
Ou3nYecKuM MECTOM aTaku ObUT JaTa-uieHTp Sony B Can-/luero. OTo Obuta BTOpas artaka 3a
HEZIeNo, U Sony He Morja HOHSTh, KaK OHA MOIJIa [IEPEKUTh BTOPYIO aTaKy 3a TaKOH KOPOTKHIA
nepuoa. Bo Bpemsi mepBoil araku YTBEP)KIAIOCh, YTO KHUOEP-3JI0YMBIINICHHUKU YKpalu
uHpopmanuio 6oee ueM 77 MIJUTMOHOB Tosb30BaTeneil Playstation.

Komnanust Sony Obiia aTakoBaHa MPECTYITHOW Xakepckoi opranuszanuent LulzSec. Mnes
B3JIOMa COCTOUT B TOM, YTOOBI 3aCTaBUTh NMPUIOKEHHE HENPEeIHAMEPEHHO 3amyckath koa SQL.
Ecnn npuiioxeHne 1o HesHaHMIo co3aeT cTpoku SQL Ha sieTy, a 3aTeM BBIIIOJIHAET 9TH CTPOKH,
BO3HUKAIOT HEKOTOpble MHTEpecHble pe3ynbTarhl. llpeamonaras, yro xakep LulzSec nmen
HEKOTOpBIE NPeIBApUTEIbHbIE 3HAHUS O IPUIIOKEHUU U TOCTYIIE K HICXOTHOMY KOJTy, Y HETO ObLIO
OBl IPEJCTaBIEHNE O TOM, HACKOJIbKO yHUBepcanbHbIM Oyner SQL-cepBep nis Takoi KpynHOM
Kopropanuu, kak Sony (Unixwiz). Microsoft SQL Sen e crana cuctemoii ympapieHus 6a3zamu
nanHbix (CYBJl) mns mpennpusitvii, KOTopbIM Tpedyercss rHOkuil Habop QyHKumii mo Goiee
HU3Koll nene, yem npyrue CYB/I. B mo6oii KpynmHOW KOpHIOpanmuy MOXXKHO C YBEPEHHOCTHIO
npeanonoxutb, uro CYBJ] SQL Server nHaxomgutcs B QoHOBOW 0a3e maHHbBIX. Eciam
NOTEHIMATIBHBIN XaKep 3aMHTEpecoBaH B oOHapykeHUM 6a3bl JaHHBIX SQL, Bce, 4TO eif Hy)XHO
cienaTh, 3TO TMOKOMaThcs B cucteme. Bo Bpems mpocmotrpa; Beb-ctpanuna kopropanuw,
NpOBEPhTE CTPAHUILy BXOJAA B CHCTEMY JUIS TpaauIMOHHOW (hopmbl usemame-and-password, a
TaK)K€ CChUIKY JUIsl OTIIPAaBKM MHE IO 3JIEKTPOHHOM MmouTe. DTO MOMKET OKa3aThbCsl BPEIHBIM U
IIPUBECTHU K Kpaxy Bceil cuctemsl. [Ipu BBOJIE afapeca 31eKTPOHHOM MOYTHI CUCTEMA ITPEIIOIIAracT
MOMCK ajJjpeca 3JIEKTPOHHOM MouThl B 0a3e JaHHBIX MOJIb30BaTENIeH U OTBEYAET, OTHPABIISA UTO-
a10o 1o 3ToMy azapecy. Tak Kak ajapec 3JIeKTpOHHOW MOYTHl HE HalEeH, OH HE MOXET HUYEro
oTrnpaBisATh. [Ipobiema ¢ ceTpio Sony B TOM, YTO y HUX He OblTa HacTpoeHa 3ammura oT SQL-
UHBEKUMH Ui TOpeloTBpalleHuss BTopoi artaku. Ataku SQL-BHeIpeHus HUCHONb3YIOT
BPEIOHOCHBIN KOJI, BCTABIIEHHBIN B CTPOKHU, KOTOPBIE 3aTeM nepeaarorcs sx3emiunsipy SQL Server
JUIS aHAJIM3a W BbIMONHEHUs. JtoOble mpoleaypbl, KOTOPBIM Pa3pelieHo co3JaBaTh ONepaTopbl
SQL, cnexyer mpoBepsATh Ha HAJIMYME YSA3BUMOCTEH BHEApeHUs, MOCKoJdbKy SQL Server He
HACTOJIBKO YMEH U OyJIeT BBIMOIHATH JIF0OObIe CHHTAKCUUECKH JIOIYCTUMBIE 3alIPOCHl, KOTOPbIE OH
nosyyaeT. ONBITHBIM M PEHIMTENbHBIM  3JIOYMBIIUIEHHUK  MOXET  MAaHUITYJIHPOBATh
napaMeTpU30BaHHBIMU JAHHBIMU.

HoBrie BbI30BBI 0€30maCHOCTH COBPEMEHHOro OW3Heca JeNaloT TPaJAWLUOHHBIE CXEMBbI
0€30MaCHOCTH HEYMECTHBIMH. MHOTHE apXUTEKTYpbl 0€30MacHOCTH CHPOCKTHPOBAHBI C
HCIIOJIb30BAaHUEM IMIPaBWJI, OPHUEHTUPOBAHHBIX HAa MEPUMETP, U HE HMEIOT BCEOOHEMITIOLIUX
napaMeTpoB BHYTPEHHETO KOHTPOJIA. BONBIIMHCTBO OpraHu3aiuil, 3aBUCSIIUX OT TEXHOJOTUU



0e30macHOCTH  OpaHAMayspa, MOTYT pa3[BUHYTb TIPaHUIBl M IONPOCUTh MEXAHU3MBbI
0e30MmacHOCTH cenarh 0ojblie, 4eM ObUIo 3amymano. CTapble HaOOPBI MpaBWII OpaHaMayIpa
coJepkKar TabJUIbl, KOTOPbIE OCTAIOTCSI HEM3MEHHBIMU TOJlaMU. DTO MOXKET ObITh U3BECTHBIM
HEIOCTaTKOM, KOrja HaO0Opsl NpaBWil OpaHAMaydpa HE COOTBETCTBYIOT COBPEMEHHBIM
TpeOoBaHUAM OM3HEca U HE 00ECIIeUnBAIOT HAUIeXkKallel 3aluThl KpUTUYECKH BaXKHBIX aKTHBOB.
OxHMM W3 TEpBBIX MIaroB IO 3aIIMTE CETH SBIACTCS TIyOOKas MepecTporKa IOJIUTHKA
CerMeHTaluu KoprnopaTuBHOM cetu. [lonnTika peannsyercs Ui ONUCAHUS TOTO, KAKUE OTAEIbI,
NPUIIOKEHNUS, MOJIENIb CEPBUCA U aKTUBBI JOJDKHBI HAXOJUTHCS B OTJCIBHBIX ceTsX. CerMeHTanus
CEeTH MIOMOXKET 00€CIIeYUTh CACPKHUBAHNUE TOTEHIUAIBHBIX YIPO3 ¢ MUHUMAaJIbHBIM BO3JIefiCTBHEM
Ha KOPIIOPAaTUBHYIO CE€Th. Y UPEKAECHUS 10 CTAHAAPTU3ALMNH, Takue Kak HanmoHanpHbI HHCTUTYT
CTaHJAPTOB M TEXHOJOI'MMH, TOAYEPKUBAIOT BaXXHOCTh CETMEHTALIUN CETH, HO HE COOTBETCTBYIOT
TpeboBanusM. KomuTeTsl 1Mo cTaHAapTaM IMOAYEPKHUBAIOT HOBBIE PYKOBOJSIIME IMPHHLUIIHL,
COIVIACHO KOTOPBIM HOTEHIMAJl COOTBETCTBUS MOXET OBbITh 3HAYMTEIbHO YMEHBIIEH IyTeM
pa3MeIneHnsl BCeX CBS3aHHBIX aKTHBOB B OAHOM cerMeHTe. CerMeHTanusi CeTH - 3TO 3[PaBbIi
CMBICJI HAa COBPEMEHHOM DBIHKE, a TaKkXe OJHO M3 caMbIX 3(PQEKTUBHBIX U SKOHOMHUYHBIX
orpaHvueHui as BHeApeHus. Bo3Bpar nuBectunuii B peanuzanuto (ROI) makcumusupyercs ¢
MHUHHMaJIbHBIMH 3aTpaTaMu.

Bomnpocsr:

1. Kak Takue kommnaHuu, Kak Sony, JOJDKHBI 3allIMIATh CBOIO penytanuto? B yactHOCTH,
B IOcJieIHAE Toabl Yy Sony Obuta mioxas npecca. [locne napymenust PlayStation Sony Takxke
CTOJIKHYJIaCh ¢ HapylleHueM nocie Bbixojaa ¢unbma «MuTepBbio» B 2015 rony. Pazpabotaiite
CTpATETHIO 3AIIUTHI PEITYTALMH IT0CIIE HAPYIICHUSI.

2. BpickaxuTe cBO€ MHEHHME O TOM, HACKOJIBKO XOpOoLIo Sony paspelinia MHIMICHT C
kuOepOe3onacHOCThl0. YuMThIBas, 4To HapymeHue Sony PlayStation neficTBUTENBbHO HMENO
MECTO, KaKHe IIark 1o oopaboTKe MHIUAEHTOB JOJKHBI ObUIN OBITh BHITOJIHEHBI?

3. CpaBHHTE H CONIOCTaBbTE HAPYIICHUE Sony C IPYTUM HapyIIEHHUEM TI0 BallieMy BEIOOpY.
[TpoxoMMeHTHpY#TE, Kak OblIT 00paboTaHbl JBa HapyuieHus. OnpeaenuTe CX0ICTBa U Pa3Iuyus.

Buaer Ne2
Ketic: [IpoGnemMbl 11eTOCTHOCTH MPOLIECCOB U TAHHBIX B CUCTEME IUIAHUPOBAHUS

C 2014 rona /lemapraMeHT 1o JienaM BETEPAHOB IOCTOSHHO NPOBEPSETCSA HA MPEIMET
CKaHJaJla, CBSI3aHHOTO C YBEJIMYEHUEM BPEMEHHU OXHUJAHUS MAlMEHTOB U ¢anbcudukanueil B
00JbHUIIAX U KJIIMHUKAX 10 BCel cTpaHe. PaHeHble BeTepaHbl COOOIIMIIN, YTO HE MOTJIU MOJIy4aTh
KPUTHYECKYIO ITOMOIIb B TEYEHHE HECKOJIBKUX MECSIIEB M3-3a YPE3MEPHOTO WJIM HEMPABUIIBHOTO
rwianupoBanus. [log nmpuctaneHeIM BHUMaHueM JlenapTaMeHTa B HacTosIee BpeMs 00CyxaaeT
BOIPOC O TOM, BHEIPATH JHU JOMALIHIOI MPOTPAMMHYIO CHCTEMY WM MPHOOPECTH TOTOBOE
peurenue, nocrasisieMoe Epic Systems Corporation.

noapazaenenue Jlemapramenta cocrout u3 16 000 corpymnmkoB, kotopsie Ha 50%
SBIISIIOTCSL TIOCTOSSHHBIMU paOoTHuKaMu U 50% HaemHbIMH paboTHHKamu. ITocne oOBHUHEHMIA
noapasaenenne OI&T npusHano, 4T0 OHU NBITATMCH 3aMEHUTH cTapyro cucremy ¢ 2000 roxa, HO
u3-3a nmpo6enoB B U T-HaBbIKax B OT/AEIEe UM MPHUILIOCH 00paTUTh BHUMAaHKUE Ha UCIOJIb30BAHUE
KOMMEPUYECKOT0 MPOAYKTa BMECTO pa3pabOTKH MpuiiokeHus. Heynaunas peanmzanusi 3aMeHbI
cTapoil cucteMbl obonuiack B 127 MHUIMOHOB JOJJIapOB, JI€HBIH, KOTOpBIE MOCTYHAIOT OT
HaJIOroIiaTeabIuKoB. KpoMe Toro, NMpoKo pacrpocTpaHEHO MHEHUE O TOM, YTO CIIOCOOHOCTD
YBOJBHATHh U HAHUMATh COTPYAHUKOB B (eiepaIbHOM MPABUTEIBCTBE CIMIIKOM HETHOKasi, 4To
MO3BOJISIET HEMOTHBUPOBAHHBIM U HEYIOBJIETBOPUTEIBHBIM.

[Tockonbky mpobiema, OT KOTOpoW cTpagaer JlemapraMeHT, CBsfi3aHa HE TOJBKO C
MH(POPMALMOHHBIMH TEXHOJIOTUAMH, HO M C ILEJbI0 JIOCTH)KEHUS OW3HEc-lesiel, areHTCTBO
HOJYYUT BBITOAY OT PEKOMEHJAIUI MO CTPAaTern4ecKoMY IUIAHMPOBAHUIO MH(POPMALMOHHBIX
cucreM. Takoe IIaHUPOBaHHE MIOMOXKET areHTCTBY O0ECIIEUUTh aJeKBaTHOE PELIEHHE MPpodiieM,
CBSI3aHHBIX C IPOLIECCOM U LIEJIOCTHOCTBIO AaHHBIX. HeocTaTku B cUCTEME IUIaHUPOBAHUSI MOTYT
CTaTh CEpPhE3HOU MpoOIeMOil KnOepOe30macHOCTH. ITO TMOTOMY, UYTO HAPYIIEHHBIC MPOIECCHI



ABJISIFOTCA CPEICTBOM, C IOMOIIBIO KOTOPOTO 3J0YMBIIUIEHHUKH SKCIUTyaTUPYIOT CHCTEMBI.
Hexotopsie cooOpakeHust yrnpaBiaeHUst MOTYT OBITh:

1. TexHnuecKHe CTPATETUH pPEaTU3aALMK B COYETAHUH C BO3BPATOM MHBECTULINN ar€HTCTBA.

2. VupnuBunyanbHblE HABBIKM COTPYAHMKOB M IPOrpaMMbl OOydyeHUs Hapsay c
OpPraHM3aI[MOHHBIM IPOIIECCOM, OIpenesieMbiM pabodyuMM MPOLECCaMU  IPOrPaMMHOTO
oOecrieyeHus.

3. HoBble MeTO bl yrpaBieHuUsl IPOEKTaMu 1 THOKOI pa3paboTKHu.

4. HoBoe pyKOBOACTBO, KOTOPOE CO3AA€T BO3MOKHOCTH JUIsl YJIYYILEHHUS KYJIbTYPHBIX U
OpraHU3aIMOHHBIX ()OPM U YCTOSIBIIUXCS IPEICTABICHUN.

5. CoumanbHas OTBETCTBEHHOCTH IEPE]] 3aUHTEPECOBAHHBIMU CTOPOHAMU.

[lepen otnenom nHGOPMaIIMOHHBIX TEXHOJIOTHH JenapraMmenTa BcTasia TpyAHas 3a/1a4a —
3aMEHBI IIIUPOKO UCMOJIb3YEMOM KII0OUEBOU ONEPALlMOHHON CUCTEMBI. M3-3a KpUTUYECKH BAXKHOTO
xapaktepa paboTsl 00JILHUYHON CHUCTEMBI, paboTatolieil 24 yaca 7 qHel B HEAeN0, OHU HE CMOTYT
MO3BOJIMTH ce0€ HUKAKOTO BPEMEHHU WJIHM 33Jep)KKH BO BpeMs JII0OOOTo Tepexojaa Ha HOBYIO
cuctemy. [lockonbky cucteMa Obliia MOCTPOEHA MHOTO JIET Ha3a 1, MOSBUIUCH HOBBIE TEXHOJIOTUH,
NOJIMTUKU U Ou3Hec-11esu. bbuio Obl TPYAHO JaXke clienaTh MOCTENEHHbIE YIYUIIEeHHUs] B CUCTEME
VI TIOJTHOCTBIO 3aMEHUTh CUCTEMY, 00ecrieurnBasi TP ATOM YAOBIETBOPEHUE BCEX TOTPEOHOCTEH
HECKOJIbKUX OOJIbHUI], OOJIEHUYHBIX OTAEICHWH W 3aMHTEPECOBAHHBIX CTOPOH. OTCyTCTBHUE
CIIOCOOHOCTH pa3beAUHATh CUCTEMY M IMOCTEINEHHO YIYy4YIlaTh MEHbIINE MOPIUH 3a OJUH pPa3
CO3/1a€T OTPOMHYIO 3ajauy.

VBenuueHue Harpy3kd Ha NALUMEHTOB M OKHUJIAHUW MEHEI)KMEHTa B COYETaHUU C
MUHHMAaJIbHBIM (DMHAHCUPOBAHHEM M YCTAapeBIIEH MPOrpaMMHON MHPPACTPYKTYpOil — BCE 3TO
BBI3BAJIO CKaHJan ¢ pacnucanueM B 2014 roxy. OgHako ¢ Tex mop JlemapaMeHT npeanpuHsi
3HAUUTENbHBIE YCWIHS MOCPEIACTBOM 3HAYUTENbHBIX JACUCTBUH TO pPeGOpMHUPOBAHUIO IS
yAYYIIEHUS. U peIIeHus 3TUX MpobsieM. XOTs OCBEIIEHHUE JieNa YK€ JOCTHUIVIO KYJIbMHHALUU B
CpelCTBaX MaccoBOM MH(OpMAaIINY, B HACTOSIIEE BpeMs Bee ellle 00CyXKIaeTcsl, Kak peaan30BaTh
HOBOE pEIICHNE Ul UX 3a/1a4 IUIAHUPOBAHMS U JAHHBIX CUCTEMbI MEIUIMHCKUX KapT. C HOBBIM
PYKOBOJCTBOM M MOJEPXKKOM JnaepoB Hamie crtpansl B KoHrpecce u mpesujeHte Oyner
MHTEPECHO MOCMOTPETh, CMOXKET JIM JlemapTaMeHT NPUHATh PELIEHUE O METOJE PEATU3aLUU.
HecMmotpss Ha TO, 4YTO MiIaHUpOBAaHWE W peanu3alys MPOeKTa MPOrpaMMHOro obecredeHust
IIPOJOJDKAIIMCH B TEUEHUE MHOTHX JIET, CEYac HET JIyUIIero BpEMEHU ISl BHEIPEHMSI HABBIKOB U
HABBIKOB IJIAHUPOBAHUS CTPATErMUECKUX MHPOPMAIIMOHHBIX CUCTEM.

Bormpocst

1.V JlenapramenTta ObU10 HECKOJIBKO ITpobsieM. HekoTopslie Oblu cBsI3aHbI ¢ IpobiieMaMu
MEHEKMEHTa, B TO BpeMs KaK JIpyrue ObLTU CBA3aHbI C JAHHBIMU M UCTIOJIb3yEMBbIMU CUCTEMAMU.
[TpemoxkuTe, Kak pemuTh KOKAYIO U3 Tpo0ieM?

2. BolsicHUTE MOCIIEACTBUS BOBMOKHBIX YIp03 0€3011aCHOCTH, BO3HUKAIOIIUX B PE3YJIbTaTe
«HapyLIEHHBIX MPOIECCOB)» B ar€HTCTBE.

3. Ecnu ObI Bac MpUIJIaCHIIM B Ka4E€CTBE KOHCYJIbTaHTA MO KHOepOe301MacHOCTH, KaK Obl BB
MOCTYIHIIN C pelIeHreM rnpooiem?

Ikana oueHNBaHUA

Onenka TpeboBaHusl K 3HAHUSIM

«3aYTCHOY OreHKa «3a4TEHOY BBICTABIISCTCS, €CITU CTYACHT IEMOHCTPHUPYET:
3HAHUE!
COJCp)KaHUSI OCHOBHBIX TIOHATHA B oOsacT HWH()OpMAIMOHHON
0€30I1aCHOCTH,
TpeOOBaHWII K OpraHu3aliy Mporecca OOCCIEUYCHHS  3alllUThl
nH(pOpMaINH;
METOJIOB M CPEACTB obecnieueHnsi HHPOPMAIIMOHHON 0€301aCHOCTH,




METOZOB  HapylmeHHs  KOH(PHUACHIMAIbHOCTH,  IEIOCTHOCTH U
JOCTYIHOCTH UH(OPMAIIHH;

mpaBoBOro obOecmeueHus: uHpopmanuoHHON Oe3omacHocT B PO u
MEXIYHapOIHOM COOOIIECTBE;

OCHOB 0€30MaCHOCTH ONEPAIIMOHHBIX CUCTEM U KOMITBIOTEPHBIX CETEH;
OCHOBHBIX TEXHHYECKMX M MPOTrPaMMHO-ANMApPaTHBIX CPEACTB 3alUTHI
uHpOpMaIU

yMeHHe:

obOecrieunBaTh TPOIECC YIPABICHUS CHCTEMON WHGOPMAIMOHHON
0€30MMacHOCTH KOMITaHUU;

OoOHapy>KUBaTh U OLICHUBAThH CIa0ble CTOPOHBI CYIIECTBYIONIEH CUCTEMBI
3a1uThl HH(GOpPMaLUY;

ONEpPAaTUBHO pemaTh BO3HUKAIONIME NpoOIeMbl HH(POPMAITMOHHON
0e30MacHOCTH B  MpOILIECCE  HEMPEPHIBHOTO  (DYHKIMOHHPOBAHUS
OpTaHu3aINH;

MIPOBOJNTH aHAJIHN3 YIPO3 HApYIIEHHs] HHPOPMAIIMOHHOM 0€301aCHOCTH;
OLICHUBATh  YPOBEHb  PAa3BUTUS  KYJAbTYPbl  HH()OPMAIMOHHON
0€e30I1acHOCTH,

HCIOJIb30BaTh OTEUECTBEHHBIE U 3apyOexHble CTaHAApThl B 00JacTH
KOMIIBIOTEpHOU 0€30IaCHOCTH JUIsl IPOEKTUPOBaHUs, pa3pabOTKu U
OLICHKH 3aIIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM

HABBIKH:

BBITIOJTHEHUSI TOJHOTO 00beMa paloT, CBS3aHHBIX C KOMIUIEKCHBIM
obecrieueHreM MHHOPMAITMOHHOM O€30MaCHOCTH HAa OCHOBE M3YYCHHBIX
MPOrpaMM U METOJIUK;

obecriedeHns TpeOOBaHUI CTAaHNAPTOB M HOPMATHBHBIX JIOKYMEHTOB,
perimaMeHTHpYoIUX odecreyeHre HHPOPMALMOHHOM 0€301MacHOCTH;
obecriedeHns Tpolecca NPUHSATHS YIPABICHYECKOTO PpEIIeHUs T10
00€eCTeYeHN IO 3aIUThl HH(OPMAILIUH;

BBITIOJIHEHUS ONIEPATHBHOTO YIIPABJICHUS ACATEIHHOCTBIO OpraHu3aui
110 KOMIUIEKCHOMY oOecneueHnIo MH(POpMaIMOHHON 6e30MacHOCTH
KOHKPETHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM Ha OCHOBE pa3pabOTaHHBIX
MIPOrPaMM U METOIMK

«HC 3a4YTCHO»

OneHka «He 3auTeHO» BBICTABISIETCS CTYJIEHTY, KOTOPBIH HE 3HaeT
3HAYUTENbHOM  4YacTM  NPOrpaMMHOrO0  Marepuana,  JIOIyCKaeT
CYLIECTBEHHbIE ONIMOKH, HEYBEPEHHO, C OOJBIIMMH 3aTPyJHEHHUSIMHU
BBINOJIHSAET pakTudyeckue padoThl. Kak mpaBuiio, oneHKa «He 3a4TeHO»
CTaBUTCS CTYJIEHTaM, KOTOpPbIE HE MOTYT MPOJOIKHTH OOyueHue Oe3
JIOTIOJTHUTEIIBHBIX 3aHATHIA 10 COOTBETCTBYIONIEH TUCIUILIIHHE.

44  MeTtoauueckue MaTepualbl, ONpeaesiiOlie MNPOUEAYPbl OLEHUBAHUS
3HAHMH, YMEHHH, HABBIKOB U (WJIH) ONBITA JAeSTEJbHOCTH, XapaKTEePU3YIIIMX 3TaIbI
(popMupoBanus KomMneTeHIHH

CTyneHT [OJDKEH BBIIOJHUTh BCE 3aJaHUS M MEPONPUSITHUS, IPEITyCMOTPEHHBIE
OporpaMMOil TUCHMIUIMHBEI (10 ¢dopMaM TEeKylIero KOHTpois). B ciyuae Hanuuus ydeOGHOM

3aJ0JI2KEHHOCTH

CTYACHT OTpa6aTBIBaCT INPONMYIICHHBIC 3aHATUA B COOTBETCTBUU C

TpeboBanusiMU. OIEHKA CTYIEHTa HOCUT KOMIUICKCHBIN XapaKTep U OMpeAeseTCs:

- OTBCTOM Ha 3a4CTC,

- y4eOHBIMU JOCTHKCHHUSIMHI B CEMECTPOBBII MIEPUO/I.

3adeT MpOBOAMTCS B MUCBMEHHOW U YCTHOU (hopMe pelieHrneM Keiica.



Ha Beimmonnenue cryaenty orBoautcs 90 munyT. [locne moOAroToBKH CTYIEHT CIAeT
MPEroAaBaTeio 3aJaHue B yCTHOW ¢dopMe B opMmaTe «3amuThl», T.€. apryMEHTHPOBAHHOTO
OTCTaMBaHUSA M JIOKa3aTeJIbCTBA CBOETO PEIICHUS IMPEUIOKEHHOTO Keiica. B cBoro ouepenp,
Hpenoz[aBaTenb BnpaBe OCHapI/IBaTB ITO3UIINIO CTy,HeHTa, HpI/IBOIISI CO6CTB€HHBI€ apI‘YMeHTBI 158
3a/1aBasi psAJl HABOSIIMX BOMPOCHL. 1o MTOTy, COTJacHO MPEIOKEHHBIM KPUTEPHSAM OIICHKH,
IpenojaBaTesb BbICTAaBISAET COOTBETCTBYIOIUN Oain. CTyJEHT BIpaBe OCIHOPUTH MOIYYEHHYIO
OIICHKY ITOocJIe 3aueTa. Pe3ynbpTaT paboThl 03ByunBaeTCs Cpa3y Mo 3aBEPIICHUIO TPOBEPKHU padOTHI
u onpoca cTyjeHTa. OueHkKa «He 3a4TeHO» MPOCTABJISETCS TOJIBKO B BEJJOMOCTH.

Cnaua 3aueTa 100aBIsIeT K HAOpaHHOMY KOJIMYECTBY OailioB He Oonee 20.
Kpurepuu onenku

KonnuectBo TpeboBanus
OayI0B
20-15 BricTaBnsiercs CTyIeHTY, MOJIHOCThIO OCBOMBIIEMY MaTepyai IUCIUTIIMHbI

B COOTBETCTBHHM C y4eOHOW mporpamMMoii, BKJIOYas BOIPOCHI,
paccMaTpuBaeMble B PEKOMEHJOBAHHOM IIPOrpaMMOM JOIOJIHUTEIBHON
CIPaBOYHO-HOPMATUBHOM M HAayYHO-TEXHUYECKON JIUTEPaTyphl, CBOOOIHO
BJIAJICIOIIEMY OCHOBHBIMHU IOHATHUSAMHU TUCHMIUIMHBL. TpebOyercs monHoe
ITOHUMAaHHE U YETKOCTb U3JI0KEHUS OTBETOB IO IPEI0KEHHOMY BOIIPOCY U
JIOTIOJIHUTEIIbHBIM BOIIPOCAM, 3aIaHHBIM 9K3aMEHATOPOM.

14-10 3aciayXuBaeT CTYIEHT, OTBETHBIIMN TIIOJHOCTBIO M 0€3 OmuOOK Ha
IIPEJIOKEHHBIE BONPOCHI M TIOKAa3aBLIMK 3HAHUS OCHOBHBIX IIOHSATUHI
JUCLHUIUIMHBL B COOTBETCTBMM C 0OSI3aTE€NIBHOM IporpaMMoil Kypca u
PEKOMEHI0BAHHON OCHOBHOMU JIMTEPATYPOH.

9-5 JlaH HeAOCTATOYHO MOJIHBIA U HEAOCTATOYHO Pa3BEPHYTHIN OTBET. Jlornka u
MIOCTIeI0BATEIbHOCTD M3JI0KEHUS UMEIOT HapylleHus. JlomyieHsl ommoKu
B PACKPBITHUM MOHATHH, ynoTpeOiieHnn TepMuHOB. CTyAEHT HE CIOCOOeH
CaMOCTOSITENILHO BBIACIUTD CYIIECTBEHHBIE U HECYIIIECTBEHHBIE IPU3HAKU U
MIPUINHHO-CIIEACTBEHHBIE CBs3U. PeueBoe oopmiieHre TpedyeT MonpaBok,
KOPPEKILHH.

4-0 JlaH HenoJHBIM OTBET TEME BOINPOCA C CYIIECTBEHHBIMHM OIIMOKaMU B
omnpenenenusx. IlpucyrctBytor ¢parmeHTapHocTb. CTyIeHT HE OCO3HAeT
CBS3b JAHHOTO TIOHSTHS, TEOPUM, SBICHHUS C JPYTUMHU OOBEKTaMH
JUCHUIUINHBEL. OTCYTCTBYIOT BBIBOJBI, KOHKPETH3ALUA U JTOKA3aTENbHOCTh
n3noxkeHus. Peub HerpamotHas. JlononHUTEIbHBIE U YTOUHSIOIINE BOTIPOCHI
MIpenojaBaTelis He IPUBOAST K KOPPEKIIMHU OTBETa CTY/ICHTA.

CocTaB 0a/L1IbHO-PEHTUHIOBOI OLIEHKH

Ne KOHTPOJIBHOM TOYKH Bunsl koHTpOIIA MakcumanbHOE 3Ha4E€HHE B
Oamnax

1 Pemenwne keiica 6

2 KonTponbHast pabota 5

3 Perienue 3amau 4

4 Pemenue keiica 6

5 Pemenue 3amay 4

6 Pemmenne keiica 6

7 Pemenue 3amau 4

8 KonrtposnbHas pabora B
AKTUBHOCTb Ha JICKIIMOHHBIX 3aHATHUSX (OIPOC) 10
VYyacTue B AUCKYCCHUAX (Kaxaasi TUCKYCCHS OIICHHUBAETCS B 30

10 6annoB)
CyMMa 6ajioB 10 UTOTaM TEKYIIETO KOHTPOJIS 80




Pe3ynbTar IpOMEXyTOUHOM aTTecTaluu 20
Htoro 100

Onpoc
B xoxe tekyiiel arTecTaliu MpoBEPsIETCS 3HAHUE 00YYAIOIMMUCS OCHOBHBIX TMOHATHUIA
Mo TeMe, HeOOXOIMMBIX [UIsl JajbHEHIIero OCBOGHMS JUCHUIUIMHBL. [l  cTyneHTa
IIPEIOCTABIISAETCS BO3MOXKHOCTh IPOJEMOHCTPUPOBATh 3HAHUE HW3YYEHHOIO MaTepuaiga cC
UCIOJIb30BaHUEM MPOodeCCHOHATBHON JIEKCUKU U TEPMUHOJIOTUH.
Kpurepuu oneHku

KonnuectBo TpeboBanus
OaJI0B
10-8 OtBeuass Ha TMOCTaBJICHHBIE BOIPOCHI, CTYAEHT MPOJAEMOHCTPUPOBAI

cBOOO/IHOE BJIa/ICHUE OCHOBHBIMU MOHATHSMH U MaTEpUaIOM JIUCHUILIUHBI
B COOTBETCTBUU C yueOHOI mporpammoii. TpebyeTcs moinHoe NOHUMaHuEe U
YETKOCTh  M3JIOKEHHUS OTBETOB IO MPEUIOKEHHOMY BOIpPOCY U
JIONIOJIHUTEIbHBIM BOIIPOCAM, 33/1aHHBIM IIPENOIaBaTEIIEM.

7-5 3acimyKMBaeT CTYICHT, OTBETHBIIMN TIOJHOCTRIO M 0€3 omuboK Ha
IIPE/UIOKEHHBIE BOIPOCHl M IOKa3aBIIMK 3HAHUS OCHOBHBIX IOHSATHIM
JTMCIUIUIAHBI B COOTBETCTBUH C 00s3aTEIILHON MPOTPaMMON JTHCIUTITAHBIL.
OnHaKO CTYIEHT MOKET KOHKPETU3HpPOBaTh 000OILICHHbIE 3HAHUS, JJOKa3aB
Ha [IPUMepax X OCHOBHBIE [TOJIOKEHHUS TOJIHKO C IOMOIIBIO IPETIOAABATEIIS.
4-2 JlaH HEeAOCTaTOYHO TMOJIHBIM, NPEACTABIAIOIIUNA COOOH pa3po3HEHHbIE
3HAHUA 110 TEME BOIIPOCA C CYIIECTBEHHBIMHM OLIMOKaMH B OIPEJEICHUSIX.
[IpucyTcTBYIOT (hPparMeHTapHOCTb, HEIOTHUYHOCTh U3JI0KEHUs. JlomyIieHbl
OLIMOKN B PACKPBITUU MOHATHH, ynoTpeOieHnn TepMuHOB. CTyHEHT He
CMOCOOEH CaMOCTOSITENIbHO BBIACITUTH CYIIECTBEHHbIE M HECYILECTBEHHbIE
MIPU3HAKU U IPUYNHHO-CJIEICTBEHHBIE CBS3H.

1-0 BricTaBnsiercs CTyIeHTY IpPHU HEMOJHOM OTBETE WU OTCYTCTBHUU OTBETA,
HMMEIOIIETO OTHOLIEHUE K Bompocy. CTyAEHT HE OCO3HAET CBS3b JAHHOTO
MOHATHUS, TEOPUH, SBJICHUS C JPYTUMH OOBEKTaMH JIHUCIUTUIAHBI.
OTCYTCTBYIOT BBIBO/Ibl, KOHKPETH3ALMSI U JI0KA3aTEJIbHOCTh U3JI0KEHUSI.

Juckyccust
MeTOI[ JAUCKYCCHHU OCHOBAH Ha oOMeHe MHEHUSIMHA MCXKAY NpeIoaaBaTeJIiEM U CTYJCHTAMMU.
Bricka3piBaeMble MHEHHMS OTPaKalOT COOCTBEHHBIE B3IJIAJbl YYACTHUKOB JUCKYCCHUH HIIU
OIMUPAKOTCA HAa MHCHUSA APYIrUX JIUIIL. L[em, AUCKYCCHUHU — JOCTHUKCHUEC onpeﬂeneHHoﬁ CTCIICHU
COTJIacusl €€ Y4aCTHUKOB OTHOCUTEIBHO JUCKYTUPYEMOIO TE3UCA.
HI/ICKyCCI/IH JOJDDKHA UMETh:

®  TeMmy,

®  [IpEIMET,

®  HaIMYHUE OOIIMX UCXOHBIX MO3UIIMA CTOPOH,
®  XapakTepHas MaHepa BEAECHUS TUCKYCCHUH,

[ ]

FOTOBHOCTb YUYAaCTHUKOB YCJIBIIIATh MMO3UIIUN U MHEHUSI IPYTHX.
Kputepun onieHKH

Konuuectso .
TpeGoBanus Kpurepnii
0au1oB
2,0 Benenue TUCKycCMU B paMKax OOBSBICHHOW TEMBI;
BHJICHHE CYTH ITPOOJIEMBI.
1,5 OTKJIOHEHHE OT TeMbl IO NPUYMHE HHOM TpakToBKH| Buaenue mpobiembl
CYTH MPOOJIEMBI.
1,0 OTKJIOHEHHE OT TE€Mbl IO IPUYMHE OTCYTCTBHSI CYTH




POOJIEMBI.

0,5

HamepenHnas moamMeHa TEMbl JUCKYCCUHU IO MPUYUHE
HECIIOCOOHOCTH ~ BECTH  JUCKYCCHIO B paMKax
[peIJI0KEHHOU TPOOIIEMBI.

[lepeckakuBaHue ¢ TEMBI HA TEMY, OTCYTCTBUE BCSIKOTO
[MOHMMAaHHUS CYTU MIPOOJIEMBI.

2,0

15

1,0

0,5

Tounasi, uerTkas (OPMYJIMpOBKA apryMeHTOB U
KOHTPAPTyMEHTOB, YMEHHE OTHCIUTH (aKThl OT
CYOBCKTHBHBIX MHEHHM, HCIOJb30BAaHHE IPUMEPOB,
[OITBEP>KAAIOIINX MO3UIUIO CTOPOH.

JlomyIeHbl JIOTHYEeCKUE OLIMOKKM B TPEIbIBICHUN
HEKOTOPBIX apryMEHTOB MM KOHTPApryMEHTOB WIIU
peo0JIaIaloT CyObEKTUBHBIC JOBOBI HAJI JIOTHUECKON
apryMeHTaluel WM HE WCIOIb30BaHBl IPHUMEPHI,
[10/ITBEPIKAAIOIINE TO3UIIUI0 CTOPOHBI.

OmmbOkn B MNPEeObsSBICHUM  apryMEHTOB U
KOHTPAPT'yMEHTOB CBSI3aHHBIC C HApPYIICHHEM 3aKOHOB
JIOTMKH, HEYMEHUE OTJCIHUTh (aKThl OT CyOBEKTUBHBIX
MHEHU.

HecooTBeTcTBHE apryMEHTOB U KOHTPapryMEHTOB
o0CykmaemMoil mpoOieMe, OTCYTCTBHE MPUYUHHO-
CIICICTBEHHBIX CBA3€H MEXAYy apryMeHTamMu U
KOHTPAapPryMEHTaMH, npeoOiiaiaHue TOJIBKO
CYOBEKTHBHBIX JIOBOJIOB B OTCTaWBAaHHM TIO3UIINU
CTOPOH.

[ToBTOpHOE yTBEpXkJICHHE MPEIMETa CIIOpa BMECTO €TI0
OKa3aTeIbCTBA WM OTCYTCTBHE  (PAaKTHYECKUX
T0Ka3aTeJIbCTB WIIH MTPUBEICHHE BMECTO JI0KA3aTEIbCTB
CYOBEKTHBHBIX MHEHHH.

JlokazaTenbHOCTD B
OTCTaWBaHUU CBOCH
NO3ULIAN

2,0

1,5

1,0

0,5

CooTBeTCTBHE apPryMEHTOB BBIABUHYTOMY TE3UCY,
COOTBETCTBUE KOHTPAapryMEHTOB BBICKA3aHHBIM
apryMeHTaM.

CooTBeTCTBHE apryMEHTOB BBIABUHYTOMY TE3HCY,
COOTBETCTBHE 00JBIINHCTBA KOHTPAapryMEHTOB
BBICKA3aHHBIM apIyMEHTaM.

HecooTBeTCTBHE HEKOTOPBIX APTYMEHTOB
BBIIBUHYTOMY T€3HMCY WM HECOOTBETCTBUE HEKOTOPBIX
KOHTpPapryMmecHTOB BBICKa3aHHbBIM aAprymMecHTaM
KOHTPApIyMEHTOB BBICKa3aHHBIM apryMEHTaM.
HecootBeTcTBuE OO0JIBIIMHCTBA apryMeHTOB
BBIIBUHYTOMY TE€3UCY, HECOOTBETCTBUE OOJIBIIMHCTBA
KOHTPapryMmEHTOB BBICKA3aHHBIM apTyYMCHTAaM.
OTCcyTCTBHME  BCSIKOM  CBA3M  MEXAY  TE3HCOM,
apryMeHTaMH U KOHTpapryMEHTaMH.

JlornyHocTh

2,0

15

1,0

TosepaHTHOCTb,  yBaXKEHHME  JAPYTHX  B3IUIANIOB,
OTCYTCTBHE  JIMYHOCTHBIX  HalaJoOK, OTKa3  OT
CTEPEOTHUIIOB, PA3KUTAIOLIUX PO3Hb U HEIIPUSA3Hb.
TosepaHTHOCTb,  yBAXKEHHME  JAPYTHX  B3IVIAJIOB,
OTCYTCTBHE JMYHOCTHBIX HamaloK, HO IepeOuBaHUE
OIIIOHEHTOB, HEYMEHHE BBICIIYIIIaTh MHEHHE ONIIOHEHTA|
10 KOHIIA.

[IposiBIeHUE JIMYHOCTHOM IPEAB3ATOCTH K HEKOTOPBIM

KoppektHocTs o
OTHOILICHHIO K
OIIOHEHTY




OIIIIOHCHTAaM, HCYMCHUC BBICITYIIIATh MHCHUC
OIIIMTOHCHTA JO KOHIIA.

0,5 OTCcyTCTBME  TEPHUMOCTH K  MHEHUSM  JApPYTux
YYaCTHUKOB AUCKYCCHH, TIEPEOMBAHUE OTIITOHEHTOB.
0 [IpsiMoe UTHOpPHPOBAaHUE MHEHHS JPYTUX YYaCTHHKOB

AUCKYCCHH, HallaIKW Ha OIIMIOHCHTOB, IPCIATCTBUC B
IMPOBCACHUHN JUCKYCCHHU, CPBIB JTUCKYCCHUH.

2,0 OTCyTCTBHE pPEUYEBHIX M TI'pPaMMATHYECKHUX OIIMOOK,
OTCYTCTBHE CJICHTa, PAa3rOBOPHBIX M MPOCTOPEUYHBIX!
000pOTOB. DMOIMOHAIBHOCTh M BBIPA3UTEIBHOCTH
pedn.

1,5 JlonyIIeHbl pa3rOBOPHBIC MU MIPOCTOPEYHBIE 00OPOTHI
[PU OTCYTCTBUU PEUEBBIX U IPaMMATHYECCKHX OIINOOK
WIM pe4YH JONYIICHBI PEUYeBbIE M TI'PaMMaTHYCCKHE
OMMMOKW  TpU  OTCYTCTBHM  PasTOBOPHBIX
[IPOCTOPEYHBIX ~ O0OPOTOB.  DMOIMOHAIBHOCTh  H
BBIPA3UTEIHLHOCTh PEUH. Cnioco6 peun
1,0 JlonyIieHbI pa3roBOPHbBIE UM TPOCTOPEYHBIE 000POTHI,
[peYeBBIC U TPAMMATHYECKHUE OIMTUOKHU MM OTCYTCTBYET
PMOITMOHAIBHOCTD U BBIPA3UTEIBHOCTh PEUH.

0,5 HeOpexHoe pedeBoe IOBEACHHE: HAIUYHE PEUYCBBIX
OLIMOOK, W3JIMIIHEE  WCIOJIb30BaHUE  CIICHTA,
[Pa3rOBOPHBIX U MPOCTOPEYHBIX 000POTOB. MOHOTOHHAS
(WM M3JIHUIIHE YMOIMOHANIbHAS ) PeYb.

0 KauecTBo peudu MPEMSITCTBYET MTOHUMaHHIO
BBICKA3bIBAEMOW MBICIIH.

10 HUrtoro

Pemenue 3apa4

JlanHast (hopMa KOHTPOJISI TIO3BOJISIET CTYACHTY MPOYHO YCBOUTH MPOIICHHBIN MaTepHa,
0CO3HaTh 337a4y W JIOTHUKY BBIIOJHEHMs YNpakHeHus. PelneHHas 3ajgaya OLIEHUBAeTcs 110
CIICAYIOIINM KPUTEPHSIM:

e CreneHb U YpOBEHb BBHITIOJTHECHUS 3aJaHUS

e [IpaBUIBHOCTH W TIOJTHOTA PE3YIHTATOB 3a1a4H;

e  AKKypaTHOCTb B 0pOpMIIEHUH PabOTHI.

Kpurepuu oneHku

KonunuectBo TpeGoBanus
0aJIoB

4 PaboTta BbIIOIHEHA B MOJHOM OOBEME C COOJIIOAEHHEM HEOOXOIUMOH
MOCJIE0BATEILHOCTH.

3 PaboTa BeIIONHEHA HE ITOIHOCTBIO, HO 00BEM BBIINOJIHEHHON YacTH TAKOB,
YTO TIO3BOJISICT MOJYYUTh MPABHIIBLHBIC PE3YJIbTATHL.

2 B nmoruyeckom paccykKIeHUHM HET CYIIECTBEHHBIX OMIMOOK, HO JOIMYIICHBI
CYIIECTBEHHBIC ONMMMOKH. 3a/1a4a BHIITOJTHEHA B 00IIEM BHJIC.

1 3amavya BBIMOTHEHA YAaCTUYHO WU HEBEPHO, C OONBIIMM KOJUYECTBOM
omn0O0K. [To UTOry HEBO3MOXKHO CJIeIaTh MPABUIBHBIN BBIBOJI.

0 3amaua He BBINOIHEHA

KonTpouabnas padora



KonTponbHas pabora NpoBOAWUTCS B ayJUTOPUU IOJA KOHTpojeM mpenojasarens. Ha
BBIIIOJIHEHHE OJHOTO BapwaHTa paboThl oOywaromemycs oTBogutcs 90 wmuHyT. OTBETHI
MOATBEPKIAIOTCS PACUETAMU U JACTCs OLICHKA IIOJIyYEHHBIX PE3y/IbTaTOB

Kpurepuu onenku

Konuuectso TpeboBanus
6a/u1oB
) Pabota BeIoTHEHA B TIOJTHOM 00beMe. BrinosiHeHbl He00XOAUMBIE PacUETHI,
ouIMOOK B pacyeTax Her.
4-3 BrimonHeHpl HEOOXOIUMBIE PACUYETHI, HO B HEKOTOPBIX U3 HUX €CTh OIIMOKH.

PaboTa BBINONIHEHA HE MOJHOCTBIO, HO OOBEM BEIIOJIHEHHOH 4YacTH
IIO3BOJISIET CENIaTh HEOOXOIUMEIE BBIBOII.

2-1 BriroHeHBI HE Bce HEOOXOIMMBIE PAaCUeThl, B HUX €CTh CEPhE3HBIC OITUOKH.
3agaHus BEIIOJIHEHEI B O0IIEM BHUIIE.

0 OTBeThl Ha OOJBLITUHCTBO BOIIPOCOB B KOHTPOJIBHOW pabOTe HE JaHBI WU
naHbel HeBepHO. [0 MTOry BBINTOJIHEHHBIX 3aJIaHUH HEBO3MOXKHO CHCIIATh
MIPaBUJILHBIN BBIBOJI.

Pemenue keiica
Kelic — 3TO ommcaHne KOHKPETHOW CUTYyallMM WM CiIydass B Kakoi-nmubo cdepe. IIpu
peLIeHUH Kelica OLEHUBAIOT JIBE IPYIIIbI HaBBIKOB. IlepBas — HaBbIKM pabOTHI ¢ MHPOpMaLUel u
anamutuka (hard skills). 3aeck cMOTPAT, HACKOJIBKO COOTHOCHTCSI IOCTaBJICHHAS 3a/1a4a U OTBET,
Ha CTPYKTYpY U JIOTUKY pelieHus. Bropas rpynmna — HaBbIKK OOLIEHUS M B3auMojieiicTBus (soft
skills). B Hee BXOmuT yMeHHE MpE3EHTOBATh pEIICHHE, TPAaMOTHO OTBEYAaTh HAa BONPOCH H
NpaBUJIBHO UX 3a/1aBaTh. Eciu kelic pemancs B rpymie, To OLEHUBAETCs TaKkKe KOMaH1Has paboTa
— Ha BBICTYIIJICHUH UM HETIOCPECTBEHHO B MTPOLIECCE PELICHMUS.
Kpurepun o1ieHKH OTBETOB:
[TonHOTa OTBETa C UCMOIB30BAaHUEM BCel MH(pOPMALIMK U3 ONTUCAHUS CUTYallun
O060CHOBaHHOCTh
YMeHue oneprupoBaTh TEPMUHAMH U MOHATHAMU B cpepe yrpaBieHUs IEPCOHATIOM
Hcnonb30BaHnE TEOPETUUECKUX MOJIETEN U KOHUEITIHI
[TpencTaBieHHOCTh HECKOJIBKUX TOYEK 3PEHUS Ha IPodIeMy
OtcyrcTBUE (PaKTUUYECKUX OIIMOOK
Kpurepuu oneHku
KonngectBo TpeboBanus
6ayu1oB
6

W3JI0KEHUE MaTepralia JOTUYHO, TPAMOTHO, 0€3 OmuooK;

CBOOOJIHOE BJIaIcHUE MPO(HECCHOHATFHON TEPMHHOIOTHUEH;

yMEHHE BBICKa3bIBaTh 1 000OCHOBATH CBOM CYXKEHUS,

CTYAECHT AaeT YETKWH, MOJHBbIM, MPABUIbHBIA OTBET HAa TEOPETUYECKUE

BOIIPOCHI;

CTYJIGHT OPTraHU3yeT CBSI3b TEOPUH C MPAKTHKOM.

5-4 ® CTYJIEHT IpaMOTHO H3JIaraeT Marepuaj: OPHEHTHPYETCS B MaTepHale,
BIajsieceT MPOodECCHOHATBHOW TEPMUHOJIOTHEH, OCO3HAHHO TPHUMEHSET
TEOPETHYECKUE 3HAHMS JJIA pelieHus Keica, HO coaepkanue u ¢Ghopma
OTBETA TICIOT OTICIIbHEIC HETOYHOCTH,

® OTBET MPaBUJIbHBIN, MOJHBIA, C HE3HAUYUTEIbHBIMU HETOYHOCTSIMU WIIU
HEIOCTAaTOYHO ITOJIHEIHN.

3-2 ® CTYJEHT M3jaraeT mMaTepuall HEMOJHO, HETOCIeI0BATEIbHO, TOMYCKAET
HETOYHOCTH B OIPEACICHUH TMOHITHI, B NPUMEHEHUU 3HAHUN 1Jid
pelIeHus Keiica, He MOXKET JI0Ka3aTeIbHO 00OCHOBATh CBOU CYXKIICHHUSI;

e OOHApPY)XMBACTCS HEJOCTATOYHO TIJIYOOKOE€ TIOHMMaHUE W3yYEHHOTO




MaTepuaa.

1-0 ® OTCYTCTBYIOT HEOOXOJMMBIE TEOPETHYECKUE 3HAHMS: JIOMYLIEHBI OMIMOKH
B OINPE/IEICHUH TTOHATHHN, MCKaXKEH MX CMBICII, HE PEIEH Keiic;

® B OTBETE CTYJCHTA IIPOSBIISAETCSA HE3HAHUE OCHOBHOIO MaTepHaa y4eOHokM
IPOrPaMMBl, JOIYCKAIOTCSA IPyOble OMIMOKU B H3JIOKEHHH, HE MOXKET
IPUMEHAT 3HAHUS JUIS PELIEHUs Kelica.

5. MeToauyeckne yKa3aHus JJisl 00yYaIOUIUXCSI 10 OCBOEHUIO JUCIUNIMHBI

IIponiecc 00yueHHs BKIIIOYAET CIEAYIOIINE OCHOBHbBIE BU/IbI 3aHATHIM:

1. nexumuy;

2. TpaKTUYECKHE 3aHATUS;

3. camMmocrosTeapHas paboTa.

Ha nexkuMsx CTyIeHTbl U3y4yalOT OCHOBHBIE TEOPETUYECKHE KOHLEMIMU PHUCK-
MEHE)KMEHTa, OCHOBBbI DPETYJIUPOBAaHUS M CTaHJIApTU3alMM B cepe ymnpaBiIeHUS PHUCKaMH,
3HAKOMATCA ¢ HauOoJsiee M3BECTHBIMU pabOTaMHU YUEHBIX U CYLIECTBYIOUIMMHU MPAKTUYECKUMHU
pa3zpaboTkaMu B JaHHOW 00J1acTH, 3aKpEeILIsis MOTy4EHHbIE 3HAHUSI HA TPAKTUYECKUX 3aHATHAX. C
LeJIBbI0 00ecreueH s YCIEeIHOro 00y4eHus CTYACHTY HEOOXOJUMO FOTOBUTHCS K KaXKIA0H JIEKIINY,
T.K. OHA SIBJISIETCS BaKHEHIIeH (hOpMON OpraHu3aui ya4eOHOT0 mpoIiecca, MOCKOJIbKY 3HAKOMHT
C HOBBIM y4Y€OHBIM MaTEpUAIOM, Pa3bsCHAET y4eOHbIE 3JIEMEHTHI, TPYAHbIE JJIi NOHUMAaHHUSA,
CUCTEeMATH3UPYET YUCOHBI MaTepHall, OPUCHTUPYET B y4EOHOM IpOIecCe.

IToaroToBKY K JIEKIMK PEKOMEHIYeTCsl IPOBOAUTS IO CIEAYIOIIEMY IUIaHY:

1. BHUMATEIBHO MPOYUTANTE MATEPUAN IPEABIAYIICH JICKINH;

2. y3HaiiTe TeMy HpeAcTosIed JeKIuu (M0 TeMaTHYecKOMY IUIaHy, MO MH(OpMaIiu
JIEKTOpA);

3. 03HaKOMbBTECh C y4YEeOHBIM MaTEpHAIOM MO YUEOHUKY M YUE€OHBIM ITOCOOUSM;

4. mocrapaiiTech YSCHUTb MECTO H3y4aeMOW TeMbl B CBOeH MpodeccruoHaIbHON
MOJITOTOBKE;

5. 3amuIINTE BO3MOXKHBIE BOIIPOCHI, KOTOPBIE BbI 33J]a/INTE JIEKTOPY Ha JIEKIIUU

[ToaroToBKYy K HMpPaKTUYECKOMY 3aHATUIO PEKOMEHAYETCS IMPOBOJAUTH MO CIEAYIOLIEMY
IUTaHY:

1. BHUMaTeAbHO MpOYMTAlTe MaTepuan JeKUUH, OTHOCALMXCA K JaHHOMY
CEMHUHApCKOMY 3aHSTHIO, O3HAKOMBTECh C Y4YEOHBIM MaTE€pHaoOM IO YYEOHHKY U y4eOHBIM
TOCOOUSIM;

2. BBHIHAIINTE OCHOBHBIE TEPMUHBL;

3. 3aKOHCHEKTHPYMHTE IJaBbl U3 OCHOBHBIX HCTOYHHKOB JINTEPATYpPhl, COOTBETCTBYIOIIHE
N3y4aeMoi TeMe;

4. yscHUTE, KaKue y4yeOHbIE 3JIEMEHTbl OCTAJIUCH I BAC HEACHBIMU U IMOCTApalTECh
MOJIYYUTh HAa HUX OTBET 3apaHee (/10 CEMHUHAPCKOI0 3aHSTHSI) BO BpeMsl TEKYIIMX KOHCYJIbTaIUil
Iperno/iaBaTe’s;

5. TOTOBHTBCS MOXHO HWHAWBHIYAIbHO, TApaMH WM B COCTaBE MAJIOW TPYIIIHL,
nocieaHue ABIS0TCs () (HEeKTUBHBIMU (OopMaMU pabOTHI.

[Tonydyenue yriayOGneHHBIX 3HAHUM MO W3y4aeMOM IUCLMILIMHE JOCTHTAeTCsl 3a CYET
JIOTIOJTHEHUSI 4acOB AyJUTOPHON Harpy3Ku CaMOCTOSATENBbHOM paboTON CTYAEHTOB, KOTOpas
BBIpaXaeTcsl B aHAJIM3€ JOMOJHUTEIBHON JTUTepaTyphl MO YYEOHON TUCIUILIMHE 10 OTAEIbHBIM
TeMaM y4yeOHOI porpaMmBl.

IHoaroroBka K NpoOMeKyTOYHOM aTTeCTALMH
Ha nepBoM 3aHATHM mpenojaBarenb HHGOPMHUPYET OO0yYaroIUXCs O HPUMEHSIEMOH
CHCTEME TEKYILEro KOHTPOJIsI YCIIeBaeMOCTH U (hopMe MPOMEKYTOUHOM aTTeCTallUH.
Bo Bpems nocneayommx ayAuTOPHBIX 3aHATUH — JOBOJIUT 10 CTYACHTOB HH()OPMALIHIO O
pe3ynbTaTax TeKyLEro KOHTPOJI YCIIEBAEMOCTH.



K mpomexxyTouHO# arrecTaniuu HEOOXOIUMO TOTOBHUTCS IEJCHAIIPABICHHO, PETYJIspHO,
CUCTEMATUYECKH W C TEPBBIX JHEW OOYyYeHHS MO MaHHOW AucuuruinHe. [IOmBITKH OCBOUTH
JUCIHUIUIMHY B TEPUOJ] 3a4€THO-IK3aMEHAIIMOHHOM CECCHM, KaK IpPaBHJIO, IOKAa3bIBAIOT HE
Y/IOBJIETBOPUTENIbHBIE pe3yibTaThl. B camMoMm Hauane wu3ydyeHUs Yy4yeOHOM AUCIUIUIMHBI
MMO3HAKOMBTECH CO CIAEAYIONIEH YIeOHO-METOAMYECKOM TOKYMEHTAIIMEH:

1. nporpamMmoii TUCHUILTHUHBI;

2. TIepeYHeM 3HAHWUW U YMEHUH, KOTOPBIMH CTYJEHT JOKCH BIIAJICTh;

3. TeMaTWYeCKUMHU IIaHAMU JICKIIHA, CEMUHAPCKHUX 3aHSATUH;

4. KOHTPOJIbHBIMH MEPOTIPUITHIMHU;

5. y4eOHUKOM, Y4YeOHBIMH IOCOOWSMHU TIO AWCIUILIMHE, a TaKXKe JICKTPOHHBIMU
pecypcamu;

6. THUIIOBBIM BapUAHTOM 33JIaHUS K TPOMEKYTOUYHOUN aTTECTAIIHH.

[Tocne »Toro y Bac AOMKHO chOPMHUPOBATHCA YETKOE MpeicTaBieHue o0 oObeme u
XapakTepe IMOJTy4aeMbIX 3HAHMM W YMEHUU 1O JucHUIUIMHE. CHUCTEMaTHYECKOE BBITIOJHEHUE
yueOHOI paboThl Ha JEKUUAX U MPAKTUYECKUX 3aHATUAX [MO3BOJIUT YCIEIIHO OCBOHTH

JUCHUIINIMHY U CO31aTh XOPOUIYIO 6213y AJI IIPOXOKACHU A HpOMe)I(YTO‘{HOﬁ aTTeCcranuu.

Bonpoch! 1J1s1 caMOCTOATEILHOM MOATOTOBKYU K 3aHATUAIM JIEKIIMOHHOTO,
NPAaKTHYECKOro (CEeMMHAPCKOI0) THIIOB

Ne HanmenoBanue Bormpocsl, BEIHOCUMBIE Ha CAMOCTOSITEIIBHOE U3yYEHUE
TEeM W/WiH
pa3ieinos
Tema 1 | Uadopmanmonnas | 1. PorneBas Moenb 6€301acHOCTH
0€30I1acHOCTb: 2. Ilpouecc onieHKH U o0ecrieyeHus 6e30MacHOCTH
MpeMET U Hecrepos, C. A. UndopmaninonHas 06e30MacHOCTh : YICOHHK U
coJIepyKaHue MPAKTUKYM JUIsl aKaJleMUUYecKoro 6akajaBpuaTta, riasa 1
Tema 2 TexHomornu B 1. Accumerpuusnslie mugpsl
chepe 2. Xour-pyHKIUH
uHpopmannonHoit | 3. TpeHabl kpunrorpadpuu
0e30macHOCTH Hecrepos, C. A. UnpopmaroHHast 6€301MacHOCTh : Y4eOHUK U
MIPaKTUKYM JUIsl aKaJIeMUUECKOro OakajiaBpuara, riasa 2
Tema 3 [TnanupoBanue | 1. OcoOeHHOCTH OpraHU3aIMOHHO-IIPABOBOIO O0ECHIeUCHUS
CUCTEMBI MPOLIECCOB  CO3JaHMsI  aBTOMAaTU3UPOBAHHBIX CHCTEM B
UH(POPMALIMOHHON | 3alUIIEHHOM HCIIOJHEHUN
0e30MacHOCTH 2. Oco0eHHOCTH OpTaHU3aIMOHHO-TIPABOBOTO O0ECTICUCHHS
3alIUThl THPOPMALIMOHHBIX CUCTEM B c(hepe Cy10IpOr3BOICTBA
3. Tlpaktmka pa3pabOTKM W  pealH3alud  MOJUTHKH
MH(pOPMAIMOHHOM 0e3omacHOCTH KOPIOPaTUBHBIX
MH(OPMALIMOHHBIX CUCTEM
OpraHu3anroHHOE U TPaBOBOE oOecreueHne
nH(}OPMALIMOHHON OE€30MaCHOCTH : YUEOHUK U MPAKTUKYM JIJIst
By30B / T. A. TlonsikoBa, riaBa 6
Tema 4 VYnpasnenue 1. MeroauKu MOCTPOEHUS CUCTEM 3alIUThl THPOPMAIIUU
puckamu B chepe | 2. MeToIuKH U MPOrpaMMHbIE TPOIYKTHI [T OLIEHKU PUCKOB
uHpopMmannonHoi | 3. BriOop mpoekTa cucteMsl obecrieueHus: HHHOPMAITMOHHOMH
0€e301acHOCTH 6e3onmacHoctu. UrpoBas Mozenb KOHQUIMKTA «3allUTHHK-
HapyLIUTEIb)
Hecrepos, C. A. UndopmannonHas 6€30MacHOCTH : YIeOHUK U
IIPAKTUKYM JUIsl aKaJIeMUUYECKOro OakajaBpuaTa, rjiaBa 2
Tema 5 PykoBonctBam | 1. [lpyrue pazauuHble CTaHIapThl U PYKOBOACTBA
CTaHJapThl B
cdepe
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Tema 6 IIpaBoBoe 1. TIpoTruBOmEWCTBHE OSKCTPEMHUCTCKON JESITCIHHOCTH B
obecrnieueHue nH(OpMAIMOHHOH cdepe
nHpopmanmoHHoi | 2. 3ammTa nerei oT mH(OpMaIUK, TPUIHHSIONMEH Bpel MX
0€30MacCHOCTH: | 3JOPOBBIO U PA3BUTHIO
3apyOeKHas U 3. IlpaBoBblie mpobOseMbl obOecrieueHus WH(POPMAIMOHHOMN
poccuiickast 6e3omacHoctu B cetu MHTEpHET
MIpaKTHKa OpranuzalvoHHOE u MIpaBOBOE obecrnieueHue
WH(POPMAIIMOHHON 0€30MaCHOCTH : YU€OHHMK U MPAKTUKYM JIJIs
By30B / T. A. TlonsxoBa, riasa 5
Tema 7 Hapymenns u 1. Tpecrymnocts B wuH(pOpManuoHHOW cdepe Kak yrposa
OTBETCTBEHHOCTh | MH(OpMalMOHHOW  Oe3omacHOCTH  Hpu  (POPMHUPOBAHUU
B cepe MH()OPMAIIMOHHOTO OOIIECTBA B YCIIOBUSX TII00ATH3AIHH
uHpopmanoHHo | 2. IIpoGieMbl YroJoBHO-IPAaBOBOM OTBETCTBEHHOCTH 3a
0e30MacHOCTH nH(GOPMAIMOHHBIE TPECTYIUICHHUS
3. IIpoGmeMbl  MEXIYHapOJAHOTO  COTPyIHHUYECTBA  H
3apyOeKHBIA OIBIT TPOTHUBOJCHCTBUS TPECTYIUICHUSIM B
nH(pOpMaIMOHHOM chepe
OpraHu3annoHHOE u IIpaBOBOE oOecrnieueHue
nH(OpPMaLMOHHON 6€30MacCHOCTH : YUeOHUK U MPAKTUKYM IS
By30B / T. A. TlonsikoBa, rinasa 7
Tema 8 Kynbrypa 1. HudopmanmoHHo-icuxoaoruyeckas 6€30MacHOCTb
UHPOPMAMOHHON | 2. TeXHOJIOTHH MaHUITYJIMPOBAHUS
0e30macHOCTH 3. CnocoObI 3aIUTHI TUYHOCTH
4. WHpopmannoHHas KyabTypa U CETEBON 3TUKET
5. Ilcuxonorudeckue ocooeHHocTH MHTEpHET-001IeHNS
UYepnona, E. B. npopmanmonnast 0e300acHOCTh YEJIOBEKA :
yuebHoe 1mocobue sl By30B, I1aBa 4

6. OcHOBHAs ¥ 1ONOJIHUTEIbHAS y4eOHas JUTEPATypa, HeoOXoauMasi 11l OCBOCHMA
AUCHUILVINHBI, pecypchl HH(OPMAIMOHHO-TEJeKOMMYHHUKALIMOHHON ceTn '"WHTepHer",
BKJIKOYaA MepevyeHb Y4eOHO-MeTOAUYeCKOro obecnevyeHus AJIsi CAMOCTOSTeIbHON padoThl
00y4aoImuXCcH M0 JUCUMUIIIIMHE

6.1. OcHoBHas auTEpaTypa
1. HecrepoB, C. A. HHpopmanmonHas 06e30MacHOCTh: Y4€OHHMK M MPAKTUKYM JUIS

akagemuyeckoro O6akanaBpuara / C. A. HecrepoB. — Mocksa: MU3narensctBo HOpaiit, 2019. —
321 c. — (YuuBepcuretsl Poccun). — ISBN 978-5-534-00258-4. — Tekcr: anexrponnsiii // IBC
FOpaiir [caiiT]. — URL: http://www.biblio-online.ru.ezproxy.ranepa.ru:3561/bcode/434171

2. OpraHnM3allMOHHOE W TIpaBOBOE obecriedeHne HWHPOPMAIMOHHOW Oe30MacHOCTH:
yueOHUK U npakTukyMm s By3oB / T. A. IlonskoBa, A. A. Ctpensuos, C. I'. UyOykosa, B. A.

Huecos; nox penaknuenr T. A. IlomskoBoi, A. A. CrpenbuoBa. — Mocksa: M3gaTenbcTBO
FOpaiit, 2020. — 325 c. — (Bricmiee obpazoBanue). — ISBN 978-5-534-03600-8. — Texkcr:
AJIEKTPOHHBIN // 3BC IOpaiit [caiir]. — URL: http://www.biblio-

online.ru.ezproxy.ranepa.ru:3561/bcode/450371

3. Kazapun, O. B. HagexxHocTh 1 6€301aCHOCTh MPOTPAMMHOT0 00ECTICUCHHS: yueOHOe
nocobue s By30B / O. B. Kazapun, U. b. ly6unckuii. — Mocksa: M3narenscto FOpaiit, 2020.
— 342 ¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-05142-1. — TekcT: 31eKTpOHHBIH //
OBC IOpaiit [caiit]. — URL: http://www.biblio-online.ru.ezproxy.ranepa.ru:3561/bcode/454453
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6.2./lonoJHUTEbHAN JTUTEPATYypa

1. AaucumoB A.A. MenemxkmenT B chepe wuHPOpPMANMOHHOW  OE30MACHOCTH
[DnexkTponHbIi pecypc] / A.A. AHUCUMOB. — DJIEKTPOH. TEKCTOBBIE AaHHbIE. — M.: HTepHeT-
Yuusepcurer Unpopmarmonnsix Texnonoruit (MHTYUT), 2016. — 212 ¢. — 978-5-9963-0237-
6. — Pexxum goctyna: http://www.iprbookshop.ru/52182.html

2. I'anatenko B.A. OcHOBBI HH(pOpPMAIMOHHOW 0€30MaCHOCTH [DJIEKTPOHHEIN pecypc] /
B.A. Tanmarenko. — DOJEKTpOH. TEKCTOBbIE JaHHble. — M.: VHTepHET-YHUBEPCUTET
Nudopmannonnsix Texnonoruit (MHTYUT), 2016. — 266 ¢. — 978-5-94774-821-5. — Pexum
nocryna: http://www.iprbookshop.ru/52209.html

3. ABepuenkoB B.M. Aynut nnpopmanoHHOH Oe30macHOCTH [DIeKTpoHHBIN pecypc]:
yaeOHoe nmocobue i By30B / B.M. ABepueHKOB. — DJIEKTPOH. TEKCTOBBIE JaHHBIE. — BpsHCK:
BpsiHckuil rocynapcTBeHHBIN TexHu4Yeckuid yauBepcurter, 2012, — 268 ¢. — 978-89838-487-6.
— Pexum noctyna: http://www.iprbookshop.ru/6991.html

4. Yepuona, E. B. Hudopmamnmonnas 6€30MacHOCTh YelIOBEKa: y4eOHOe Mmocodme st
By30B / E. B. UepHoBa. — 2-e uzj., uctp. u non. — Mocksa: M3natensctBo Opaiit, 2020. — 243
c. — (Bwicmiee obpaszoBanue). — ISBN 978-5-534-12774-4. — Tekct: anextponHsiii // IbC
FOpaiit [caiiT]. — URL.: http://www.biblio-online.ru.ezproxy.ranepa.ru:3561/bcode/449350

6.3. YueOHo-MeTOANYeCKOE 00ecniedeH e CaMOCTOSITEIbHOI padoThI

1. Information Security. Text and Cases. Edition 2.0 | Copyright 2018 | Publication Date:
December 2017 Gurpreet Dhillon, The University of North Carolina at Greensboro

2. babenko, JI. K. Kpunrorpadpuueckas 3amura HHPOPMALHMH: CHUMMETPUYHOC
mmdpoBanue: ydeOHoe mocodbue mns By3oB / JI. K. BbabGenko, E. A. HNmykoBa. — M.:
N3narensctBO KOpaiit, 2017. — 220 c.

3. I'ocynapctBenHas TaiiHa u ee 3ammuTa B Poccmiickoit denepannu: YuebHoe mocodue //
non obur.pea. M.A. Byca u A.B. ®enoposa C-116.2007.

4. VmpasneHue (pUHAHCOBBIMH pUCKaMHU: YY€OHUK M MpPaKTUKyM Jjsi OakanaBpuarta U
maructpatypsl / W. I1. Xomunany [u ap.]; nox penakuueit U. I1. Xomunany, 1. B. Tlemanckoit. —
Mocksa: UzmarensctBo Opaiit, 2019. — 345 c. — (bakamaBp m mMarumctp. AKaJaeMHYeCKUN
Kypc). — ISBN 978-5-534-01019-0. — C. 38 — 88 — Tekcrt: snektponHslii // ObC FOpaiit
[caiiT]. — URL.: https://biblio-online.ru/bcode/433674/p.38-88

6.4. HopmaTuBHBIEe IPaBOBbIE IOKYMEHTBI

1. Crparerus pa3sutus nnpopmanronHoro oduiecrsa B Poccuiickoit ®@enepaunun” (yTB.
[Mpesunentom PO 07.02.2008 N T1p-212)

2. ®enepanbHblii 3akoH «O0 nHpopMaIK, HHPOPMALIMOHHBIX TEXHOJIOTHIX U O 3alllUTe
uHpopmaruu Ne 149-®d3 ot 27 uronst 2006 rona

3. ®enepanbubiit 3akoH 0T 23.08.1996 N 127-D3 «O Hayke U TOCYJapCTBEHHON HAyYHO-
Texaunueckor moautukey // C3 P® 26.08.1996, N 35, ct. 4137

4. Pacnopspkenue IlpaButensctBa P® or 17.11.2008 N 1662-p «O Konnenuuu
JIOITOCPOYHOTO COLUATIBHO-3KOHOMUYECKOT0 pa3BuTus Poccuiickoit denepanuu Ha mepuos 10
2020 roma» // C3 P®d 24.11.2008, N 47, ct1. 5489.

5. Vka3 [Ipesugenta PO ot 01.11.2008 Ne 1576 «O Cogete npu [Ipesuaente Poccuiickoit
®deneparnu 1Mo pa3BUTHIO HHPOPMAIIMOHHOTO o01iecTBa B Poccuiickoii Deneparumy

6. ®enepanbHbiii 3akoH oT 27.07.2006 N 152-03 «O nepcoHaNbHBIX JaHHBIX»

7. ®enepanbhblii 3akoH oT 19.12.2005 N 160-®3 «O parudukanun Konsenunun Cosera
EBponel 0 3ammre (pu3MUECKMX JHI] MPH aBTOMATH3UPOBAHHON 00pabOTKE MepCOHATbHBIX
TAHHBIX)

8. ®enepanpubiii 3ak0H OT 19.12.2005 N 160-D3 «O partudukanun Konennuu Copeta
EBponbl 0 3ammre (U3MYECKUX JMIl MPH ABTOMATH3UPOBAHHOH 00pabOTKE MepCOHAIBHBIX
JTAHHBIX»
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6.5. UHTepHeT-pecypchl

www.nnir.ru / - Poccuiickast HanimoHanbHas OMOIHOTEKA

www.nns.ru / - HanimonaapHas 2eKTpoHHast OnOiImMoTeka

www.rsi.ru / - Poccuiickas rocygapcTBenHast OnbaroTexa
www.biznes-karta.ru / - AreHTcTBO nenoBoi nHpopmanuu «buzHec-kapra»
www.rbs.ru / - Uadopmanmonnoe areHTcTBO «PocbusnecKoncantuury
www.google.com / - [TonckoBasi cucrema

www.rambler.ru / - [louckoBas cucrema

www.yandex.ru / - [TouckoBas cuctema

www.busineslearning.ru / - Cucrema TMCTaHIMOHHOTO OM3HEC 00pa30BaHUS
0. http://www.consultant.ru/ - KoncynbranT mitoc

. http://www.garant.ru/ - T'apant

12. www.economist.com/ - sxypHain The Economist

13. www.ft.com / - razera The Financial Times

14. www.forbes.com/management / - HoBoctu 6u3Heca (MEHEI)KMEHT)

15. www.management.about.com / - YripaBneHue u JTu1epCcTBO

16. www.rbc.ru / - JlenoBbsie HOBOCTH

17. www.kommersant.ru / - razeta KommepcanThb

18. www.vedomosti.ru / - razera Begomoctu
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6.6. UHbIle HCTOYHUKH
He ucnonb3yrorces.

7. MaTepuajbHO-TeXHHYeCKasi 0232, THPOPMALMOHHbIE TEXHOJIOTHH, HCII0JIb3yeMble
NPH OCYLIECTBJICHHH 00pPa30BATEJbHOIO Npouecca Mo AMCUHUILVIMHE, BKJKOYas NepedyeHb
NPOrpaMMHOIo0 odecrne4eHus1 1 HHPOPMANMOHHBIX CIPABOYHBIX CHCTEM

ITomemieHust mpencTaBiasAlOT co00M y4deOHble ayIUTOPUM JJsl NPOBEACHUS 3aHATHUI
JIEKIIMOHHOTO THIIA, 3aHSITHHA CEMHHAPCKOTO THIIA, KypCOBOTO NMPOEKTUPOBAHUS (BBITIOITHEHUS
KYpPCOBBIX pPa0OT), TPYNMOBBIX W WHAMBHAYAIbHBIX KOHCYJIbTAIMI, TEKYIIETO0 KOHTPOIS H
IPOMEKYTOYHOU aTTECTAINH, a TAK)KE TOMEIICHHUS JIJISl CAMOCTOSITEIBHOM paboThl M IOMEIIEHUS
JUI XpaHeHHs] M Mpo(UIaKTHYECKOro 0OCIyXMBaHUs yuyeOHOro obopynoBanus. Ilomemenus
YKOMIUIEKTOBAHBI CIEIMATN3UPOBAHHON MeOETIhI0 W TEXHWYECKHMMH CPEICTBAMH OOYYCHHS,
CITyKaIllMMU JJIs IPEJICTaBIeHNs yueOHoM nH(opMaluy O0JIBIION ayTUTOPHH.

Jns  mpoBeleHWs — 3aHATHHA  JIGKHIMOHHOTO — THIIA  TpEAjiararoTcs — HaOOpHI
JIEMOHCTPAIIMOHHOTO 00OpyAOBaHMs M y4yeOHO-HarfsAHBIX MocoOuil, oOecneyuBaromye
TEMAaTUYEeCKHE WILTIOCTPAIlH, COOTBETCTBYIOIIUE TPUMEPHBIM TporpaMMaM TUCIHILIHH,
pabounmM ydeOHBIM ITPOrpaMMaM JAUCIHUILINH.

[TomemieHust A caMOCTOSTENIbHOM pabOThl 00YYaIOIIMXCSl OCHAIIEHBI KOMIBIOTEPHOMN
TEXHUKOM C BO3MOYKHOCTBIO MOAKIIOYEHUs K ceTH « HTepHeT» M obecredyeHbl JAOCTYIOM B
ANEKTPOHHYIO MHPOPMAIIMOHHO-00Pa30BaTEIbHYIO Cpeay AKaJIeMuH.

Akanemus oOecrieueHa HEOOXOJMMBIM KOMIUIEKTOM JIMIIEH3MOHHOTO M CBOOOJHO
pacripocTpansieMoro nporpammuoro obecreuenus: MS Windows, MS Office.

OOyuaromumes obecriedeH goctyn (yOAlIeHHBIM JIOCTYI), B TOM YHCIE B Cilyd4ae
NPUMEHEHHS DJIEKTPOHHOTO OOYUYeHWsI, JMCTAHIIMOHHBIX OO0pa30BaTENbHBIX TEXHOJOTHH, K
COBpPEMEHHBIM PO ECCHOHATBLHBIM 0a3aM TaHHBIX U HHPOPMAITHOHHBIM CIIPABOYHBIM CHCTEMAaM.
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