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1. IlepevyeHb MUIAHMPYEMBbIX Pe3yJIbTATOB 00y4YeHHS MO JUCIUIINHE, COOTHECEHHBIX €
IJIAHUPYEMbIMH Pe3yJIbTaTaAMH OCBOEHHS MPOrPaMMBbl

1.1. Jucupnauaa b1.B.10 KommiekcHoe

obecreyenne 0€30MaCHOCTH ABTOMATHU3HPOBAHHBIX

cucTeM o0eCcIeunBacT OBJIAJICHUC CIICAYIOIHNMU KOMIICTCHIIUAMUA C YUCTOM STala:

Kon HanmenoBanue Kon stana ocBoenus HaumenoBanue s3tana
KOMIIETCHIINHT KOMIIETCHIIMH KOMIIETCHIIMH OCBOCHUSI KOMITETCHIIMH
IMKc-6 Cnoco6HOCTH 3 3Tan (kox srana — | KoHTposb paboThI
yHIpaBIIsATh ITKc-6.2) IepcoHana,
MIEPCOHAIOM, OCYIIECTBIISIOLIETO
00CITyKUBAIOIITIM MPEJOCTABIICHUE  CEPBHCOB
pecypchl u UT wu  obcmyxuBaromero
OCYILECTBIAIOIUM pecypebt UT
MIpeI0CTaBIICHUE
cepsucoB UT

IMKc-7 Croco6HOCTE 2 3tan (kox srana — | OpraHu3anus nporiecca
YIIPaBJIATh [1Kc-7.1) YIPaBJICHUSA
HH(pOPMAITMOHHOM uH(bOpMaITMOHHON
0€30MMacCHOCTHIO 0€3011aCHOCTBIO
pecypcos uT u
HETIPEPHIBHOCTHIO
cepucos UT

1.2. B pe3ynbTaTe OCBOCHUS JUCIUTIIIUHBI

CTYACHTOB JOJDKHBI OBITH ChOPMUPOBAHBIL:

OTD®/TO Kog srana Pe3ynbTatsl 00yueHus
TPYIOBBIE WIH OCBOCHUS
npodeccuoHaIbHbIE KOMIIETEHIIUH
JEUCTBUSA

Kontpons  pabotslf 3 3Tam (ko 3Tana — [Ha ypoBHE 3HaHUWM: [IpuHIMIBI M METOAMKH

repcoHaiia, [TKc-6.2) yIpaBiieHusl TepcoHanoM, I[IpuHIUOBI yHpaBieHuUs

OCYILECTBISAOIIETO nepconaiom  WT,  Ilpunuunel 3¢ ¢deKkTUBHBIX|

[IpE0CTaBICHUE KoMMyHHKanui, [Ipogeccronanbubie crangaptel UT,

ceppucoB  UT u Kanposslit JIOKYMEHTOO00pOT, OcobeHHoctH

00CITY >KHBAIOIIIETO ynipaByienusi nepconasiom UT

pecypcet UT Ha ypOBHE yMeHHii: MOTHBHPOBaTh, 0O0ydYaTh

Kontpons  paboTh IepCoOHAaN M CO3JaBaTh YCIIOBUA JJISI €r0 pa3BUTHA,

[IEpCOHAIA, Yopasnare nepconanom  WT, OpranuszoBbiBaTh

OCYIICCTBJIAOIICTO [pa3pabOTKy M BHEIPEHHUE TIOJUTUK, DPErJIaMEHTOB,

[IpE10CTaBICHUE [TOJIOKEHUM, JOJDKHOCTHBIX MHCTPYKIMH, YTIPaBIATH

cepsucoB  UT wu [ICpPCOHAIIOM, B TOM YHCJI€ OCYIIECTBIIATH IMPUEM Ha

00CITy>KHBAIOIIETO ab0Ty U YBOJIbHEHHE PAOOTHUKOB

pecypcer UT Ha ypOBHE HaBBIKOB: POpMHUpPOBaHUE LIETEH,
[IPUOPUTETOB, 0OSI3aHHOCTEN U ITOJIHOMOYUI
[IEPCOHAIA, OCYIIECTBIIONMIErO IPEIOCTABICHUE
cepBucoB UT u obcmysxuBatomiero pecypest UT,
DopMHUpOBaHNE U BHEJIPEHUE OPraHU3ALMOHHON U
(YHKIIMOHATILHOM CTPYKTYp IMepcoHaa,
OCYILIECTBIISIONMIETO MpeaocTaBienne cepsucos UT u
obcyxuBatoniero pecypcsl UT, IToctpoenue
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A GEKTUBHBIX KOMMYHUKAINH MEXTy IEPCOHATIOM,
OCYILECTBIISIONINM TITpeaocTaBiieHne cepBucos UT u
oOcirysxuBatoum pecypest UT ¢
3aMHTEPECOBAHHBIMU JTMLaMu, Opranu3anus u
MOTHBALMS [IEPCOHAJIA, OCYILLECTBIISIFOIIETO
penoctasienue cepsucoB UT u obcmyskuBaroiero
pecypcol U'T 11t BBITOTHEHUS IOCTABJIEHHBIX LETEH,
[Ipriem Ha pa®OTy U YBOJIbHEHHE MIEPCOHAIA,
OCYILIECTBIISIOLIETO MpeaocTaBiieHue ceprucos UT u
oOcmy>xuBatomero pecypes UT, KonTpois
[IEpCOHAJIA, OCYLIECTBIIAIOIEr0 PEIOCTABICHUE
cepBucoB UT u o6caykuatomiero pecypest UT,
ITOCTH>KEHHS] UM TIOCTABJICHHBIX 11€JIEH U BBITTOJIHEHUS
3a/1a4, B TOM YHCJIE IPOBEICHHUE ATTECTALUU
nepconana, O0ydeHue U peanuszanus Mep 1o
podeccrnoHabHOMY Pa3BUTHIO MIEPCOHAA,
OCYILIECTBIISIOMIETO MpeaocTaBiieHue cepucos UT u
oOciysxuBaromero pecypest UT

Opranuzanus
nporiecca
yIIpaBIICHUS
MH(OpMaIMOHHOM
0€301MaCHOCTBIO

2 3ran (koz sTana —
[TIKC-7.1)

Ha ypoBHe 3HaHMil: CraHgapTel MH(POPMALMOHHOM]
O0e3omacHOCTH, METOAMKM yIpaBIeHUs NPOLIECCOM
MH(OPMAIIMOHHON 0€e30I1acHOCTH, Metoauku
ynpasiaeHuss puckamu, CTaHzapTsl M METOAMKY]
oOecrieueHrs HENpEepbIBHOCTU Ou3Heca, Meroauky|
yIpaBiaeHus npoekTamu U npoueccamu UT

Ha YpOBHE YMEHHIA: BoisiBnsiTe TpeOoBaHUS U
moTpeOHOCTH B obnmactu  mHOOPMAITMOHHOM
0€30MMacCHOCTH, YTIPaBIATh NPOLECCAMHU, OLIEHUBATH U]
KOHTPOJIMPOBATh KauyeCcTBO IMpolecca YIPaBICHUS
MH(DOpPMAIMOHHON 0e30MacHOCThI0, ONTHMH3UPOBATH|
[poriecc yYIPaBJICHUS nH(OPMALIMOHHON
0e30MmacHOCThI0, YTpaBnaTh puckamu UT, YpapusTh)
HENPepbIBHOCTBHIO OM3HECA, YTIPaBISATh MpolieccaMy U
npoexkramu UT

Ha YpOBHE HaBBIKOB: POPMUPOBAHUE U COTTIACOBAHUE
C 3aMHTEPECOBAHHBIMU JINLIAMU LeJIel, TpeOOBaHUN 1
[IPUOPUTETOB YIIpaBIEHHsI, THPOPMALIMOHHOM
Oe3zonacHOCThIO pecypcoB UT u obecrieueHust
HenpepbeiBHOCTH cepucoB UT, Oprannsanus
[poriecca yrpaBieHus HHPOPMaIMOHHOM
0e3omacHocThIO pecypcoB UT u obecrieuenus
HenpepbIBHOCTH cepBrcoB UT,, BoBneueHue u
[IpUBJICYEHNE HEOOXOAUMBIX PECYPCOB,
CornacoBaHue (OTKJIOHEHHE) KITFOUEBBIX PELICHUI 110
H(pOopMalMOHHOH Ge3omacHocTH pecypcoB UT u
oOecrniedeHunto HerpepbiBHOCTH cepBucoB UT,
KoHTpOIb M3MEHEHMI ITpOLIECCa YITPABJICHHUS
HbopManoHHoON 6e3omacHocThiO pecypcoB UT u
oOecrieueHus: HempepbIBHOCTH cepBucoB UT,
DopMHUpoOBaHUE CUCTEMBI OLIEHKH IIpolecca
yrpaBieHus: ”H)OpMaIMOHHON 6€301aCHOCTbIO

ecypcoB UT u obecieueHns HENPEepbIBHOCTH




cepsucoB 1T, oneHka npouecca U BBIIIOJIHEHNUE
yIIpaBJICHYECKHUI IEHCTBHI MO pe3yJibTaTaM OLICHKU

2. O0beM n MecTO IUCHUILIMHBI B cTpykType OIl BO

Hucuumnmna  «KomrmnekcHoe obecrieyeHre 0€30MacHOCTH  aBTOMATHU3HPOBAHHBIX
cuctem» oTHocuTcs K 610Ky b1.B «/luctmmmmnbsi(monynn). BapuatusHas yacts. O0s3aTeNbHbIC
nucuuminabey. Kon qucuumivael b1.B.10 Jucuumninza u3ydaercs Ha 2 Kypce, B 3 CeMecTpe.
O6mmas Tpygoemkocts aucuumuinabl 108 (33E).

Cogaeprxanue Kypca sBISETCS JIOTHYECKUM IIPOJOJIKEHUEM U Pa3BUTHEM JTUCLMILIAH:

VYnpasnenue TpeOOBaHUSIMHU

KonnuecTtBo akajmeMuyeckuX 4YacoB, BBIIEISEMBbIX Ha KOHTaKTHYI paboTy ¢
npemnojaBareyieM cocraBisier 32 vaca, W3 HUX 16 — Ha JIEKUMOHHBIE 3aHATHs, 16 — Ha
MPAKTUYECKHE 3aHSITHS, HA CAMOCTOATEIbHYIO pab0oTy 00yJaroluXcsi OTBOJUTCS 76 4acoB.

@opMOil TPOMEKYTOUHOW aTTECTAIMM B COOTBETCTBUU C YUEOHBIM IUIAHOM SBISICTCS
3a4eT C OLIEHKOM.

3. CopepxaHue H CTPYKTYPa AHCHUIINHBI
Ouno-3aounan ghopma ooyuenusn

N HanmeHnoBaHue Tem O0beM THCHMIIMHBI, Yac. ®opma
n/n /WM pa3iesioB Bceero KonTakTHas pa6oTa CP TeKyIIero
oﬁy‘lammnxcﬂ ¢ nnpenoaaBaTe/ieM KOHTPOJIA
10 BUAAM Y4eOHBIX 3aHATHI ycneBaemMocTu**,
J/20, JIP/ 90, 3/ 90, KC MPOMEKYTOYHOM
JOT* JOT* a0T* P aTTrecTamum* **
Tema 1 | HopmaTusHoO- 36 6 5 25 O, T
IIpaBOBBIE OCHOBBI
MEHEKMEHTA
UHPOPMAITMOHHOH
0e30MmacHOCTH
Tema 2 | OcHOBBI 36 5 5 26 O,T
KPUITOJIOTMHA
Tema 3 | IlpakTuueckue 36 5 6 25 O, T
BOIIPOCHI
MEHEKMEHTA
UHQOPMAaIMOHHOH
Oe30macHoOCTH
IIpoMexyTouHas arrecTanys 3aver ¢
OLIEHKOI
Bcero: 108 16 16 40
Ilpumeyanue:

* — npu npuMeHeHuu DIEKMPOHHO20 00YUeHUs, OUCMAHYUOHHBIX 006pPA308AMENbHBIX MEXHONOSUU 8
COOMBEmMCcmeuU ¢ Y4eOHbIM NIAHOM,
** — dhopmovl mekyueeo koumpous ycneeaemocmu. onpoc (0), mecm (T)

Conep:kanue TUCHHUILIHHBI
Tema 1. HopMaTuBHO-TIpaBOBBIE OCHOBHI MEHEKMEHTA WH()OPMAIIMOHHON 0€30MMacHOCTH
Conepxanue POOIEMBI MEHEIHKMEHTA nH(pOpMaITMOHHOM 0e30macHOCTH,
3akoHOAATEeNbHBIE 1 HOPMATHBHBIE OCHOBBI obOecreueHus] HH(HOPMAIMOHHONH 0€30MacHOCTH Ha
rOCyJJapCTBEHHOM YpPOBHE M B HErOCYJapCTBEHHBIX CTPyKTypax, ['ocymapcTBeHHas cucrema
TEXHUYECKOTO PETyJIUpOBaHUs, CUCTEMa HAIMOHAIBHBIX W MEXIYHApOAHBIX CTaHIAPTOB B
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obmactn wHpOpMaMOHHON Oe3omacHocT, CucTeMa JUMIEH3UPOBAaHUS U CEPTUPHUKANNH B
001acTH 3auUThl HHPOPMAIIH

Tema 2. OCHOBBI KPUIITOJIOTUH
Kpunrorpaduueckue METoas! ¥ CpeacTBa 3auThl HH(GopMaruu, OCHOBBI TPAKTUUECKOTO
pUMEHEHHUs KpunTtorpadpuueckux meroaos, [lonstue kpuntoanamnza

Tema 3. [IpakTudeckue BONPOCHl MEHEHKMEHTA HH(OPMAIIMOHHON 0€301acHOCTH
MeTtoauueckrie OCHOBBI IMOCTPOCHHSI CHUCTEMbl MH(OpPMAIMOHHOM Oe3omacHocTH, Meroauka
IpOBEICHUS ayAuTa HH(YOPMAIIMOHHON 0€30aCHOCTH U aHAJIHM3a PHCKOB

4. MarepuaJjbl TeKylIero KOHTPOJISl yCIIeBAeMOCTH 00y4aI0IIMXCS U
(oH1 OLIEHOUYHBIX CPEICTB MPOMEKYTOUHON ATTECTALMH MO IMCUMILIHHE

4.1. ®opMbl H MeTOAbl TEKYLIEro KOHTPOJISA YCIHEBAEMOCTH O0y4YalOIIUXCA M
MPOMEKYTOYHOM aTTeCTALMH.

4.1.1. B xope peanusanum aucuumymmHbl b1.B.10 KommiekcHoe obecnieueHue
0€30I1aCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM HCHOJB3YIOTCH CJAedyIolHe MeTOAbl TeKyllero
KOHTPOJISl yCIIeBAeMOCTH 00y4arOIIuXCH:

— IpY NPOBEJICHUU 3aHATHH JEKIIMOHHOT'O THIIA: OIIPOC
— IpY IPOBEICHUM 3aHATUH MPAKTUYECKOTO TUIIA: TECT

4.1.2. 3a4eT ¢ OLIEHKOH MPOBOIUTCS C IPUMEHEHHEM CJIeYIOIIMX MeTOI0B (CPeICTB):
Y CTHBIN: OTBETUTH Ha BOMPOCHI
4.2. MaTepuaJibl TeKYLIEro KOHTPOJISI yCIIeBAeMOCTH 00Y4AKOIIMXCS.

TunoBbie OLlEHOYHbIE MATEPUAJIbI VISl IOATOTOBKH K ONPOCY:
1. OcHoBHble mOHATHS U onpeaeneHus. COBpPEMEHHOE COCTOSIHUE MpobieMbl obOecredeHus
MHQOPMAIMOHHON 0€30macHOCTH W HampajieHus: ee peweHus. [lonsatue uHOOPMALMOHHON
0€30MacHOCTH KOPIOPATHBHOW WH(QOPMAIMOHHO-BBIYUCIUTENLHON CceTH. THIIOBBIE YTPO3HI,
YSI3BUMOCTH U aTaKu.
Denepanbhblil 3aK0H «O0 nHPOpMaUK, THOOPMAILIMOHHBIX TEXHOJIOTHSX U O 3aIIUTE
WHQOPMAIUI», OCHOBHBIE TIOJIOKECHHUS B TPeOOBaHHS
Hpyrue 3akoHogaTeNbHBIE aKThI U X B3aUMOCBSI3b
PykoBomsmmne noxkymentsl ®CTOK Poccun (I"ocrexxomuccuu Poccun)
PykoBogsmme nokymenTsl @®Ch Poccun (DAIICH)
JlurieH3nupoBaHue AESATEILHOCTH B 00JIACTH 3aIUThI HHMOPMAIUH
3akoH «O TeXHUYECKOM PEryInpOBaHUI
CucreMa TEXHUYECKHUX PETJIAMEHTOB M HALIMOHAIBHBIX CTAHJAPTOB B 00JIACTH 3aILIUTHI
UHPOpMAITUH
9. B3auMOCBS3b MEXAYHAPOAHbIE U HAIMOHAJIBHBIX CTAaHAAPTOB
10. 'OCT P UCO/MDK 15408-2002
11. TIpodunu 3amuTe HHPOPMALTUH
12. JIunieH3upoBaHue ICATEIBHOCTH B 00J1aCTH 3alUThl MHGOpMauu. Buibl TUIIeH3UpYeMOi
nesitenbHOCTH. Oprassl 10 JTULEH3UPOBAHUIO.
13. Cepruduxauus cpeacTs 3auuThl HHGopMauu. Bunsl ceptudukaros
14. CumMeTpuuHas Kkpunrtorpadus
15. Kpunrorpadust ¢ oTKpbITIM KitouoM u DL
16. OcobeHHOCTH MPUMEHEHUS KpUNTOrpadhUIecKuX CPEACTB 3aIIUThl HH)OpMAIIHH.
17. OcHOBHBIE OIIMOKN TPY IPUMEHEHUH KPUITOTpaUIECKUX CPEACTB 3alTUTH HHPOPMAIIHH.
18. TIpuHIUIBI TOCTPOEHHS CUCTEMBI HH)OPMAIIMOHHOM 0€3011aCHOCTH
19. Pa3paboTka moauTHKH HHPOPMAILIMOHHOM Oe301acHOCTH
20. Be10op Mep U CPEACTB 3alUThl HHGOPMAIUH
21. Pa3paboTka periiaMeHTHPYOIIUX TOKYMEHTOB
22. IlpoGiieMHbBIE BONPOCH U MPAKTHYECKUE PEKOMEHAALIUH
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23. OcHOBHBIE HOPMAaTHUBHBIE U METOAWYECKHE TOKYMEHTHI TI0 IPOBEACHUIO ayTNTa COCTOSHUS
UHGOPMAIMOHHOM 0€30MMacCHOCTH

24, Mexnynapoausiii ctagapt [ISO 17799-2000 (BS 7799)

25. Mertoauka mpoBeIeHUs ayAuTa

26. Coop n ananm3 wHGOpPMAITHH

27. AHanm3 pucKoB

28. BripaboTka pekoMeHAaLuit

29. PekoMeHmanuu o BEIOOPY ayauTopa

TunoBble TeCTOBbIE 3aJAHUS

1. Kakue rpudbl CEKPETHOCTH pPAa3peUICHO WCIONb30BaTh JUISi HOCUTENCH CBEICHUU,
COCTaBJISIIOLIUX T'OC. TaAlHY?

1 - Ocoboii BaXXHOCTH

] - CoBEpLIEHHO CEKPETHO

] - CekpeTHO

] - J1s1 cimy>xe0HOr0 MOJIb30BaHUS

) - KonduaeHnuaibHO

2. Pa3periieHo Jin HCHOIb30BaHKE IPU(DOB CEKPETHOCTH AJIsl JOKYMEHTOB, COJEPKALINX CBEICHMUS,
HE OTHECEHHbIE K roc. TaiiHe?
(- Jla
"I - Her
3. Kto ynonHomMoueH BbIJIaBaTh JIMIIEH3UM Ha pabOTy CO CBEIEHUSMHU, COCTaBISIOLUIMMH TOC.
Talny?
- YOCb Poccun 1o tep. oKpyry
- JIC3I'T ®CB Poccun
- ®CTIK Poccun
4. Kto onpezaensier peKuM 3aiuThl KOH(pUIeHINAIBHON nHpopManmn?
] - YII0JITHOMOYEHHBIN I'OC. OpraH
1 - CobcTBEHHUK MH(DOpMAIIH
5. Tpebyerca nu oOs3aTenbHass cepTUUKAIUS  CPEICTB  O0pabOTKM U 3aIIHUThHI
JIOKYMEHTHPOBAaHHON MH(OPMAIH ¢ OTPaHUYEHHBIM JIOCTYIIOM HE COCTaBIISIONIEH roc. TaiHy?
- Ha
"J- Her
6. CKOJIBKO OIpeJeNIeHO YPOBHEH BO3MOXKHOCTEH HapyILIUTeIeH, UMEIOIUX AOCTyH K paboTe ¢
ACu CBT?
- Tpu
] - Yetpipe
] - IIaTe
7. CKOJIBKO OIPENEIEHO KIaCCOB 3aIUIIEHHOCTH CPEICTB BEIUUCIUTEIBHON TEXHUKHU ?
] - ITaTe
] - ecth
1- Cemb
8. CKOJIBKO OIIPEIENEHO KJIACCOB 3alIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM?
] - ecth
- Cemb
- BoceMb
[] - JleBsITh
9. CKOJIBKO OIpeieseHO KIacCOB 3alIUIIIEHHOCTH MEXKCETEBBIX 3KPaHOB?
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"] - IIatp

] - [lecTp
10. CxonbKo omnpeneneHo ypoBHEH KOHTPOJIL OTCYTCTBUSL HEEKJIAPUPOBAHHBIX BO3MOKHOCTEH
MIPOrPaMMHBIX CPEJICTB ?

] - Yetpipe

(] - ITate

] - ectp

- Cemb
11. CxonbKO ompe/ieieHo OIICHOYHBIX ypoBHEH noBepus B cootBeTcTBr ¢ [OCT P MCO/MOK
15408-2002?

| - Yetnipe

(] - ITate

] - [IecTp

- Cemb
12. MoryT i IpUMEHATHCS MeKceTeBbIe FKpanbl Mexay AC kimaccoB 1 — 1A?

(- Jla

- Her
13. Bo3moskHa nu cBsizb AC kimaccoB 1/] — 1A ¢ cetbro MIHTEpHET npu 00paboTKe 3amuiaeMon B
COOTBETCTBUH C 3aKOHOM MH(OpMALIUH?

(- Jla

"I - Her

1 - Jla, HO ipu BhIONTHEHUH TpeboBanuit Ykaza ot 17.03.2008 Ne 351
14. Kakyio JHIICH3WIO HAJO MOJYYHTh JUIS BBITIOJHEHUS padOT MO 3alUTe KOH(PHUICHIIUATHHON
uHpopmaiuu B AC, He HCTIONB3YIOIMIUX CPEACTB M poBaHus?

[l - JInnensuro ®Ch Poccun

] - JTuuensuro LIJIC3I'T ®Cb Poccun

) - Jlunenzuro ®CTIK Poccun
15. Kakyro nuIieH3uIo Ha/l0 MOJXYYHTh JJi BBIOJIHEHUS padoT MO pa3pabOTKe CPEICTB 3alTUThI
KOH(UIEHIMATBbHON HH(OPMaLIUY C UCTIOIb30BAaHUEM CPEICTB MH(PpPOBaHUs?

) - Jlunenzuro ®Ch Poccun

"] - JTuuenzuto LIJIC3I'T ®CB Poccun

] - JInnensuro ®CTOK Poccun
16. SBnsercs nu 00s3aTENbHBIM HCIIOJIB30BAHUE CEPTU(MUIMPOBAHHBIX CPEICTB 3aIMUThI
KOH(UICHIIMATBHOM HH(OPMALIUY, OTHECEHHOW K OXpaHsAeMOW 3aKOHOM HH(pOpMAITIH?

- Ha

"J- Her
17. Cepruduuupyrorcst mu C3U, cozgaHHble OpraHu3alusIMH, HE UMEIOIIUMU JTUIIEH3UI ?

- Ha

"J- Her
18. SBnsiercst nu o6s3arensHbIM onoopenne OCh Poccun anropuTma KpUNTO3AUIUTHL 10 €T0
peanuzauun?

- Ha

"J-Her
19. MoryT 1 NpUHUMATHCS Ha CePTH(PHUKAIIMIO UMIIOPTHEIE CPECTBA 3alIUThl HH(OpMAIIUU, HE
HCIIOJIB3YIOIINE BCTPOCHHBIE MIN(POBATLHBIE aJITOPUTMEI B CpeicTBa?

- Jla

- Jla, OT IMEHH OT€UECTBEHHBIX KOMIIAHUI

"] - Her



20. MoryT nM NpUHUMATHCS Ha CEePTU(PUKAINI0 UMIOPTHBIE MIH(POBaIbHBIE AITOPUTMBI U

cpenctaa?

- Jla

[l- I[a, OT MIMEHHU OTSUYECTBECHHBIX KOMIIaHUH

[1-Her

21. Vkaxute anropuTmbl MUGPOBAHUSA, HCIOJB3YIOIIME METObI MHU(POBAHUS C CEKPETHBIM

KIIFO4YOM.
- DES

] - Triple DES

- IDEA
1-RSA

(1 - El Gamal

- PGP

1-TOCT 28147-89
22. VKaxuTe ajJropuT™Mbl MIH(PPOBAHUS, WCHOJB3YIOIIUE METOABI IH(POBAHUSA C OTKPBHITHIM

KJIFOUOM.
- DES

1- Triple DES

"1- IDEA

1-RSA

(1 - El Gamal

- PGP

1-TOCT 28147-89
4.3. OueHo4HbIe CpeacTBA I IPOMEKYTOYHOM aTTecTallu.
4.3.1. IlepeyeHb KOMIETEHIUI C YKa3aHMEM ITANOB UX ()OPMHPOBAHUSA B Ipolecce

O0CBOeHHs1 00pa30BaTeIbHOI TNPOrpaMMBbl.

ITokazatenun m KPUTEPUH OUCHUBAHUA

KOMIIeTeHIUIi ¢ y4eTOM 3Tana ux (OpMHPOBAHMSA
Kon HaumenoBanune Kon HaumenoBanune 3Tamna
KOMIIETEHINH KOMIIETEHIIH JTara OCBOCHUS OCBOCHMSI KOMIIETEHIIH
KOMIICTECHIIHH

ITKc-6 CrnocobHOCTB 3 3tan (kox stana — | Kontposs paboThI
YIPAaBIATH [1Kc-6.2) nepcoHana,
MIEPCOHAJIOM, OCYILECTBIISIOLIETO
00CITyKUBAIOIIAM MPEOCTABICHUE  CEPBHCOB
pecypcel UT wu  oOcayxuBaroiero
OCYILECTBIIAIOIUM pecypest UT
MIPEeOCTaBIECHUE
cepBucoB UT

ITKc-7 CrnocobHOCTh 1 3tan (xox srana — | Opranuzanus nporecca
YIIPaBJIATh [TKc-7.1) YIPaBJICHUS
MH(pOPMAaIMOHHOM UH(POPMALIMOHHOM
0€30I1aCHOCTBIO 0€30I1aCHOCTBIO
pecypcoB ur
HETPEPBIBHOCTHIO

cepsucos UT
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Oran ocBoeHus IToka3zarenn Kpurepuii onieHnBanus
KOMIIETEHIINH OLICHUBAHMUS

[TKC-6.2. YrpaBisarth Ob6ecrieueHa 0€301MacHOCTh
KonTpons paboThI | 1eATENbHOCTHIO uH(bOpMalliU, YCTAHOBJICHBI U KaHAJbI
IIepCcoHaa, CUCTEMBI, YTEUKH HHPOPMAITIH, IPUHSATHI MEPHI 10
OCYIIECTBIISIOLIETO rapaHTupyouei MPECEYCHUIO YTEUKU HHPOpMAIUH.
MPEeA0CTaBIICHUE MH()OPMAITMOHHYIO
CEpPBUCOB T 1 | 6€301acHOCTb,
00CITyKHBAIOIIETO MpeceKaThb YTEUKH
pecypcet UT nHpopManuu,

OpraHU30BbIBATH

MEpPOIPUATHUS 1o

MTOBBIIICHUIO

IrPaMOTHOCTH

COTPYJIHUKOB B 0OOJACTH

0€30MMacHOCTH
[IKC-7.1. dopmupoBaTh uenu | ChopMupoBanbl 1e7H, TpeOOBaHUS U
Opranuzanus TpeOOBaHMS U | IPHOPUTETHI YIpaBICHUS
mpolecca ymnpaBlIeHUS | PacCTaBIATh uH(GOPMaIMOHHON 06€30MaCHOCTHIO.
MH()OPMAITMOHHOU MIPUOPHUTETHI B
0€30MacHOCThIO yIpaBIeHUU

MH(POPMAIIMOHHOM

0€30MacCHOCThIO

4.3.2 TunoBble OLIEHOYHbIE CPEICTBA
Crnucok BonpocoB JUIsl MOATOTOBKH K 3a4€Ty C OLEHKOM:
AyTteHTH(HKALMS I0JIb30BaTENEeH KaK 3aliuTa HHPOpMaLuu
AyTeHTH(HKAINS TOJIH30BaTENeH KaK CUCTEMBI 3alIUTHI HH()OPMAIIHH.
Jaiite onucanue xxypHaiy ayauTa. i 4ero oH HyKeH
WNupopmannonHast 6e30macHOCTh YeJI0BeKa 1 00111ecTBa
HNudopmannonHas 6€30MacHOCTb YeJI0BEKA U O0ILECTBa.
Kakwue BupycChl Bbl 3HaeTe, ONMUIIUTE UX KIacCu(UKaIIIO
Kakue kpunrocucreMsl Bbl 3HaeTe
Kakue kpunrocucrems! Bl 3HaeTe?
Kakue ycTpoiicTBa uaeHTU(PHUKAIMY U ayTeHTU(UKALIUH BbI 3HaeTe?
. Kitaccs! BupycoB.
. Komnerorepnsie npectymienus. OCHOBHBIE TEXHOJIOTHH, HCIIOJIB3YIOLIUECS IPU
COBEpUIEHUH KOMITbIOTEPHBIX MPECTYIIICHUH.
12. Kpunrorpadgus. ACUMMETpUYHBIE KPUITOCUCTEMBI
13. Kpunrorpadusi. CiMMeTpUYHBIE KPUTITOCHCTEMBI.
14. KpunrocucteMsl U UX KIaCCH(PUKAIIHSL.
15. Meroab! 1 cpeacTBa 3alUThl HH(OpMaLUK
16. Metonb! u cpenctBa 3amuThl nHGopmaruu. Coaepxannue CiocoOOB U CPEJICTB
oOecrieyeHns 6€30MacHOCTH UH(OPMALIHH.
17. HecaHKIIMOHUPOBAHHBIN JOCTYN K cCUCTeMe U MHpopMaIuu?
18. O6beKThI 3aUTh HHpOpMaIMK. 3auTa HHPOPMAIIUH OTPAaHUYEHHOTO OCTYTIA!
roCyIapCTBEHHAs TallHa, KOMMEpYecKas TallHa
19. O6beKThI 3amUTh HHpOpMaIMK. 3anmTa HHPOPMAIIUN OTPAaHUYEHHOTO TOCTYTIA!
roCyIapCTBEHHAs TallHa, KOMMEpYecKas TallHa
20. OnumuTe aCCUMETPUYHYIO CUCTEMY IIHU(PPOBAHUS
21. OnumuTe acCUMETPUYHbIE CUCTEMBI KpUIITOTpapuu
22. OnumuTe KJIacCU(PUKAINIO aTaK Ha CUCTEMY
11
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23. OnumuTe Kiaccu(uKauo aTak Ha CUCTEMY

24. OnumuTe JIOTUYECKyr0 60MOY U /JIsl 4eT0 OHAa BHEIPSETCS] B BUPYCHI?

25. OcHOBHBIE AITOpUTMBI T poBaHus AaHHBIX: DES

26. OcHOBHBIE aNTOPUTMBI IHppoBaHus JaHHbIX: DES.

27. OCHOBHBIE KaHAJIbl YTEYKH UHPOPMAIIUH.

28. OcHOBHBIEC KaHAJIBI YTEUKH HHPOPMALIUK. 3alUuTa OT YyTEUKH HH(POPMAIUH 110
TEXHUYECKUM KaHajaM

29. Otnuyure 3amuThl MHOOPMAIIUY B JTIOKATBHBIX CETSX OT TJI00ATBHBIX CETIX

30. ITonsTue yrpo3sl. AHAIU3 yrpo3 HHPOPMaIMOHHOM O6e30macHoCTH. Buap
«HApYLIUTEIEH»

31. ITonsTue yrpo3sl. AHaIU3 yrpo3 HHPOPMaIMOHHOM O6e30macHoCTH. Bubl
«HAPYLIUTEIICH.

32. Pacckaxxure npo KiacCU(pUKAIUIO aTak

33. Peanu3anusi METO/I0B M CPEJCTB 3aIUTH HH(POPMAIIH.

34. CpencTBa OIO3HAHUS U pa3rpaHUUYEHUs JOCTyIa K HH(OpMAaLIUK.

35. Uem oTiinuaeTcst CHMMETPUYHAsl U aCCUMETPUYHAsl KpUIITOCUCTEMA

36. Uto Takoe ayTeHTHU(PUKAIMS U UASHTH(PHUKAIUS TOJIb30BaTeNeH

37. Yro Takoe uHpopmManus

38. UTo Takoe OTKPBITHIM K04 B KpunTorpahun?

39. DnexTpoHHO-IM(POBas MOANNCH

40. DnexTpoHHO-IU(POBAs MOAMKCH.

IIxana omeHNBaHHU.

OreHKa «OTIMYHO» BBICTABIISICTCS, ©CIM CTYJCHT IOKa3al IIyOOKOEe IOJTHOE 3HAHUE U
YCBOGHHE MarepHualia y4eOHON TUCIUIUIMHBI, €r0 B3aMMOCBA3H C IPYTHUMH JTUCHUIUIMHAMU H
¢ mpeacTodmeld MnpodhecCHOHATBHOM ESITEIbHOCThIO, YCBOCHHE OCHOBHOHM JIMTEPATYpHl, W
3HAHUE JIONOJHUTENIBHON JHUTEepaTyphl, CIIOCOOHOCTh K CaMOCTOSITEIILHOMY TMOMOJIHEHUIO U
OOHOBJICHUIO 3HAHMI.

OneHKH «XOpOILO» 3acIyXKHBAeT CTYAEHT, IOKa3aBIIUKA TOJHOE 3HAHUE OCHOBHOTO
MaTepuaiga y4eOHOW IUCIUIUIMHBI, 3HAHWE OCHOBHOW JIUTEPAaTyphl M 3HAKOMCTBO C
JOTIOTHUTETIFHOU JIUTEPATypoOH, CIIOCOOHOCTh K MOMOJIHEHUIO U OOHOBJICHUIO 3HAHHA.

OLEHKH «YIOBJIETBOPUTEIHHO» 3aCIHy)XKHBAET CTYJICHT, IIOKa3aBIIMN TMpU OTBETE Ha
9K3aMEHE 3HAHHE OCHOBHBIX MOJIOKEHHH Y4eOHON MUCIUIUIMHBI, JOMYCTUBIINI OTIEIbHBIC
MOTPEITHOCTH M CyMEBIIIMIA YCTPAHHUTh MX C MOMOIIBIO 3K3aMeHATOpa, 3HAKOMBIM C OCHOBHOM
JIUTEPaTypoi.

OrneHka  «HEYJIOBJICTBOPHUTEIBHO»  BBICTABIISACTCSA, ©CIM TIPU  OTBETC  BBISIBIIIHCH
CYILIECTBEHHBIC MPOOENBl B 3HAHUSX CTYJEHTA OCHOBHBIX IMOJOXEHUN y4eOHOW MUCIUILIMHEI,
HEyMEHHE JaXe C TIOMOIIBI0 »JK3amMeHaTopa C(OpMyIHpOBaTh MPaBHIbHBIE OTBETHI Ha
BOTIPOCHI.

4.4. MeTonnueckne MaTepuaJibl
B wactm obecrieueHuss OCBOEGHHS AMCHUUIUIMHBI OOYYarOIIMMCSl TPEIOCTaBIsAeTCs
pa3IaToOYHBIA MaTepuai 1o TeMaM JUCIUIUINHBIL.
[Tponienypa olleHUBaHUS 3HAHUM, YMEHUI U HaBBIKOB, 00eCIeUMBAIOIUX (POPMUPOBAHHE
KOMIETEHIIUH, TPEyCMOTPEHHBIX OCBOCHHUEM JAUCLMIIIUHBI, BKIIOYAET:
- IPOBEICHNE OIIPOCa 0 KJIFOUYEBBIM BOIIPOCAM, OXBAThIBAIOILEM COIEPKAHUE TUCLIUILIMHBIL.

5. Meroanuyeckue yKa3aHus 1JIs1 00y4arOLIUXCS 110 OCBOCHUIO U CLUILIHHbI
[TpuMepHBIii IepedeHb TeM Il CAMOCTOSITEIbHONW PabOTHI:
1. 3akoHonaTenbHOE M HOPMAaTHBHOE MpaBoBoe obecneueHne b
2. OCHOBBI KPUIITOJIOTHH
3. Jluuensupoanue u ceptudukanus B oonactu b
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[IpakTuueckue Bonpockl noctpoenuss CYNb
OcHOBHBIC HAIMOHATIBHBIE U MEXIYHAPOAHbIE CTaHIapThl B o0nactu 1b
Oco0eHHOCTH 3alUThI NEPCOHAIBHBIX JaHHBIX

6. Y4yeOHasi suTepatypa u pecypcbl HHPOPMAIMOHHO-TEJIEKOMMYHUKALMOHHOM
cetn "UHTepHeT", BK/IIOUAS NEpPeYeHb Y4eOHO-MeTOAMYECKOro odecneyeHust 1
CaMOCTOSITE/IbHOM PadoThl 00Y4aIOIIUXCH M0 JUCHHUILIHHE

6.1. OcHoBHas nUTEpaATYpA.
KortyxoB M.M. [ukun nexkuwmii mo kypcy «KomriekcHoe obecrieuenre nHGpopMamoHHON
0e30MmacHOCTH aBTOMAaTU3UPOBAHHBIX cUCTeM». YueOHoe nocooue. Jlekuu 1 — 6. — M.: Uzn.
AHX, 2009. — 346 c., (371€KTpOHHBIA BapHUaHT).
KotyxoB M.M. MeToauueckie OCHOBBI IOCTPOCHHS CUCTEMBI 3aLIUThI HH(OpMAIH
KoMIibroTepHOM cetu. — M.: UTTIKHP, 2011. — 158 c., (37eKTpOHHBIN BapHaHT).
3aKOHOJATEIHHO-TIPABOBOE M OPraHU3aLMOHHO-TEXHUYECKOE 0OecrieueHne
nH(OPMaLIMOHHON 6€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM U MH(OPMAIMOHHO-
BerancuTensHbIX cereid /E.A.Kapmos, .B.Koterko, M.M.Kortyxos, A.C.Mapkos. — CII6.:
Uzn. BAC, 2010. — 190 c., (37eKTpOHHBIN BapuaHT).

6.2. JlononHuTenbHas JIuTEepaTypa.
KoryxoB M.M. Metoaudeckoe mocobue mo pa3padorke Konmemnmmu wHPOpPMAIMOHHON
6e3onacHocTH opranuzanu. - M.: U3n. AHX, 2010. — 57 c., (371eKTpOHHBIN BapUAHT).
KoryxoB M.M. Meronuueckoe mnocoOue MO TMPOBEACHUIO ayAuTa HHPOPMAIMOHHON
6e3onacHocT opranu3anu. - M.: Uzn. AHX, 2009. — 45 c., (371eKTpOHHBIN BapUAHT).

6.3. YuebHo-MeToquuecKoe obecreueHre caMoCTOATEIbHOM padoThI.
[Tetpos, C.B. Undopmanmonnas OGe3zomacHocTh: Yuebnoe mocobue / C.B. Ilerpos, M.IL.
CnunbkoBa, B.B. I'aguep. - M.: APTA, 2012. - 296 c.
Cemenenko, B.A. Undopmannonnas 6e3omacHocTh: YdyeOHoe moco-0ue / B.A. CemeHeHKo. -
M.: MI'Y, 2010. - 277 c.
[Haubrun, B.®. MapopmanmonHas 6€301acHOCTh KOMIIBIOTEPHBIX CUCTEM U ceTeil: YueOHoe
nocobue / B.®. [llanprun. - M.: UJI ®O-PYM, HUL] MTHOPA-M, 2013. - 416 c.

6.4. HopmaTuBHBIE IPaBOBBIE TOKYMEHTHI.
KoMmmuiekT 3akoHOAaTeNbHBIX, HOPMATUBHBIX MPABOBBIX U METOAMYECKUX JOKYMEHTOB IO
3a1UTe KOH(UASHIMATbHON HH(OPMALUY U TepCOHATBHBIX TaHHBIX («KoHcynbTanT-ITmocy)

6.5. IHTepHET-pECypCHI.
Caittet ®CTIK Poccun, ®Ch Poccuu, Pockomuaazopa.

6.6. llHble HICTOYHUKH.
Cucrema ['apanr http://www.garant.ru/
Koncynbsrant [Lnroc http://www.consultant.ru/

7. MarepuaabHO-TeXHHYECKas 0a3a, HH(PpOpPMALMOHHbIE TEXHOJIOTUH,
NporpaMMHoOe odecneyeHne 1 HH(POPMaLMOHHbIE CIIPABOYHbIE CHCTEMbI

ZIJ'ISI IIPOBCACHUA 3aHATUH 11O JUCHTUITIINHE H€06XOJIHMO MaTCpUAIBHO-TEXHUYCCKOC

oOecrieyeHre y4eOHBIX ayIUTOPUN (HalISIIHBIMU MaTepuaiaMu, SKpaHOM, MYJIbTUMEIUHHBIM
npoekropoM ¢ HoyTOykamu (I1K) ans npesenTanuu yueGHOro MaTepuasa, BbIXOAOM B CETh
Wutepnert, nporpaMmMmubsiMu nipoaykramu Microsoft Office (Excel, Word, PowerPoint)) B
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http://www.garant.ru/index.htm
http://www.consultant.ru/

3aBHCHMOCTH OT THIa 3aHSITHI: CEMUHAPCKOT0 U JIEKIIHOHHOTO TUIIOB, TPYIIIOBBIX 1
VHJVBUIyaJIbHBIX KOHCYJIbTALUM, TEKYILEr0 KOHTPOJISA U IIPOMEXYTOUHOM aTTECTALUN.

J1st caMocTOosATENbHON paboThl 00y4YaloIUMCS HEOOXOAUM TOCTYI B UATAJIbHBIE 3aJIbI
OMONMMOTEKN W/WIIH TTIOMEIICHHUE, OCHAIIIEHHOE KOMITBIOTEPHOIN TEXHUKON C BO3MOXKHOCTBIO
MOJKITIOUEHUs K ceTu «IHTepHeT», TOCTYI B 3JIEKTPOHHYIO HH(POPMAILIMOHHO-00pa30BaTeIbHYIO
cpeny opranuzanuu u IbC.

NudopmannoHHbie CIPABOYHbIE CHCTEMBbI:
1. Hndopmanmonno-npaBoBoii mopran «KoHcynbTaHT mitocy (mpaBoBas 0a3a JaHHBIX).
[DnekTponnsbIit pecypc]. — URL: http://www.consultant.ru/
2. HudopmanmoHHO-1paBoBoii moprai «['apanT» (mpaBoBas 6a3a NaHHBIX). [ DIEKTPOHHBIHI
pecypc]. — URL: http://www.garant.ru/
Hayunas 6ubanorexka PAHXul'C. URL: http:/lib.ranepa.ru/;
Hayunas snektponnas 6uommoreka eLibrary.ru. URL: http://elibrary.ru/defaultx.asp;
HannonanwsHas snextponnas oubiaumoreka. URL: http://rusneb.ru;
Poccuiickas rocynapcrBennas ounodnmoreka. URL: www.rsl.ru;
Poccutickas narmonanbHas ubamnorexa. URL: http:/nlr.ru/;
OnexrponHas oubamoreka Grebennikon. URL: http://grebennikon.ru/;
9. DnextpoHHO-OMONMHOTEeuHas cucteMa M3narenscrBa «Jlanb». URL: http://e.lanbook.com;
10. Dnexrponno-6ubanoreunas cucrema KOPAUT. URL: hitp://www.biblio-online.ru/;
11. DnexTponHo-oubmuoreunas cucrema [IPRbooks. URL: http://www.iprbookshop.ru/.

e A
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