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1. Ilepevyenb MmIaHUpyeMbIX pe3y/IbTATOB 00y4YeHHMs IO JMCLHMILJIMHE, COOTHe-

CEeHHBIX C IVIAHUPYEMbIMHU pPe3yJIbTATAMHU OCBOEHHS IIPOrPaMMBbI

1.1.

Jucuunimua b1.B.04.]1B.05.02 Ynpa/jienne uHGOpMANMOHHON 0€30MACHO-

CThI0 00ecnmeuynBaeT OBJAJICHUC CJICAYHINHUMHA KOMIICTCHIUUAMU C y‘léTOM Tamna:

Kon Koxa 3Tana ocBoenus
HaumeHoBaHue KOMIIETEHIIUH
KOMIIeTEeHIIUH KOMIIETeHIIH U
Brnagenne opraHuM3allMOHHBIMH  CIOCOOHOCTSIMH,
MEHHUEM HaXOJUTh U MPUHUMATh OPTaHU3AIMOHHBIC
TK-2 Y A P P i MK-2.3
yIpaBlIEHYECKUE PELIEeHUs, B TOM YUCIIE U B KPU3UC-
HBIX CUTYaIUsiX
Brnagenue npuHIMnamMu 1 COBpeMEHHBIMU METOJIaMU
K-8 YIPaBJICHUS ONEPALUSIMH B PA3JIMYHBIX cdepax aes- IIK-8.2
TEJIbHOCTHU
1.2. B pe3yabTaTe 0cBOeHHS IMCHMILIMHBI Y 00y4aroIuXxcsl 10JKHbI ObITH cop-
MHPOBAHBI:
OT®/T®
Kox »rana
(npu HasIMunu npodgcran-
OCBOCHHUA Pe3yabTaThl 00yyeHus
JAapTa, MJIU N0 pe3yJbTa-
N KOMIIETeHIIUH
Tam ¢opcaiiT-ceccun)
OCYIECTBIIATh  (hopMupoBa- Ha ypOBHE 3HAHWI: JEMOHCTPUPOBATh 3HAHMS
HUE KOMaHJbl JJIs pelieHus CYIIHOCTH, ILIeJiel, 3a/1a4, MPUHIIUIIOB, CTauii,
[IOCTaBJICHHBIX 3ajiay; METO/I0B, 0OCOOEHHOCTEH pa3padOTKH, IPUHATHS
U pealu3aliu YNPaBICHYECKUX PEIICHUH Ha
HaxoJIUTh M TPUHUMATh Op- roCy/1apCTBEHHOW M MYHUIMNAIBHON CIyKOe;
TraHU3alOHHbBIE  YIIpaBJICH- TEXHOJIOTHH B3aUMOJICHCTBUS BJIAcTU U 0OIIe-
YecKue pelieHus B cdepe CTBa JJs JAOCTHXKEHMS LeJel B pa3Iu4HbIX
oOecrieyeHus: 0€30MaCHOCTH cdepax KHU3HEIEATETLHOCTH OOIIECTBA, BKIIIO-
U TIPOTUBOJICUCTBHUS  KOP- yasi TOBbIIeHHE S(PPEKTUBHOCTH Trocyaap-
pyHniuy, B TOM YHCIE U B CTBEHHOT'O W MYHUIUIAIBLHOTO YIPABJICHUS B
KPU3HUCHBIX CUTYaLUsX; chepe Oe30MacHOCTH; KOMMYHUKAIlUM M WH-
(hopMallMOHHO-aHATUTUYECKOE COMPOBOXKICHUS
IUIAHUPOBaThb U OPraHHU30- pa3paboTKy, MPUHATHUS U pealu3alud yIpas-
BbIBaTh paboOTy opraHa myo- JICHUYECKUX PEUICHUM
JMYHON BJlacTH, pa3zpadarbl- Ha YpOBHE YMEHUI: JEMOHCTPUPOBATh YMEHUS
BaTh OpraHU3aLMOHHYIO K - 2.3 aHAIIM3UPOBaTh U OOOCHOBBIBATH B3aMMOCBS3H
CTPYKTYpY, aJIeKBaTHYIO OCHOBHBIX TOHSTHA W KaTeTOPHH yIpaBJIeHUE-

CTpaTeruy, LEeIsIM W 3ajaa-
yaMm, BHYTPEHHUM M BHeEUI-
HUM YCJIOBHUSM JI€ATEIBHO-
CTH OpraHa MyOJHMYHOW Bia-
CTH, OCYILIECTBIJIATH paclpe-
neneHue (DyHKIUH, TOJHO-
MOUYMN M OTBETCTBEHHOCTHU
MEX1y UCTIOTHUTEISMU;

AQHAJIM3UPOBATh M IUIAHUPO-
BaTh JIEATENLHOCTh B 00JIa-
CTH TOCYAApCTBEHHOTO H
MYHUIUIIAJILHOTO  yIIpaBiie-
HUS,

CKOHM JeSATEIIbHOCTH; ONPEAEIATh LIE€IH, 3aJauH,
METO/Ibl YIPABJIEHUSI B COOTBETCTBUU C LIETSIMU
npoeCCHOHATLHON JesITeIbHOCTH; ONpPeeNATh
coJiep’)KaHHEe METO/IOB pa3paboTKH, MPUHATHS U
pean3alliyi YIpaBICHUYECKUX DPELIECHUH, B TOM
YHCJIe B KPU3UCHBIX CUTYaLUsAX

Ha YpOBHE HABBIKOB: JIEMOHCTPUPOBATh HABBIKHU
3 PeKTUBHON peanu3ai  OpraHU3aIMOHHON
GYHKITUH YIIPABJICHUS; BIAJCHUE TEXHOIOTHSIMHU|
peaiM3aluyi MPOLECCOB 00ecreyeHus] pa3and-
HBIX BHUJIOB O€30MACHOCTH M TPOTHBOICHCTBUS
KOPPYMIHHK; BJIaJIeHHEe METOJAaMU pa3paboTKu U
MPUHATUAS WHHOBAIIMOHHBIX  YNPABIEHYECKUX
pELICHH; YCTAHOBJICHHSI B3aUMOCBSI3EH MEXIY!
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aQHAIM3UPOBAaTh U  pellaTh
COLIMAJILHO-3KOHOMMUECKHE
npo0yieMbl, TPUHUMATH pe-
HICHUSI U PEAM30BbIBATh MX
HAa MPaKTUKE;

pa3pabaTbIBaTh CHCTEMBI
CTPaTErn4ecKoro, TEKYIIEro
U OIEPaTUBHOIO KOHTPOJISI B
chepe obecredeHmst 0e3-
OIMACHOCTH T'OCYJapCTBEHHO-
ro yIpaBlI€HHUS U IPOTUBO-
JICUCTBHSI KOPPYIILINH;

[IPUMEHATH NPUHLUIBI U CO-
BPEMEHHBIE METOJBI YIIPaB-
JIeHUsl OlepalMsIMU B pas-
MUYHBIX cdepax AesaTelbHO-
CTH;

UCIOJIb30BaTh MH(pOpManu-
OHHbIE TEXHOJOIMU JUIsSl pe-
LIEHUS Pa3JInYHBIX HCCIIEI0-
BaTEIbCKUX W aJIMHUHHUCTpA-
TUBHBIX 3a]1aY;

BbIABUI'aTh HWHHOBAIIMOHHBIC
HJICU U HECCTAHAAPTHBIC MO~
XOJbI K UX pCajin3alluu.

LEIAMU U pe3yJIbTaTaMM yIIPaBICHYECKOU Ies-
TEJIbHOCTHU; Pa3pabOTKU CLIEHApHBIX BapUaHTOB
YIIPaBICHYECKUX PEIICHUN B KPU3UCHBIX CUTYa-
LUAX

I1K-8.2

HAa ypPOBHE 3HAHUM: JEMOHCTPUPOBATH 3HAHUS
TEOPETHUYECKUX U METOAO0JOTMYECKUX OCHOB
yIpaBICHUS ONEPAMSIMEA B PA3IMUHBIX cepax
JEeATEIbHOCTH; CYLIHOCTH, IPUHLUIIOB, OCO-
OCHHOCTEH, TEXHOJOTHI W METOJOB yIpaBlie-
HUS ONEPALMSIMU B CUCTEME TOCYAapCTBEHHOU
CITy’OBI; METOJOJIOTUIECKIX OCHOB BHEIIPCHHUS
UH(GOPMaIlMOHHO-KOMMYHHUKAIIMOHHBIX U Macc-
MEIMMHBIX MPOLIECCOB MPHU YNPABIECHUU OIEepa-
USMHU B IEJIAX peUIeHHs 3ajJa4y Mo obecreye-
HUIO Pa3JIMYHBIX BUJOB O€30MAaCHOCTH U MPOTH-
BOACHCTBUIO KOPPYHIIIMHU

Ha ypPOBHE YMEHMI: JEMOHCTPHUPOBATb YMEHUE
IOHUMAaTh, AaHAJIU3UPOBaTh M OOOCHOBBIBATH
B3aMMOCBS3b OCHOBHBIX ITOHSATUN B YIIPABICHUU
olepalrsMu U YIPABICHUM Pa3IMYHbIMU ce-
paMu  J€ATEIbHOCTH; ONPENEIATh CYLIHOCTD,
HOPUHIUIBI, 0COOEHHOCTH, TEXHOJIOTUU U METO-
JIbl YIPABJICHHS ONEPALMAMU B CUCTEME TIOCY-
JTApPCTBEHHOM CITy’>KObI; ONpeNeNiTh ColepKaHue
MH(OPMaLIMOHHO-KOMMYHUKAIIMOHHBIX U Macc-
MEIUNHBIX IIPOLIECCOB B KOHTEKCTE MX BHEApE-
HUs B YNPABJICHHE ONEpalUsMM B LEIAX pelle-
HUS 337a4 10 00eCHeueHUI0 pa3InYHbIX BUI0B
0€30MacCHOCTH U IPOTUBOICHCTBUIO KOPPYIIIHH

Ha YPOBHE HaBBIKOB: IEMOHCTPHUPOBATH HABBIKN
aHayiM3a M OOOCHOBAHMS B3aUMOCBSI3M OCHOB-
HBIX MOHATHM B YNPAaBICHUM ONEpalUsIMH U
YIOpPaBJIE€HUHU PA3NIUYHBIMU chepamu AesTeabHO-
CTH; OINIPEAEIEHUS CYLIHOCTH, PUHIUIIOB, OCO-
OEHHOCTEM, TEXHOJIOTUI U METOJIOB yIPaBICHUS
omepausAMU B CHCTEME TI'OCYJapCTBEHHOMN
CITyOBbI; OmIpeneNeHus coaepx aHus uHpopma-
[IMOHHO-KOMMYHUKAIIHOHHBIX U Mmacc-
MEAUMHBIX MPOIECCOB B KOHTEKCTE UX BHEApE-
HUS B YIPABJIECHUE ONEpalMsIMHU B LENAX pelle-
HUS 337a4 10 OOECNEeUeHUI0 Pa3IMYHBIX BHUJIOB
0€30IaCHOCTH U MPOTUBOJICHCTBUS KOPPYIIIIHH

2. O0bem n MecTO AMCHMILINHBI B cTpykType OIT BO
O6mas tpynoémkocts b1.B.04.J1B.05.02 Ynpasnenue nHpopManoHHON 0€3011aCHOCTHIO
0 320YHOU opMe cocTaBlsieT 2 3a4€THBIE €NUHUILIBI, /2 yaca. KonnmuecTBo akaieMUYeCKUX Ja-
COB, BBIICJICHHBIX Ha KOHTAKTHYIO PabOTy C MpernojiaBaTesieM, COCTaBIsIeT 16 9acoB: JEKIMOH-
HBIC 3aHATUA — 4, IpakTHUeckue 3aHsATus — 12 gacos. CamocTosTensHasi paboTa cocTaBisier 52

qgaca.

MecTto nucuunimasbl B ctpykrype OII BO
Hucnunmuaa b1.B.04.J1B.05.02 YnpaBnenue wHGOPMAIMOHHONW 0€30MAaCHOCTBIO OTHO-
CUTCA K TUCIMILIMHAM 110 BbIOOpY BapuaTuBHOM yactu broka 1. «Qucuurmmmnel (Momymnn)y OI1



BO o nanpasnenuto 38.04.04 «I'ocynapcTBEHHOE U MYHUIIMIIAJIBHOE YIIPABICHUEY» U U3Y4YaETCSI
B 4 cemecTpe Ha 2 Kypce.

ConepxarensHo aucuuiuimaa b1.B.JIB.01.03 Ympasnenune nHpopmammonHoi O6e30macHo-
CThIO cBsizaHa ¢ qucipuinHamu b1.B.07 OpranusanoHHo-ipaBoBoe o0ecrieueHre HalMOHAIBHOM
oe3omacuoctu (4 cemectp), b1.B./IB.01.01 T'ocymapcTtBeHHoe yripaBieHue WH(GOPMAIMOHHO-
KOMMYHHKAIIMOHHBIMA M MacC-MEIUMHBIMU TpolieccaMu (4 ceMecTp) U CIOCOOCTBYET paciiupe-
HUIO 3HAHUH U OBJIAJICHUIO MTPO(ECCUOHATBHBIMU KOMITETCHIIUSMHU.

dopma IPOMEKYTOUYHOM aTTECTAIlMM B COOTBETCTBUH C YYEOHBIM TUIaHOM — 3adeT (4 ce-
MECTD).

3. Coaep:xkaHue M CTPYKTYpPA AUCHUILTIHHBI
3aounan popma odyuenus
O0beM JucHHUIIMHBI (MOYJIsT), Yac. dopma Te-
KonTakTHas padora 00y- KYLIEro KoH-
owmen cnpornzmate- | | Thiza e
n/m (pa3aeJioB) Bcero Aamy CP ’
3aHATHH NPOMeKY-
OYHOM aTTe-
J | JP | M3 | KCP TOTHOM aTT
crauum
OCHOBHBIE IIOHITHSI WH-
OpPMaIMOHHOMN 0e3-
Tema 1. (bopman 10 2 8 0,3
OIIACHOCTA H  3alllUTHI
nHpopmaruu
Yrpo3sl wHGOPMAIMOH-
Tema2. | °'P (popman 10 2 8 0,3
HOI1 0€30IMacHOCTH
ITonmutuka wHbOpPMAIH-
Tema 3. . A 2 6 0, KP
OHHOM 0€e30MacHOCTH
[IpaBoBBIE OCHOBBI
Tema 4. | obecnieuenust uHpoOpma- 8 2 6 0]
LIMOHHOM 0€30MacHOCTH
Cranpmaptel  obecrneue-
Tema 5. | Hus wuHDOPMATMOHHON 8 2 6 0,3
0€30I1acCHOCTH
be3omacHocTs omeparu-
Tema 6. pall 8 2 6 0, KP
OHHBIX CUCTEM
Kpunrorpadpunueckas
Tema 7. P pad 8 2 6 O, KP
3amuTa HTHPOpMaIuu
3ammra OT BpPEIOHOC-
Tema 8. | >3 peil 8 2 6 o)
HBIX TIPOTPaMM M cllaMa
[Ipome:xyTOUHASI ATTECTALMSA 4 3a
Bcero: 108/3 | 4 | | 12 | | 52

Tpumeuanue: gopmuvl mexywezo konmpous ycnesaemocmu.: onpoc (0), koumponvhas paboma (KP), 3ada-
uu (3), popmul npomedscymounoti ammecmayuu: 3avem (3a).

Conep:xanue TUCHHUILTHHBI

Tema 1. OcHOBHBIC NOHATHA HHPOPMALMOHHOI 0€30IaCHOCTH U 3aIIMThI HHGOPMa-
119701

OcHoBHble moHsATHS. [loHSATHE MHpOpMaMOHHON Oe3omacHOCTH. OCHOBHBIE CBOMCTBA
nHpopMmanmoHHo Oe3omacHocTH. MHGOpMaMOHHBIE PUCKH W 0€30MacHOCTh HMH(POPMAIIUH.
Ananun3 nHPOPMAIIMOHHBIX PUCKOB.

Ocob6enHoctu nH(pOpMAIUKA KaK O0OBEKTa 3allUTHI. 3allUIICHHbIE HHPOPMAIIMOHHBIE CH-
CTEMBI. OpF aHUu3anus paGOTBI B 3aH_[I/IH_IéHHBIX CHUCTEMax.




Tema 2. Yrpo3bl HH(POPMAITMOHHON 0e30IaCHOCTH

Knaccudukanus yrpo3 nadpopmaiimonaoi 6ezomacuoctu. CirydaifHbIe U IpeTHAMEPECHHbBIE
yrpo3bl. XapakTepucThka (PU3NUECKHX KaHAJIOB HETaTUBHOTO BO3JEHCTBUS HAa MHGOpPMaIMOH-
HBIE PECYPCHI U €T0 MOCIIEICTBUM.

TexHonornyeckre BO3MOXKHOCTH 3J0YMBIIUICHHUKOB IO MPEOIOJICHUIO CUCTEM 3allUThI
uHpOpMaLIKH.

Tema 3. IlonuTnka HHPOPMALIMOHHOM 0€30aCHOCTH

3HayeHHue OpPraHMU3aLMOHHOrO obecredeHus MH(popMalMOHHOM Oe3onacHocTH. IloHsTHe
MOJUTHUKHA MHPOPMAMOHHON O6e3onacHocT. KoMmIulekcHbIi moaxo/ K obecneueHnio nHpopma-
IIMOHHOW 0€30macHOCTU. 3a7aul KOMIUIEKCHOM 3aluThl obecrieyeHus: MH(OpManuoHHONW Oe3-
omacHoctH. [Ipuanume! obecnieuenus: Ub bC P® (obmiue u crienualibHEIe).

OcHOBHBIE 00BEKTHI 3aIIUTHI ¢ TOUKU 3PEHUS HHPOPMALMOHHONW 6€3011acHOCTH B rocyap-
CTBEHHBIX y4pexaeHHsX. OCHOBHBIE pa3/ieibl MOJUTHKU HWH(OpMAIMOHHOH Oe3omacHocTu. Oc-
HOBHbIE KaTE€rOpUU CHEIHMAIM3UPOBAHHBIX HOJUTHUK Oe3omacHocTH. HemocTaTku mpuiioskeHui
JMCTaHIIHOHHOTO OAHKOBCKOTO OOCITY)KMBAaHUS M SJIEKTPOHHBIX CPENICTB IUIATEXkA.

Tema 4. [IpaBoBble 0CHOBBI 0O0ecneyeHUus1 HHPOPMALMOHHOMH 0e30IaCHOCTH

['ocynapctBennas nonutnka Poccuiickoit deaepanuu B 001acTi IPaBoOBOrO oOecreyeHus
uH(popMannoHHoi 6e3onmacHocTH. OcoOeHHOCTH MH(pOpManuu Kak 00beKTa mpaBa. 3aKoHOIA-
TenbeTBO Poccuiickoii @eneparu B chepe MHPOPMAITMOHHBIX TEXHOIOTHIA.

CrpykTypa TrOCyIapCTBEHHBIX opraHoB Poccuiickoir ®enepamuu, OCYIIECTBISIIONIUX
MIPaBOTBOPUYECTBO U IpaBONpPUMEHEHHE B oOsactu uH(popManroHHoN 6e3omacHocTu. [loHATHs
roCyJJapCTBEHHOM, KOMMEPUECKOUN U CITy>K€OHON TalHBI.

Tema S. Ctanaaptsl odecniedenusi HHGOPMAIMOHHON 0€30MACHOCTH

CraHgapThl 1 peKOMEHIALNUU B 00JaCTH 3aiuThl HHGopMaruu. Kpurepun 3ammieHHoCTH
KoMmbroTepHBIX cucteM. Ctanmapt BS 7799:2005. Crangapt UCO 27001. CrangapTs! aiist Oec-
NPOBOJHBIX ceTeil. OTeuecTBEHHbIE CTaHAAPTH HH(POPMATMOHHONW 6E€30MaCHOCTH.

OcHoBHble cTaHnapThl banka Poccun B dactu oOecrieueHuss mHGOPMAIIMOHHOM Oe3omac-
HoctH. Cranaapt PCI DSS.

Tema 6. be3onacHOCTH ONepalMOHHBIX CHCTEM

3aHII/ITa I/IH(l)OpMaHI/II/I B KOMIIBIOTCPHBIX CUCTEMAaxXx OT HCCAHKIUMOHHPOBAHHOT'O AOCTYIIA.
Cucrema pasrpaHudeHus foctyna Kk nHpopmauuu. [IpoTuBoeiicTBue HeCaHKIIMOHUPOBAHHOMY
U3yYEHUIO U UCTIOIH30BaHUIO TIPOTPAMMHOTO 00ECTICUeHHS.

Metoab!l U cpecTBa 3allUThl OT HECAHKIIMOHUPOBAHHOTO U3MEHEHHUSI CTPYKTYP KOMIIbIO-
TEPHBIX CHUCTeM. MeTobl KOHTPOJIS IeJIoCcTHOCTH mH(popMaruu. [loBepeHHas 3arpy3ka orepa-
IIUOHHBIX CHCTEM. 3alluTa OT HECAaHKIMOHHMPOBAHHOIO JOCTyNa K BHYTPEHHEMY MOHTaXy U
cpeacTtBaM KOMMYyTalWH, OT MOAKIIOYCHHA HEIITATHBIX YCTPOI;'ICTB. CucreMsl 3alIUThl OT HE-
CaHKIIMOHMPOBaHHOTO noctyma K [1K.

Cpeactea OC u MS Office no 3amure OT HECAHKIIMOHUPOBAHHOTO JOCTyNa K JOKYMEH-
TaMm.

Tema 7. Kpunrorpadguueckasi 3ammura nHGOpManuu

OcHoBHBIe TIOHATHS KpunTorpadun. Kpunrorpadguueckie METO b 3aIIUTH HHPOPMAIIHH.
Mertoas! creranorpaduu. Knaccuduxanms MetozoB mudpoBanus. TpeOoBaHUS K COBPEMEHHBIM
mdpaM. Metoasl cuMMeTpUYHOTO K poBanus. bioynoe u norokosoe mudpoBanue. AGco-
JIOTHO HaJAeKHBIN mmdp. Hecummerpruynoe mudpoBanue.

[Tpumenenne MeTo0B Kpunrorpaduu i UACHTUDUKAUY U ayTeHTU(UKALUKN yJaleH-
HBIX npoueccoB. Ludposas snexkTpoHHas noanuck. IlepcnekTuBbl pa3BUTHS KpUnTorpaduu.



Tema 8. 3ammTa 0T BpeIOHOCHBIX MPOrPaMM U cliaMa

3ammra uHGOpMaLMK B KaHalax cBs3M. MexcereBoe skpaHupoBanue. lloarBepikineHue
HOJUIMHHOCTH UH(OPMAIMK U B3aUMOJCHCTBYIOIINX ITPOLIECCOB.

Obecneuenne MHYOPMAITMOHHONW 0E30MACHOCTH MPOLECCOB (DYHKIIMOHUPOBAHUS CHUCTEM
3JIEKTPOHHON TOPrOBIIU U JUCTAHIIMOHHOIO OAHKOBCKOI'O OOCITY’KUBAHHSI KIIMEHTOB.

Mertoas! u cpeacTa odecrieueHust 6e30macHon padoThI B Ti00anbHOM ceTn HTEepHeT.

Knaccugukaius KOMIBIOTEpPHBIX BUPYCOB U BPEJOHOCHBIX mporpamm. Daiinossle, 3arpy-
304HbIE M CETEBbIE BHPYCHl. METOJbI U cpelcTBa OOpbOBI C BUPYycaMu M BPEIOHOCHBIMH IPO-
rpammami. [IpounakTuka 3apaxeHns BUpycaMi KOMIIbIOTEPHBIX CHCTEM U MOPAIO0K JEeHCTBHM
MOJIb30BATENICH B ClTydae 3apaKeHuUs

4. MartepunaJbl TeKylero KOHTpOoJisi ycneBaeMocTu o0y4yarommxcst 4 GoH OLeHOYHBIX
CpeICcTB NPOMEKYTOYHOM aTTeCTALMM 110 JUCHUIINHE

4.1. ®opMbI U MeTOAbI TEKYILIEr0 KOHTPOJIS yCIeBAeMOCTH 00y4alOIUXCs U MpoMe-
JKYTOYHOM aTTecTalun

4.1.1. B xoae peanusauuu qucuumanasl b1.B.JIB.01.03 Ynpapiienue nHpopManuoH-
HOMH 0e30MACHOCTBIO UCHOJIb3YIOTCS CJIeYI0IHe MeTOAbl TeKYIIero KOHTPOJIsl ycleBaeMo-
CTH 00YYAKOIIUXCH:

DopMbI (MEeTOIBI)
Tema (pa3aen) TeKyLIero KOHTPOJIA
ycIeBaeMoCTH
Tema 1 OcHOBHBIC TOHATHS MH(OPMAIIMOHHON OE€301acHOCTH U 3a- Omnpoc, 3agaun
HIUTHI HHpOpMALUU
Tema 2 | Yrpo3sl HHPOPMAITHOHHOW OE30MTACHOCTH Omnpoc, 3agauu
Tema 3 [TonuTrka nH(pOpMALIMOHHON 0€30MaCHOCTH Onpoc, KOHTPOJIb-
Hasi paboTa
Tema 4 IIpaBoBBIe OCHOBBHI OOecieueHus: UH(pOpMaIMOHHON Oe3omac- Omnpoc
HOCTH
Tema S | CranaapTsl obecriedeHuss MHPOPMALMOHHONW 6€30I1aCHOCTH Onpoc, 3agaun
Tewma 6 Be3onacHOCTh OmepanroHHBIX CHCTEM Onpoc, KOHTPOJIb-
Has padorta
Tema 7 Kpunrorpaduueckas 3amura nHpopmManuu Onpoc, KOHTPOJIb-
Hasi paboTa
Tema 8 | 3ammTa OT BpeIOHOCHBIX IPOTPaMM M cllaMa Omnpoc

4.1.2. 3ayeT MPOBOAUTCS C MPUMEHEHHEM CJIeAYIOIINX MeTOI0B (cpeacTB): B (popme
YCTHBIX BOIIPOCOB U 3a/1aHUH.

4.2. MartepuaJjibl TeKyLero KOHTPOJIsl YCIIeBaeMOCTH.

[IpenogaBaTens OLIEHUBAET YPOBEHb MOJATOTOBIEHHOCTH OOYYAIOIIMXCS K 3aHATHIO IO
CJIETYIOIIMM [TOKa3aTeNsIM:

—YCTHBIE OTBETHI Ha BOIIPOCHI PENOIABATENS 110 TEME 3aHSTHS,

—pelIeHne NPaKTUYECKUX 3a/1a4,

—BBINIOJTHEHHE KOHTPOJIBHBIX padoT.

OneHka 3HaHUM, YMEHUI, HABBIKOB MPOBOJIUTCS Ha OCHOBE OAJUIbHO-PEUTHUHIOBON CHCTe-
mbl 70 % u3 100 % (70 GammoB u3 100) - BKiIag mo pes3ysbTaraM MOCEHIaeMOCTH 3aHSTUH, aK-
TUBHOCTH Ha 3aHATHUSIX, PELICHHE NMPAKTUYECKUX 33/1a4 Ha CEMHHAPCKUX 3aHATHUSAX, OTBETOB Ha
BOIIPOCHI NIPENOIABATENS B XOJI€ 3aHSTHSI, 110 PE3YJIbTaTaM TECTUPOBAHUS, BBIIIOJHEHUS JOMalll-
HUX KOHTPOJIbHBIX PA0OT.




Bonpocs! 1Jisi NOATOTOBKH K ONPOcaM, NPAKTHYECKUM 3aHATHSAM 10 TeMaM:
Tema 1 OcHOBHBbIE NOHATHA WH(OPMALMOHHON 0€30IACHOCTH M 3aIUThI HHpOPMa-

HHH.

1. Uro Takoe mH(pOpManmoHHAs 0e30macHOCTh B cooTBeTcTBUU ¢ JokTpuHoir Wb
2016 1.?

2. Kak bank Poccun nonnmaer nHGOpMaIMoHHY0 6€30MacHOCTh?

3. UYTo B COOTBETCTBUU C MEXIYHAPOJAHBIMHU CTaHIAAPTAMU IOHUMAETCS MO/ TePMHU-
HOM «HH(pOpMAIMOHHAS OE30MTACHOCTH)

4, Uto noHumaeTcs moj; TepMUHOM HallMOHAJIbHbIE MHTEpechl Poccuiickoit denepa-
1K B HHGOPMALMOHHOM cepe?

5. HazoBute X0Ts1 OB 0OIMH HaIMOHANBHBIN HHTEpec PD B nHbopmanmionHou cdepe.

6. Mst roBopunu o KL/ monxone k mHpopmarmonHoii 6e3onacuoctu. Yto Takoe
KI1?

7. Urto Takoe KOHPHUICHIIMATLHOCTD B aCIIeKTe oOecreueHus: nH(HOPMAIMOHHON 0e3-
ONacHoCTH?

8. Uto Takoe IEeJIOCTHOCTh B acleKTe oOecredeHus HHPOPMAIMOHHON 0e30MacHo-
ctu?

9. Uto Takoe MOCTYIMHOCTh B acmlekTe obecriedeHus WH(DOpPMAIMOHHONW Oe30macHo-
ctu?

10. MpbI roBOpMJIM O HECKOJBKHX IMOJIXOJaX K MOHMMAHUIO MH(OPMALMOHHON 0e3-

onacHoctH. Kakoil nonxoxn conepxurcs B pesomonun OOH «Co3aanue rino6anbHON KylIbTypsl
knbepoOe3onacHocTH»? Ha30BUTE OCHOBHBIE MPUHIIMITBI STOTO TOAXO0/A.

11. Yro coboii mospasyMeBaeT SKOHOMUYECKUN MOJXO0/ K MOHUMaHUIO MH(opMaIu-
OHHOH Oe3omacHoCcTH?

12. Yro Takoe 3amuTa HHGopManuu?

13. Uto u3 cedst mpeacTapisieT cucteMa nHGopMamoHHoi 6e3omacHocT?

14. Yro Takoe yrpo3a MH(GOpPMAIMOHHONW 0€30MacCHOCTH B COOTBETCTBHM C JlOKTpH-
Hoit b 2016 r.?

15. YeM TepMHH ysI3BUMOCTb OTJIMYAETCS OT TAKOT'O MOHATHUS KaK yrposa’?

16. HazoBure onHy-1Be yrpo3bl HHGOPMAIIMOHHON OE30MaCHOCTH B COOTBETCTBUU C
Hoxrpunoii Ub.

17. Mp1 paccmarpuBanu otdetsl komnannn PWC. Kakoe mecto cpeam sKOHOMHYE-
CKHUX MPECTYIMJICHUH 3aHUMAeT KHOEePIPECTYTHOCTb.

18. Kak BbI OHMMaeTe TEPMUH «KUOEPIIPECTYIICHUE)?

19. Ha3zoBuTe OCHOBHbBIE HAIlpaBIEHUs BO3JEHCTBUS KHOEPIPECTYIIICHUH Ha OU3HEC
KOMITaHUH.

20. OO0ObsicHUTe, MOXKANyicTa, clenyromyw ¢pa3y «kudepObe30macHOCTh — 3TO HE
TOJILKO TEXHUYECKHI PUCK, 3TO OU3HEC PHCKY.

21. Kakue cdeprl HanbOoee npuBIeKaTENbHbI U1 KUOSPIPECTYTHUKOB.

Tema 2. «Yrpo3sl HHPOPMALMOHHOH 0€30I1aCHOCTH

1. Yro takoe yrpo3a MH(GOpMAIMOHHONW 0€30MacCHOCTH B COOTBETCTBUU C JlOKTpH-
Hoit b 2016 r.?

2. YeM TEpMHH yS3BUMOCTh OTJIMYAETCS OT TAKOTO MOHATHUS KakK yrposa?

3. Yro u3 ceds mpeacTaBiseT NepBUYHAA KiaccuuKanus yrpo3 HH(GOpPMaMmOHHON
6e3omacHocTH?

4. Yro u3 cebs MpeacTaBisAIOT yrpo3bl HAPYLIEHUS IOCTYMHOCTH (LI€TOCTHOCTH,
KOH(UICHIIMATBHOCTH) HHPOpMAITIH?

S. Kakum obpazom kiaccuduuupyrorcss yrpo3sl b mo cremenn Bo3zieiicTBusi Ha
nH(pOpPMAITMOHHYIO CUCTEMY?

6. Jaiite, noxanyiicra, KpaTKyl0 XapakTepucTukKy arakam tuna APT. ITpusenute

pUMEphI TAKUX aTaK.



7. HazoBuTe 0CHOBHBIE THIIBI BPEIOHOCHBIX MTPOrPaAMM.

8. Kakue THIBI BPeJOHOCHBIX HPOTPaMM 3aHUMAIOT JIMAMPYIOIIEE IOJIOKEHHE I10
CTEINEHU PacpOCTPAHEHHOCTHU?

9. Ha3zoBute 0cHOBHBIE MTOAXO0/bI K KJIacCU(UKAIIUN CETEBBIX aTaK.

10. Ha3zoBute TuIBI CeTEBBIX aTak Mo Leau Bo3aeicTBusa. YTo U3 cels MpeacTaBisioT
aTaku Joctymna (Moan(uKauu, 0TKa3a B 00CIyKMBaHUN)

11. Ha3oBute OCHOBHBIE BU/BI CETEBBIX aTak jaocTymna. Yro Takoe mepexmar (Mpo-
CJIyIIMBaHHUE KaHala, TOMEHA JTOBEPEHHOTO XOCTa, HABSI3bIBAHUE ITAKETOB)?

12. Ha3zoBuTe OCHOBHBIE BU/IbI CETEBBIX aTak OTKa3a B 00CITyKMBAHUU.

13. Kakne xomMOuHMpOBaHHBIE aTaku Bbl 3HaeTe? UTO M3 ceds MpeacTaBisieT aTaka
I0JIMECHA JOBEPEHHOro CyOheKTa (araka uyeiaoBek mocepeaune, araka DNS-spoofing)

14. Kakue mnTepHeT-aTaku BBl 3HaeTe? Uto u3 cebs mpencrasiser (gapmunr (¢u-
IIMHT, UHBEKLNA K0/1a)?

15. Uto Takoe OOTHETHI U JUISL YETO OHU UCIIOJIB3YIOTCHI.

16. UYto u3 cels nmpeAcTaBiIsioT MU(POBATBIIMKN?

17. HazoBure ocHoBubie Buabl arak Ha WIFl-cetn (B3nom WPA-naponeii, 3amena
TOUYKH JIOCTyNa (albIINBOMI, OTKa3 B 00CITYKUBAHUN).

18. UYro u3 cebs mpezcraBisieT ataka water-holing.

19. Ha3zoBure TunnyHble HepocTatku MIHTEpHET-0aHKOB.

20. Uro takoe nByx(hakTopHas ayHTehuKaus?

21. Kak BbI mOHMMaeTe BO3MOKHOCTh 1yOaMpoBaHus ceccuu B MIHTepHeT-OaHKe.

Tema 3. IlomuTnka MHPOPMAIIMOHHON 0€30ITACHOCTH.

1. Uro Takoe moiuTuka HHOOPMAIIMOHHOW O€30IacHOCTH?

2. Kakwue cymiecTByIOT OIX0/bI K 00ecIIedeHHI0 HHPOPMAIIMOHHOM 6e30nmacHocTh?

3. PacckaxuTte mpo CymHOCTh M COjAepKaHWe (PparMeHTapHOTO (KOMIUIEKCHOTO)
MoJIX0/1a K o0ecredeHnto nH(HOPMAIIMOHHON O€30MaCHOCTH.

4. Kakue ObiBatoT mMepbl 1Mo odecreueHno HHGHOPMAIIMOHHONW 0€30MacHOCTH (3aKO0-
HOJIaTeNbHbIE, TPOTPAMMHO-TEXHUYECKUE, aIMUHICTPATUBHO-OPTraHU3aI[MOHHBIE)?

S. Uro BkIIOYAIOT B ce0s 3aKOHOAATENbHBIE (POrpaMMHO-TEXHUYECKUE, aJMHUHU-
CTpaTUBHO-OPTraHU3alMOHHbBIE) MEPHI M0 oOecreueHn0 HHHOPMaIMOHHOMN Oe30macHoCTH?

6. HazoBute nBe-Tpu 3amaum KOMITIEKCHOW 3aIIMTHI oOecTiedeHnss WHPOPMAIHOH-
HOM 0€30MacHOCTH.

7. HazoBure ocHoBHble kaTeropuu npuHuunoB odecnedenus b bC PO (oOuue u
CHeIMalIbHBIC)

8. Uto u3 cebs npencrasiusier [Ipunnun «3HaTh cBoero kiuenta» (IIpuniun «3HaTh
cBoero ciykariero», [Ipunnun «Heo6xoaumo 3HaTh»)?

9. Yro takoe PDCA-mmkn (mukn JleMuHra) 1 OCOOCHHOCTH €ro NMpHMEHEHHs TpU
dbopMUPOBaHUU CUCTEMBI OOecTieueHrs: HH(OPMAITMOHHON 0€30MaCHOCTH.

10. HazoBuTe OCHOBHBIE OOBEKTHI 3AIIUTHI C TOYKH 3pCHUs] MHPOPMAIMOHHON 0e3-
omacHocTH B banke

11. HazoBuTe 0CHOBHBIE pa3ebl TOJUTUKH HHGOPMAITMOHHON 0€30MaCHOCTH.

12. Kakue OBIBalOT ypOBHM MOJIMTHK HH(POPMALMOHHOM Oe30macHOCTH (BEpXHHUH,
CpEeIHUMN 1 HUKHUIN)

13. HazoBute ocHOBHBIE KATETOPUU CTIEIIMATU3UPOBAHHBIX MOJIUTUK O€30MMaCHOCTH

14. B uewm 3akirodaeTcsi CyImIHOCTh U COJIEP)KAHHE MOJUTHKH JOMYCTHMOTO HCIOJb-
30BaHUA (IOJUTHKHU yIaTC€HHOTO AOCTYyMa)?

15. B dewm 3akmrouaeTcsi CyIHOCTh M cojiepkaHue mporeayp OezomacHoctu? Kakwue
OBIBAIOT NMPOLIEAYPHI?

16. HazoBuTe OCHOBHBIC IIaru Mo pa3pabOTKe MOJMTHKN 0€30MMacHOCTH (aHAINU3 PHUC-

KOB, aHAJIN3 TpeOoBaHuUil Ou3Heca)
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17. HazoBuTe OCHOBHBIC KOMITOHEHTHI (PU3NYECKON O€30MacHOCTH (JIOTHYECKOUN 0e3-
OTNacCHOCTH)

18. Yro Takoe ayaut nHpopmannoHHoN Oe3omacHocTu? Kakue acmekTsl ayiuTa MH-
dbopMarmoHHOH 6€30MacCHOCTH HEOOXOIUMO YIUTHIBATH?

19. HazoBuTe n1Ba-Tpu HegocTaTKa BEO-MPUTIOKEHUN MPU JOCTYIIE K TUYHBIM JIaHHBIM
(YympaBlieHUsI CECCHSIMU, pa3MEIICHIE KOMIIOHCHTOB BEO-TIPUIIOKCHHS).

20. HazoBuTe nBa-Tpu HemocTaTka MPUIIOKEHUN TUCTAHLIMOHHOTO OAHKOBCKOTO 00-
CITy’>KMBAHUS ¥ SJICKTPOHHBIX CPECTB IIaTeka (0€30MacHOCTh TPAH3aKIIUN ).

21. HazoBuTe nBa-Tpu HemocTaTka ONEpPAIMOHHBIX CHCTeM (HACHTU(UKALUL U
ayTeHTU(UKAIHSI, YIIPABICHUE TOCTYIIOM).

22. [lepeunciure TpU caMbIX PacPOCTPaHEHHBIX ys3BUMOCTeH cuctem JIbO (Hemo-

CTaTOYHAs aBTOPU3ALUS, HEAOCTATOUHAS 3aIUTa CECCUU, HICHTH(DUKALINS TTPUIIOKECHU).

Tema 4. [IpaBoBbie 0CHOBBI 00ecnieyeHUus1 HH(POPMAITMOHHOMH 0e30MACHOCTH.

1. UYro BKIIIOYaeT B ceOs HOPMATHUBHOE M IIPaBOBOE obecriedeHre NHPOPMAIMOHHON
6e3omacuoctu Poccuiickoit denepannn?

2. Uro mojapa3zymeBaeT KOMIUIEKCHBIN MOAXOJ K OOeCHeueHU0 HHPOPMAIMOHHOMI
Oe3omacHOCTH?

3. [lepeuncinure aBe-Tpu HOpMBI, nojioxkeHUss Konctutyuuun Poccuiickoit denepa-
[IUU B 9aCcTU o0ecrieueHuss NHHOPMAIMOHHON O€30MMaCHOCTH.

4. Kakas ponp mHpopmanmonHoit 6e3omacHoctu oTBeneHa B CTpaTeruu pa3BUTHA
uH(popmanmorHoro obmiectBa Poccuiickoit denepanun?

5. Kakum o6pazom oTpaxena npobiaema nunpopmaironHoit 6ezonacHoctu B Ctparte-
TUH HAIMOHAIbHOM Oe3onacHocTu Poccuiickoit deneparmm?

6. B Crparernn HannoHaabHOM 0€30MAaCHOCTH €CTh TaKOM TEPMHMH CTpaTeTHUeCKUi
HAI[MOHAJIBHBINA IpropuTeT. UTo 3TO Takoe?

7. KakoBa ctpykrypa JlokTpuHbl HHPOpMaLmoHHOH 6e30nacHocTH oT 2016 rona?

8. Kaxkue nBe-Tpu yrpo3sl HallMOHAJIBHON 0€30macHOCTU B HHGOPMAIIMOHHOM cdepe
B cootBeTcTBUU ¢ JlokTpunou b 2016 rona?

9. B gem 3axmrouaetcs obecrnieuenne MHGOPMAITMOHHONW 0€30MaCHOCTH B IKOHOMHU-
yeckoii chepe?

10. B yewm 3axmrovaercs obecrnieueHne MHGOPMAIIMOHHONW 0€301aCHOCTH B 00JacTH
HayKH, TEXHOJIOTHI 1 0Opa3oBaHus?

11. [lepeuncnure OCHOBHBIE CYOBEKTHI oOecrieueHus: MHPOpPMAIMOHHON Oe30macHo-
ctu B PO?

12. CymHOCTh U cofiepaHue MPUHIUIOB obecrieueHus] HHPOopMaIlMoHHOM Oe3omnac-
Hocty P®. HazoBure nBa-Tpu U3 HUX.

13. [IpemycMoTpeHa 11 yroJoBHAsk OTBETCTBEHHOCTh 3a MPECTYIUICHHUS, CBA3aHHBIE C
uHpOpMaLMOHHOM Ge3omacHocThio. HazoBuTe KoHKpeTHbIE cTaThu YK PO.

14. B kakux Konekcax P nMeroTCs MONOKEHUs, PETYIUPYOMINAE TPABOOTHOIECHUS
B cepe obecrieueHust HHPOPMAITMOHHOM 0e30macHOCTH?

15. [IpenycMoTpeHa nu aAMUHHCTpPAaTHBHAs OTBETCTBEHHOCTb 3a IPAaBOHAPYIICHMUS,
CBsI3aHHBIE ¢ HH(OpPMaIIMOHHOM Oe30macHOCThI0. HazoBuTe koHkpeTHbIe cTaThl KOAIT PO?

16. HazoBute nen» ®enepanpbHoro 3akoHa «0O0 umHpopMmanuu, MHGOPMAIMOHHBIX

TEXHOJIOTUSX H 0 3amuTte nHpopmanun? Kakue cratbu perynupyroT oTHOIIEHHs B chepe obec-
nevyeHns nHHOPMAaLMOHHON O€30MaCHOCTH.

17. HazoBure nenp 3akona «O OaHkax U OaHKOBCKOH nesitensHOCTHY Kakue crarbu
MOCBSAIIEHBI poOsieme obecnieueHus Ub.

18. Hasosute Llens u packpoiite conep:xanue PenepanbHoOro 3akoHa «o Hannonamns-
HOW IIJIaTEKHOM CHCTEMEY.

19. Kakue HOpMaTuBHBIE JOKYMEHTHI CYLIECTBYIOT B cpepe obecnieueHus: nHpopma-
nnoHHoM 6e3omacHoctu? [IpaBurensctBo PO u b PO.
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Tema 5. CtanaapTsl obecniedenusi HHPOPMAIUOHHOM 0€30MACHOCTH.

1. Uro Takoe ctaHAapThl MHOOPMAIIMOHHON OE30IMACHOCTH.

2. HazoBuTe ocHOBHBIE (DYHKIIMU CTaHIaPTOB HHGOPMAITMOHHOM Oe30macHocT?

3. HazoBure ocHOBHYIO 337a4y CTaHAAPTOB HHPOPMAITMOHHOM Oe30macHoCTH?

4. B gem unrepec norpedureneil (mpou3BoaUTENEH U SKCIIEPTOB) MPHU MOIH30BAHUH
(pa3paboTke) mpoayKTa B 4acTH HHPOPMAITMOHHON 0€3011aCHOCTH.

5. Kakum 00pazom KinaccupUIUPYOT CTaHAAPTHI (KPUTEPUH KiTacCuPpUKaImm)?

6. N3 cxonmpkux yacteit cocrout crannapt BS 7799:2005?

7. B dem 3akitouaercs derbipexdazHas MOJElNb Mpoliecca yrpaBieHus: HHpopMaiu-
OHHOM 0€30IMMacHOCThIO coryiacHo ctanaapty BS 7799:2005?

8. Urto cocraBnsier ocHoBy cranaapta MCO 270017

9. Onumwmre ctpykrypy crangapra UCO 270017

10. Kakwue crangaptel 11st 0ecipOBOAHBIX CeTell Bl 3HaeTe?

11. Kakue crangaptel 6e3onacHoctu s MlHTepHeTa Bbl 3HaerTe.

12. Jns gero nmpeaHasHadeH nporokoya SET?

13. Kakune oredecTBeHHbBIE CTaHAAPTHI HH(OPMAIIMOHHOM 0€30IT1acHOCTH BBI 3HaeTe?

14, HazoBute ocHoBHbIe yacTu cranaapta 'OCT P UICO/MOK 154087

15. HazoBute ocHoBHBIE cTanmapThl banka Poccun B wactu obGecrnieueHust nHpopMma-
[IMOHHOM Oe3omacHocTh?

16. Kakoii cranmaprt B yactu uapopMmarionHoi 6e3omacHocti bank Poccuu mpuns
B koHI1e 2016 roma?

17. HazoBure ocHOBHBIC TpeOOBaHMS K 0OeCIIeUCHIIO HHPOPMAIIMOHHOW 0e30macHo-
ctu B cootBeTcTBUU co ctanaapTom CTO BP MBBC-1.0-2014. «O061mue mosoKeHUs.

18. HasoBute ocHOBHY!O 1ienb U 3a1a4yu cranaapra banka Poccun «Meroguka oneH-

KM COOTBETCTBUS TpeOoBaHusM 1by.
19. O gem crangapt PCI DSS?

20. HazoBuTe 0CHOBHBIE I'PYMNIIBI JAHHBIX B COOTBETCTBUU co cTtanaapTroM PCI DSS?

21. HaszoBuTe OCHOBHBIE IPYIIIBI OKA3aTENEN! B COOTBETCTBUU C «METOIMKON OLEH-
KU COOTBETCTBUS TpeOoBaHusM 1by.

22. CkonpKO ypOBHEH A KaXJOro IMoKas3aTels MPeaycMOTpeHO craHaapTom bP

«MetoauKa OlEeHKH COOTBETCTBUS TpeboBanusiM 1b»?

Tema 6. be3onacHOCTH ONepalMOHHBIX CHCTEM.

1. HazoBure ocHOBHBIE KpuTepuH Kilaccu(UKaAMK yrpo3 O€30MacHOCTH ONepalu-
OHHOM cucTeMbl?

2. Uro Takoe nporpaMMHas 3aKkiajaka?

3. Ha3zoBute TUNMMYHBIE aTaku Ha ONEPALIMOHHYIO cUCTeMy. UTo u3 ceds mpeacTas-
nsieT coopka Mycopa? (KagHbIe TPOTPAMMBI)

4. HazoBute 00s3aTesbHbIE COCTABIISIONINE 3AUIUIEHHON ONEepaliMOHHON CHCTEMBI

S. HazoBuTe OCHOBHBIE MOAXOMBI K MOCTPOCHUIO 3AIMIIEHHBIX OMEPAMOHHBIX CH-
CTEM.

6. [lepeuncnure OCHOBHBIE (PYHKIIMH MOJCUCTEMBI 3aUTHl ONEPAIMOHHOM cucTe-
MBI.

7. HazoBuTe ocHOBHBIE MeTO/IbI HJIeHTUGUKAKU U ayTeHTHpuKauu B OC.

8. Yro Bl moHMMaeTe 1o TepMUHOM «pasrpaHUyYeHUE JT0CTYIay.

9. Kto Takoii cynepmonas3oBarens?

10. Ha3oBure 0cHOBHBIE MO/IENN pa3rpaHUUYEHUs AOCTYIIA

11. Urto Takoe Marpuiia a0cTymna?

12. Ha3zoBute nmpenmMymiecTBa v HEIOCTATKA MOJIENIN U30MPATETHLHOTO Pa3rpaHUYCHUS
JIOCTYyTIA.

13. YeM M307MpOBaHHAS MPOTpaMMHasi Cpela OTIUYACTCS MOJENU M30MpaTeIbHOrO

pasrpaHuyeHust 10cTyna
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14.
15.

B dem 3akntouaercs ayiuT B ONEpalMOHHON cucTeme?
Ha3031/1Te HeKOTopBIe HCOOCTAaTKHN OHepaLII/IOHHBIX CHUCTEM, CBA3AaHHBIX C ynpaB-

JeHueM JocTtynoM (uaeHTudukanuen u ayreHTuduKanuen, ynpaBieHus CUCTEMOMN )

16.
17.
18.
19.
20.
8.
21.
puBaet?
22.

©CONOOAEWN P -
o
=
o
.

NNNNNNNMNNNNNRPRRERPRRRRERRE
CONPONRDONPOOONDUTAWNEO

30.

Kaxkue cpeacrsa 3ammrel Windows 8 Bel 3HaeTe?

Jns gero myxHub! bitlocker u bitlocker to go u B uem ux pasnuuus?

Kakas cucrema mmdposanus cymecrsyer B OC WINDOWS 8;

Jliist yero Hy»Ha ciryk0a yrpasienus npasamu B Windows 8?

Ha3zoBuTe OCHOBHBIC COCTaBISIONIME CITYyKObI yrpasieHus npaBamu B Windows

UYro takoe O6panamaysp Windows 7 u kakue OCHOBHbIC PO OH MPeIycMaT-
Junst wero ucnonb3yercs TexHonorust AppLocker?

Kpunrorpaduueckas 3amura ungopmManum.

Yro takoe Kpunrorpadus?

Ha3zoBute ocHOBHBIE PyHKIMHU KpUNTOrpadUIeCKOM 3amuThl HHOOpMaITUH
Yro Takoe mudp?

Kakwne ObIBaroT KpUNTOAITOPUTMBI?

Yro Takoe X31upoBaHue?

Uro Takoe cummeTpudHOe mudpoBanue?

Yro Takoe accuMmeTpuyHoe mudppoBaHue?

UYem 610yHOE K (POBAHUE OTIUIACTCS OT MOTOYHOTO?

Jliis yero Hy»KHa MaTpulia KJIt0Yed B CAMMETPUYHBIX aIrOPUTMax MH(ppoBaHUs?
WneanbHO CTOMKUN KPUITOAITOPUTM — 3TOM Kakon?

OcHoBHBIE CBOWCTBA U KadecTBa anroputma DES

OcHoBHBIE TIpeoOpa3oBanuy B anropurme AES

Kakue cuMMeTpuyYHbIE aJITOPUTMBI BBl 3HAETE?

OO0bsicHUTE TPUHLIUIT PAOOTHI CUMMETPUYHBIX KPUIITOAJITOPUTMOB.

Ha3zoBuTe OCHOBHBIE HEAOCTATKH CUMMETPUYHOTO MU(POBAHHUS.

Kakue ki1roun uCnosp3yroTcsl B aCCUMMETPUYHBIX aITOpUTMax MH(poBaHUs?
HazoBute npeumyIecTBa aCCUMETPUUHBIX MUPPOB Mepe]l CHMMETPUYHBIMU?
HazoBurte ocHOBHBIE HEOCTATKH ACCUMMETPUYHBIX ITU(POB.

Ha3zoBuTe N3BECTHBIE AITOPUTMBI ACCUMETPUUHOTO MM (PPOBAHUS.

Uro Takoe (axTopuzanus 4ucia.

OO0BscHUTE TPUHIUI Pa0OThl ACCUMMETPUYHBIX KPUIITOAITOPUTMOB.
OO0bsicHUTE TPUHLUIT PAOOTHI XAMIPYHKIIUH.

HazoBute ocHOBHBIE PYHKLIMHU XA YHKIIHH.

HazoBuTe n3BecTHbIe QYHKINN X3IIUPOBAHUS.

J1s 4ero ucnosb3yeTcs eKTpoHHas LU poBasi MOANHUCH.

Ha3oBute ocHoBHBIE iponeyps! DL

OOBscCHUTE NPUHIMI JeHCTBUS POLEypbl POPMHUPOBAHUS LIU(PPOBOI MOAMUCH.
OObsicHUTE TPUHLIUIT ACHCTBUS TPOLIEYPHI TPOBEPKU LU(POBOM MOAMKCH.
Kakyto nndopmaruto cogepxut ILIT?

OObsicHUTE TPUHLUIT IEHCTBUS KOMOUHUPOBAHHOTO MPUMEHEHUS! CUMMETPUYHO-

'O 1 aCUMMCTPHUYIHOT'O I_HI/I(I)pOBaHI/ISI.

Tema 8.
1.
2.
3.

3ammuTa oT BpeIOHOCHBIX IPOrPaMM H ciaMa

YTo BBl NOHMMAETE MOJl TEPMUHOM «BPETOHOCHOE NIPOrpaMMHOE oOecredeHue»?
Knaccugukaius BpeZOHOCHBIX IPOrPaMM.

HazoBuTe OCHOBHBIE OTIMYHUTEIbHBIE XaPAKTEPUCTUKH KOMIIBIOTEPHBIX BUPYCOB,

CETEBBIX YEPBEU U TPOSHCKUX IPOrPAMM.

4.

Knaccudukanmsi TpOSHCKHX ITPOTpaMM U CETEBBIX YEPBEH.
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OcHoBHBIE peXUMBI Pa0OTHl aHTUBUPYCHBIX IPOTPAMM.
HCI[OCTaTKI/I U NPpCUMYHICCTBA CUTHATYPHOI'O aHaJIn3a.
HenocraTku u npenmyiiecTBa 3BpUCTHUYECKOIO aHAIH3A.
OcHOBHBIE MOJlyJIM aHTUBHPYCOB.

Kak paboratot aHTUBUpYCHBIE O01aKa?

10. Ocnosnble poaykThl JlabopaTopuun Kacnepckoro.

©oNo O

KOHTPOJIBHBIE PABOTbI

KoHTposibHOE 3a/1aHue BBITIOIHICTCS CTYJEHTaMU 10 BapHaHTaM, KOTOPbIC OHM IOJTyda-
10T y npernojaBaTens Ha cemuHape. [lo 1aHHON TUCIMIUIMHE MPETyCMOTPEHO BHITIOJIHEHHUE JBYX
KOHTPOJIBHBIX padoT.

KonTpoJabHas padoora Nel
BAPHUAHT 1

I. Keiic 1. Y I'paxxnannna A mpormana cetb Ha TeaedoHe, Ha KOTOPOM ObLT 3aperucTpH-
poBaH MOOWIbHBIN OaHK. [I03BOHUB COTOBOMY OIepaTtopy, OH y3Hall O HE3aKOHHOM MEPEBbBITYC-
ke SIM-kapTel. 3aTeM MOTYYUB TOCTYI K CBOEMY OaHKOBCKOMY CHYETY, y3Hal, 4TO ¢ JAcOeTOoBOM
kapThl 0610 ToxuineHo 450 000p. Takke ncyesnu JEHbI'M ¢ 0AHKOBCKOTO JCTIO3UTA.

3ajaHue 1Mo Keicy:

1. ChopmynupyiiTe HHTEpECH KIIMEHTa OaHKa, KOTOPbIE OBbLIM HApYIIEHbI B JAHHOM Keii-

ce

2.Ilepeuncaure yrpo3sl HHTEpecaM KIMEeHTa OaHKa, XapaKTepHbIe JJIs JAHHOT'O Kekca;

3.Ha3oBute OCHOBHBIE OOBEKTHI U CyOBEKTHI CUCTEMBI OOECIeYeHus] WH(POPMAITMOHHOMH
0€3011aCHOCTH, 3aTPOHYThIE B TAaHHOM Keiice?

4. IlepeuncianTe BO3MOXHBIE KaHAJIBI U CIIOCOOBI JOCTyNa K OAHKOBCKOMY CUETY KIMEHTa
C LIEJIBIO XUILIEHUS JEHEKHBIX CPEJCTB, UCIIONIb3yEMbIE 3JI0yMBIIUIEHHUKAMH B JAHHOM Kelice

5.Knaccudunupyiite TUII aTaKi MOIIEHHUKOB JIJIsI TOTO KeHca.

6.Ha3oBuTe 0CHOBHBIE MPUUYUHBI (YSI3BUMOCTH) IIPOBE/ICHUS aTaky B JaHHOM Kelce

7. HazoBute GaHKHU (OTEUECTBEHHBIE U 3apyO€KHBIE), IPUHABLINE CIIEUAIbHBIE MEPHI B
YaCTH MPOBEPKH MEPEBBIMYyCKa SiM-KapThl.

8.Ilepeunciure MEpONPUATHS, HEOOXOAMMBIC VIS MPEIOTBPAIICHHUS TAaKUX CHUTYyallWui
(MoI0OHBIX CUTYyalluu B Kelice), Kak CO CTOPOHBI KIIMEHTA, TaK U CO CTOPOHbI OaHKa.

Il. Kak, mo-BameMy, U3MEHSTCS MOAXOJbI K obecredeHno nHGOpMaIMOHHON Oe3omac-
HOCTH B 0aHKOBCKOH B cpepe B Onmxaiimme 5-10 met?

BAPUAHT 2

I. Keiic 2. [Tpuxonut CMC /BAHK/3asBka Ha nepeBox 12000 py©. ¢ Bamiel kapTsl IpH-
uara. Uuad. 8(904)9383439. I'paxknanun b, MOCKOIBKY y HETO BKJIIOUEHA yciyra « MoOMIbHBINA
0aHK» TPUHSI COOOIIEHHE, O3BOHMII MO0 YKAa3aHHOMY TeJeoHYy M cAenal MpOJUKTOBaHHbIE
37I0YMBIIIJIEHHUKOM JIEHCTBUS ¢ KapTod. B pe3ynbrare - moTepst 10BOJBHO OOJBIION CYMMBI €
KapTBHl.

3azaHue Mo Keucy:

1. Chopmynupyiite uHTEpECHI KIIMEHTa OaHKa, KOTOpbIe ObUIM HapyIIEHBI B TaHHOM Kei-
ce

2.Ilepeuncnure yrpo3sl HHTEpecaM KIMeHTa OaHKa, XapaKTepHbIE I JaHHOTO Kelca;

3.HazoBure ocHOBHbIE OOBEKTHI U CyOBEKTHI CUCTEMBbI oOecriedeHHs] NHPOPMaAIMOHHON
0€3011acCHOCTH, 3aTPOHYTHIE B TAHHOM Keiice?

4. [lepeuncnure BO3MOKHBIE KaHAJBI M CIIOCOOBI JOCTyNa K 0aHKOBCKOMY CUETY KJIMEHTa
C LIEJIBbIO XUILEHUS JEHEKHBIX CPEJICTB, UCIOIb3yEMbIE 3JI0YMBIIUIEHHUKAMH B JAaHHOM Kelice

5.Knmaccuduiupyiite TUI aTaki MOIIEHHUKOB JIJIsl TOTO KeHca.

6.Ha3zoBuTe 0CHOBHBIE IPUUMHBI (YSI3BUMOCTH) IPOBEEHUS aTaKu B JaHHOM Kelce

7. [lepeunciute OCHOBHBIC OTINYHS «PUIIMHTA» OT «hapMuHTa»?
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8.Ilepeuncnure MeponpusaTHs, HEOOXOAUMBIE IJIsi NPEAOTBPALICHUS TaKUX CUTyalUi
(moIOOHBIX CUTYyalluu B Keiice), Kak CO CTOPOHBI KIIMEHTA, TaK U CO CTOPOHBI OaHKa.

Il. Kakue, mo-Bamemy, HOBbIC anmapaTHO-MPOTPAMMHbBIE KOMMYHUKAIIMOHHBIE TEXHOJIO-
TUU TIOSABATCS (XOTenu Obl YTOOBI MOSIBUIMCH) B cepe obecneueHus: MHPOpMaAIMOHHON 0e3-
OTaCHOCTH B 0AaHKOBCKOH cepe B Ouimkaie naTb-ceMb JeT?

KonTpoJjbHas padora Ne2
BAPUAHT 1

|. KoMIuiekcHbIM oaxon K pemeHnio npobiaeMbl odecriedeHnss HHPOPMALMOHHOW 6e3-
OMAaCHOCTH 3aKJI0YAETCsl B PALOHAJIBHOM COYETaHMM 3aKOHOAATENIbHBIX, aJMUHUCTPATUBHO-
OpPraHU3allMOHHBIX U MPOTPAMMHO-TEXHUYECKHX Mep M MexaHu3MoB. Crenaiite oOoOmaromme
BBIBOJIbI B YaCTU COOTBETCTBHSI 3aKOHOJATEIbHBIX (HOPMAaTUBHBIX U MPABOBBIX) MEP COBPEMEH-
HBIM BBI30BaM H yrpo3aMm B cdepe obecrnieueHus nHpopMamoHHOH OezomacHoctu Poccuiickoit
®enepanuu.

Il. Bel u3yumiin Habop MHCTPYMEHTOB JJIsl 3AILUTHI IaHHBIX B ONEPALMOHHBIX CHUCTEMAX
Windows. Kakue u3 vHux Bbl manupyere ucnons3oBath B Oyaymem? M kak MX MOXHO ClieNaTh
6osiee y10OHBIMU B UCIIOJIB30BaHUN?

[1l. Bac Haznaunnu HayalbHUKOM OTAeNa WHpopManmoHHoN O6e3onacHocT B COepOaHK.
CdopmynupyiiTe ocCHOBHBIC Bamm pekoMeHIaluy U PEUIOKCHHS B YaCTH COBEPIIICHCTBOBAHUS
cUCcTeMBbI oOecrieueHusI HH)OPMAIIMOHHON 0€30MaCHOCTH KOMIIAHUHU, KCXO/IS1 M3 KOPIIOPATUBHBIX
WHTEPECOB U MPUOPUTETOB €€ JCITCITLHOCTH.

BAPUAHT 2
|. KoMruiekcHbIM moaxon K pemeHuro npobiaeMsl odecriedyeHns MHPOPMALMOHHON 6e3-
OTMaCHOCTH 3aKIIOYAeTCsl B PAIlIOHAIBHOM COYETAaHWH 3aKOHOJATENBHBIX, aJIMUHUCTPATHBHO-
OpPraHU3alMOHHBIX U MPOrPpaMMHO-TEXHUYECKHX Mep U MexaHu3MoB. Crenaiite oboOImaromiye
BBIBOJIBI B YACTH COOTBETCTBHSI a/IMUHUCTPATHBHO-OPTaHU3AIIMOHHBIX MEP COBPEMEHHBIM BBI30-
BaM U yrposaMm B cdepe obecnedueHus: nHpopMannoHHo# 6e3onmacHocTH Poccuiickoit @enepa-
IHH.

I1. Bol u3yuminn Habop MHCTPYMEHTOB JIJISl 3aIIUTHI JAHHBIX B OMEPAIIMOHHBIX CHCTEMaxX
Windows. Caenaiite 000CHOBaHHBIN BHIBOJ 00 MX JOCTATOYHOCTH B YaCTH 3aIUTHI JaHHBLIX B
OTIEPAIIMOHHON CHUCTEME M TPEIJIOKUTE CBOM PEKOMEH/IAINH, Kacalomuecs pa3paboTKi HOBBIX
MEXaHU3MOB U UHCTPYMEHTOB, a TAK)KE COBEPLICHCTBOBAHUS UMEIOLIIUXCSI.

I1l. Bac Ha3HaumiIM HayaJbHUKOM OTZAeNa WH(POPMALMOHHOM 0€30MacHOCTH B COOTBET-
cTBytomieM [lenapramente Munucrepctsa ®@unancoB PD. Chopmynupyiite ocHoBHbIe Baru
3aJa4d ¥ MOJIHOMOYHS Ha ’TOM OTBETCTBEHHOM IOCTY.

4.3. OueHoYHbIE cpecTBA A/l IPOMEKYTOYHOM aTTeCTALINHU.

4.3.1. IlepedyeHb KOMIIETEHIMI ¢ YKa3aHMEM 3TAIOB UX (popMHpPOBaHMA B IpoLecce
ocBOeHMsA 00pa3oBaTe/ibHOM nMporpamMmel. Iloka3zaTesn 1 KpUTepHuH OLCHUBAHUSI KOMIIe-
TEHIU € Y4eTOM 3Tana ux (OpMUPOBaAHUSA

Kox xomne- | HammeHnoBanue Kox 3Tama
HanmeHnoBaHMe 3Tana 0CBOCHUSI KOM-
TeHIIUN KOMIIeTeHI[UH OCBOEHHUA
NneTeHI U
KOMIIETeHIIM U

Bnagenue opra- [IpuMeHeHHEe TEOPETUYECKUX IOJIOKECHUN
IK-2 HHU3aLHOHHBIMHU K - 2.3 K PEUIEHUIO MPAKTUYECKUX 3aaad MpOTH-
CIOCOOHOCTSIMH, BOACWCTBUSI KOPPYNLUHMHU B CHCTEME HC-
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YMEHHEM HaXo- nosHUTENbHOU Biactu Poccuiickoit dene-

IUTb W TMPUHU- painuu; opraHuzanus mpoiecca pa3pador-
MaTb OpraHu3a- KM, IIPUHSTHS U pealin3allii yIpaBieHYe-
LIMOHHBIE CKUX pemieHul B cdepe 0Oe30MacHOCTH;
yIpaBjieHYE- 3HaHME€ KOMMYHHUKALMH M Ipoliecca HH-
CKHE peIlIeHHUs, (hopMallMOHHO-aHAJIUTUYECKOTO  COMNpO-
B TOM 4YHCJIE U B BOXKJICHUsSI pa3pabOTKU, MPUHATHS U pea-
KpPU3HUCHBIX CH- JU3alUU YIPaBICHUYECKUX PEIICHUM; BBI-
Tyarusx CTpauBaHWE KOMMYHHMKAaTHBHOI'O  IpO-

CTPAHCTBA C MHCTUTYTaMHU I'PaKJAHCKOIO
oOmiecTBa Npu MPUHATUU (OOIIECTBEHHOMN
9KCIIEPTHU3E) YINPABICHUYECKUX pPElICHUM
HAa TOCYJApPCTBEHHOW W MYHHUIMITAJIbHOU

ciyx0e
Brnanenne CriocoOHOCTb CaMOCTOSITEIBLHO HCIOJIB30-
OPUHLUIAMUA U BaTh UH(POPMALIMOHHO-
COBPEMEHHBIMU KOMMYHUKAIIMOHHBIE M MaccC-MeIHiHbIC
METOJIaMH IPOLIECCHI ITPU YIIPABJICHUH ONEPALMSIMU B
K-8 YIpaBJICHUS NK-8.2 HEesIX pelleHHus 3afad Mo 00ecIedeHHIo
onepanusMud B Pa3MMYHBIX BUJIOB 0E30MACHOCTH M IIPO-
Pa3IMYHBIX THUBOJICHICTBUIO KOPPYIILIMU, B TOM YHCIIE
chepax nes- o0ecrieueHHsl SKOJIOTHYECKON Oe30macHo-
TEJIBHOCTH CTH.

4.3.2 TunoBbie OLIEHOYHBIE CPEICTBA

Bonpocsl k 3auery

1. B cootBercTBUU ¢ JlokTprHOM MHPOpMamoHHOM Oe3onacHocTu PO ot 5 nexabps 2016
rojia uH($opMalMoHHas 6€30MaCHOCTb ITO:

A) cocTosiHHE 3allIMIIEHHOCTH JUYHOCTH, 00111eCTBA ¥ IOCy1apcTBAa OT BHYTPEHHUX U
BHEIIHUX HH()OPMALIMOHHBIX YIPO3;

b) 3amunienHocTs HHPOPMALIUK OT HE3aKOHHOT'O 03HAKOMJIEHMSI, MPe0Opa30BaHus U YHU-
YTOXKECHMS;

B) nedrenpHOCTh MO NMpEeAOTBpALLIEHUIO YTEUKHU 3allldiiaeMol MHQOpMAaIUK, HECAHKINO-
HUPOBAHHBIX U HETIPEAHAMEPEHHBIX BO3/IEUCTBUI Ha 3aIIMIAEMbI OOBEKT.

I') cucTeMa oQUIMAIbHBIX B3IJISIOB Ha obecrieueHne HalMoHaidbHOM Oe3omacHoctu Poc-
cutickoit deneparuu B nHGOpMAITMOHHOU chepe.

J1) COCTOSIHME 3alMIIEHHOCTH HWHTEPECOB TOCYJapCTBa OT BHYTPEHHUX W BHEIIHUX WH-
(bopMaIMOHHBIX YTPO3

€) COCTOSIHUE COXPAaHHOCTH MH(OPMALMOHHBIX PECYpCOB TOCYJapCTBa U 3alUIIEHHOCTH
3aKOHHBIX MIPaB JJUYHOCTH U 00111ecTBa B MHGOPMAIIMOHHOM cepe

2. Jlnst kuOepripecTyIIeHnid XapaKTepHBbI:

A) Bbicokasi JIATEHTHOCTD;

b) Hanuuue noctaToyHOM ClEeACTBEHHON MPAaKTUKH MO PACKPBITUIO KOMIIBIOTEPHBIX Mpe-
cTymieHuii B PO;

B) [Ipoctora c6opa noKa3aTensCTB;

I') U3nuiHe )XecTKUe CaHKIIMU

1) Kn6epnpocTpaHcTBO — 3TO UCTOYHMK, HHCTPYMEHT, 1eJIb WM MECTO NMpecTyIie-
HUS
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E) ucnosib3oBaHue 3J1eKTPOHHBIX HOCHTEJIEH U YCTPOMCTB ABJISIETCS OCHOBHBLIM, 2 He
CJIYYAHHBIM 3JIEMEHTOM;
2K) oTcyTcTBHE A€TAaNM3AIMU COCTABOB KHOepIpecTyjieHuii B P®

3. Henoctatkamu MHTEpHET-0aHKOB SIBJISIFOTCS:

A) OrcyrcTBHe poBepkH nepesbinycka SIM kapTsr;

b) OTcyrcTBHe NBYX(p)aKTOPHO# ayTeHTH(PUKAMHU;

B) Bo3Mo:xHOCTB 1y0JIMPOBAHNSI CECCHU;

') Bo3MOXHOCTB IOCTYIIA K OTIEPAIlMOHHON cucTeMe 06e3 ayTeHTU(UKALUN Yepe3 BCIIOMO-
ratenbHbIe U (MJIN) PEIKO UCIIONIb3yeMble HHTepQeichl (serial-mopTel U T.11.)

/1) CoBMecTHOE pacoioKEHUE KYPHAJIOB PErUCTPAIK COOBITHI U CUCTEMHBIX (ailioB

E) Ouenb cTporas nmaposibHasi MOJIMTUKA

4. HazoBuTe KIIt0OUEBbIE CBOMCTBA MHPOPMALIMOHHON 0€30MaCHOCTH:
A) KoHdpuaeH1naabHOCTh, [IETOCTHOCTD, aKTYaIbHOCTH;

b) [lonHOTa, OCTOBEPHOCTH, IEIIOCTHOCTD;

B) locTynHoCTh, KOH(UIEHIHAIBHOCTD, LEJIOCTHOCTD;

I') KonduneHunanbHOCTh, TOCTYITHOCTD, aKTYaIbHOCTb.

1) JocTymHOCT, LIETOCTHOCTb, 3aIlIUIICHHOCTH;

E) LlenocTHOCTD, KOHMUIACHIIMATLHOCTD, 3alIUIICHHOCTD,

2K) 3amuieHHOCTh, HEMPOTUBOPEUUBOCTD, TOCTYITHOCTD

5. Atakoii Ha aBTOMaTU3UPOBaHHbIE OaHKOBCKHE cucTeMbl U cuctembl JIbO He sBnsercs:
A) AyTcopcuHr;

b) IIpocnymuBanue kaHana;

B) [lonmeHna noBepeHHOr0 X0cTa

I') ®apmuHr;

n) Kpayndaiinauur;

E) IP-SPOOFING

K) PHP-unbexnus

6 B coorBerctBuu ¢ nonxonamu llentpansHoro banka P® undopmanmonnas Ge3zomac-
HOCTb 3TO:

A) COCTOSIH. M€ 3alMIIEHHOCTH HAllMOHATBHBIX HHTEpecoB PO B mHbopmarmonHoii chepe;

b) 3ammmennocts nnpopmanuu bC PO oT HE3aKOHHOTO0 03HAKOMIIEHUS, TPEOOPa30BaAHMS
Y YHUYTOXECHHUS;

B) cocTosinne 3aIMIIEHHOCTH HHTepecoB - neqaeid opranu3anuu bC P® B ycioBusix
yrpo3 B uHGopMalMOHHOM cdepe;

I') nestensHOCTs LIB P®D Mo mpenoTBpallleHnIo YyTEUKH 3allMIiaeMoil MHpOpMaluu, He-
CaHKLMOHUPOBAHHBIX U HEMPEIHAMEPEHHBIX BO3/IEHCTBUI Ha 3alIUIIaeMblii O0BEKT;

J1) cocTosiHue 3aIuIIeHHOCTH 0aHKOBCKUX MHTepecoB PP B nHpopmamonHoii cdepe;

E) samumennocts LIb PO ot yrpo3 B nnpopmannonHoi cdepe

7. Ilo nienm BO3aEHCTBHS CETEBLIE aTaKH OLIBAIOT:

A) ATaku gocTyna;

b) Ataku moaupukaumnu;

B) AkTuBHBIE aTaku

I') [laccuBHbBIE aTaku

1) ATakm 0TKa3a B 00C/1y:>KUBAHUH

E) Cnoxneie aTaku

8. BriOepuTe 1Ba cekTopa, HanboIee NPUBJICKATEIbHBIX I KHOSPIPECTYTHUKOB:
A) ®OuHaHCOBBIE YCJIYTH U CTPAXOBaHUE;
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b) Hedrerazossrii cexTop;

B) T'ocynapctso;

I') Cuctema oOpa3zoBanust

/1) ®apManeBTHKa U XUMHYECKOe IPOU3BOIACTBO;
E) UT, tenexkom u meaua

9. Yto He oTHOCHUTCS K yrpo3aM HHGOPMAIIMOHHOI 0€30MaCHOCTH:
A) knaccupuranusa HHPOpMALKMHU;

b) cOou 1 0TKa3b1 000pPYMOBAHKS (TEXHUUYECKHUX CPEJICTB);

B) npennamepeHHbIe 1eHCTBUS HAPYIIUTEIEH U 3JI0YMBIILIIIEHHUKOB.
I') Ynasienune He Hy:>KHOH MH(pOpMaIIUU

1) NedparmenTanus »KeCcTKUX JUCKOB;

E) IlepexBar nndopmanuu;

7K) YcraHoBKa aHTHBMPYCHOI'O IPOrpaMMHOI0 o0ecrevYeHust

10. [TepexBar ceaHca 3T0 -

A) BO3MOKHOCTb 3710yMBIIIJIEHHUKA, TTOTYYUBIIET0 TOCTYI K JIMHUSM Mepe/ladd JaHHBIX B
BaIllell CETH, MOACTYIINBATH WM CUNTHIBATH TPAPHK;

b) 3noymbliieHHUK 3axBaThiBaeT HHPOPMAIUIO B IIPOIECCE €€ Mepeiayl K MEecTy Ha3Ha-
YeHUS,

B) Ilo oxoHYaHMH HAYAJIBHON MPOUEAYPHl AYTEHTUPUKANNU COeIMHEHHUE, YCTAHOB-
JICHHOE€ 3aKOHHBIM I0JIb30BaTeJieM, HAIPUMeEpP € MOYTOBBIM CepPBEPOM, NEPeKJIHYAeTCH
3JI0yMBIIIJICHHUKOM HA HOBBIH XOCT.

I') Araka, HarpaBiieHHast TPOTHB WUH(OPMAIMH, KOT/Ia IOCIETHSS CTAHOBUTCSI HETIPUTO/1-
HOM JJIs UCTIOJIb30BaHUS;

J1) nepenanpasieHue moyib3oBareseil Ha (aabIIUBbIE CAUTHI, ABJIAIOIINECS KOMUSIMHU OpU-
TMHAJIbHBIX

11. KoHpuaeHIMaabHOCTh — 3TO:

A) cBOICTBO MH(pOPMAIIUH, IPU KOTOPOM NPEAOCTABIISIETCS BO3MOKHOCTD 32 MPUEMIIEMOE
BpeMs OJIYUYHUTh TpeOyeMyto HH(OPMAIIMOHHYIO YCIyTY;

b) cocTrosinne nngopmMannu, Npy KOTOPOM J0CTYH K Heil 0CyLIeCTBJISIIOT TOJbKO
cy0BbeKTbI, MMeI0IHe HA Hero NMpaBo;

B) cBolicTBO MH(pOpMallMOHHBIX PECYpPCOB, B TOM 4YHcie MH(OPMAaLKHU, ONpeAesstolee
BO3MOXHOCTb UX MOJIyY€HHs U UCTIOIb30BaHUS 110 TPEOOBAHUIO YIIOJIHOMOYEHHBIX JIUI]

I') cBoiictBo Wb, npu koTopoM oOecreunBaeTcs akTyaJbHOCTb U HENPOTHBOPEUYUBOCTD
UH(OpMaLINK, €€ 3alIUIIEHHOCTh OT pa3pyLIeHNs] 1 HECAaHKIIMOHUPOBAHHOTO U3MEHEHUSI.

J1) 3ammieHHoCTh MHPOPMALIMK OT HE3aKOHHOTO 03HAKOMJICHUS, TPe00pa3OBaHUs U YHHU-
YTOXKEHUS

E) cBoiicTBO MH(OPMALIMOHHBIX PECYPCOB, B TOM YHUCIE HHPOpPMAIUH, ONpeaesstoniee
BO3MOXHOCTH UX MOJIyY€HHs U UCTIOIb30BaHU 110 TPEOOBAHUIO YIIOJIHOMOYEHHBIX JIUII;

K) HeusmeHHOCTh MHGpOPMAIMH B MpoOIIEcCe €€ MepeIavdl WM XpaHeHHs, n30exaHue He-
CaHKIIMOHUPOBAHHOM MOUUKAIIMK HHPOPMALIUU

12. B cootBerctBuM ¢ noaxoaamu L[b P® yrpoza nndopmaimonHoit 6e3omacHOCTH —
3TO:

A) yrpo3a HapyIeHHs CBOMCTB HH(POPMAIIMOHHOM 0€30MacHOCTH;

b) coBokynmHOCTh ycOBHM WM JEHCTBUI, CO3AAIOMNX MOTEHIMAIBHYIO UM PEAIbHO CY-
HIECTBYIOIIYIO OMACHOCTh HAPYIICHHs 0€30MacCHOCTH HHPOPMAIUH;

B) coBokynHocTh ycia0BHili U GaKTOpPoB, NPenATCTBYOMUX peanusanuu mejeii bC
Poccuiickoin Pexepaunu;

18



I') coBokymHOCTh ACHCTBHUU M (DAaKTOPOB, CO3MAIOIIMX OIACHOCTh HAHECEHUs yiepoa
HAI[MOHAJILHBIM MHTEpEcaM B HH(POPMAITMOHHOH cepe;

/1) cCOBOKYMHOCTH yclOBUil ¥ ()aKTOPOB, MPEMATCTBYIOMINX PEeaTu3allii HHTEPECOB JINYHO-
cTH 1 obmiecTBa B 6aHkoBckoi cdepe Poccuiickoit deneparnn

E) coBokynHocTh ycinoBuil U (pakTOpoB, OOYCIOBIMBAIOIIUX BO3MOXKHOCTH peaTn3alluu
ySI3BEMOCTH HHPOpMaImoHHo# cucteMbl B BC Poccuiickoii Deneparmn

13. BribepuTte aBa tumna 3nopeanoro 10, Ha KOTOPBIX, B OCHOBHOM, COCPEAOTOYECHbI HO-
BbIE pa3paboOTKH

A) TPOSIHBI;

b) Bupycsr;

B) ceTeBbIe YEePBH;

) mnuoHkl ¥ pexitamaoe 110;

1) IPOTrpaMMBbl HEKEIATEIbHOTO IOBECHUS;

14. Yo u3 cebs npeacrapiseT ataka «water holingy:

A) HamajgaBUIME ONMPeNeJSIIOT M 3apPaKalT KJAcTep CaiToB, KOTOPbIA, 0 UX MHe-
HHIO, OCETSAT YIEHBI LeJ1eBOH OPpraHu3alum;

b) BbIBOJ M3 CTPOSI KOMIBIOTEPHOM CUCTEMBI, B pe3yJibTaTe YEro caMa CUCTEMa, YCTaHOB-
JICHHBIC HA HEH TPUIIOKEHUS M BCS COXpaHEHHAs: MHPOPMAIUS CTAHOBSITCS HEIOCTYITHBIMH.

B) 3axBar nadopmarum B mporecce ee nepeaadd K MECTy Ha3HaueHUsl.

I') GiokupoBka AocTyna mnosb3oBareneil K (aiigaM Ha KOMIIBIOTEPE C MCHOJIb30BAaHUEM
muGpoBaHUS,

J1) 370yMBINIICHHUK, HAXOSIIUICS BHYTPH KOPIIOPAIlMH WM BHE €€, BhIIaeT cels 3a 3a-
KOHHOT'O 110JIb30BaTeIs

15. CoTpyqHUKH KaKHX OTJENOB B OaHKaX OTMEUaIOT CYIIECTBEHHBINH POCT Yrpo3 uHMOP-
MallMOHHOM 06€30MacHOCTH B OJMKaiiiiee BpeMms:

A) Otnen ka3HauelCcTBa,

b) Otnen ayaura;

B) Otnen puckos.

I') Ton-meHemxkepbl

16. Kakas u3 ciieqyromux yrpo3 HHGOPMAITMOHHON 0€30IacCHOCTH CBsi3aHA C OOJIAYHBIMH
BBIYUCIICHUAMU?

A) He obecriedeH TOKHBINA KOHTPOJIb 3a (aiiamMu COOKie Ha KEeCTKOM JIUCKE.

B) 3aTpynnen noctyn K ycTpoHCTBaM XpaHEHHS MY3bIKH Ha MOOUIIBHOM YCTpPOMCTBE.

B) B3nom nannbpix Ha nucke USB.

I') lToreHnuaabHAA MOTEPs] KOHTPOJISA 32 OHJIAHH-(paiIaMu.

J) yrpo3a yaaneHHoOro B3JIoMa WIIH 3apakeHus BpeoHoCHBIM 110

17. Be1 mymaete, 9TO OBUTH ITOJIBEPKEHBI TIOTIBITKE KPa)kKW JTMYHBIX TAHHBIX, HA OCHOBAHUHU
TOTO, YTO CJOT Ui OaHKOBCKOW KapThl HAa ATM-ycTpoiicTBe BBIIIIsAAEN HEe coBceM 00bIYHO. Ka-
KO cIT0c0o0 Kpakyl JINYHBIX JTaHHBIX MOT OBITh UCTIOJIh30BAH 3JI0YMBIIIJICHHUKOM?

A) OummHr

b) lloncnymmBanue

B) IlperexcTunr

I') CkumMuHr

1) CpuHHUHT

E) Keiinorruar

18. Kakoii U3 creayronmx mapoyiei sBisieTcs IPUMEPOM XOPOIIIeH MapoIbHON MOTUTHKA?
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A) 12061985
B) passwordLl.
B) wlg w@ms.
I') access.

19. B cootBercTBUU ¢ ogxoaamu LB Poccuu nonutrka nHGOpMAIIMOHHON 6€3011acCHOCTH
— 3TO:

A) CocrosiHue 3aluIeHHOCTH HHTepecoB (1eneit) opranuzanuu bC PO B yciioBusx yrpo3
B HH(OPMAIIMOHHOH cepe

b) CgoiictBo Ub opranusanuu bC P® coxpaHsaTe HEU3MEHHOCTb WM UCIIPABIIATH OOHa-
pY>KE€HHbIE U3BMEHEHHUS B CBOMX MH(OPMALIMOHHBIX aKTHBaX

B) JoxymenTanus, onpeaeasonas BbICOKOYPOBHEBbIE LeJIN, COAep:KaHUe U OCHOB-
Hble HANIPABJIEHHS JesSITeJIbHOCTH 0 o0ecnievenuto Ub, npennazHauyeHHas 1jisi OpraHusa-
uun BC P® B nenom;

') O6s13aTenbHbIE UM PEKOMEHYEeMbIE K BBIITOJIHEHUIO TOKYMEHTHI, B KOTOPBIX OMpee-
JICHBI TTOXOJIBI K olleHKe ypoBHs Wb u ycraHOBNIeHBI TpeOoBaHus K Oe30macHbIM HH(OpMaIu-
OHHBIM CHCTEMaM;

1) nestensHocTs LB P® 1o mpenoTBpamieHuio yTeuky 3amuinaeMond nHpopMalm, He-
CaHKLIMOHUPOBAHHBIX U HEMPEeIHAMEPEHHBIX BO3/ICHCTBUI Ha 3allIUIIaeMblii 00BEKT;

E) cocrosiHue 3amuineHHoCTH OaHKOBCKUX HHTEpecoB PD B mHpOpMAITMOHHOH cdepe

20. Uto u3 HWKECIIEQYIOUIero Jy4llle BCEro OMMCHIBAET NMPUHIHIN «3HATH CBOETO KIIMEH-
Tan?

A) npuHuUn 0€30MacHOCTH, KOTOPHIH OTpaHUYUBACT JOCTYIl K MH(OpMAIMU U pecypcam
1o 00paboTKe KIMEHTCKON nH(pOopMaIHH;

b) npuHuun, ucnoib3yemblii peryJiupyloIMuMy OPraHaMu AJisl BbIPasKeHUsl OTHOLe-
HUSA K GUHAHCOBBIM OPraHU3ALMAM € TOUKH 3PEHHUs 3HAHUS AeATeJIbHOCTH X KJIHEHTOB

B) nmpuninun, neMoHcTpupyrouuii 03a004€HHOCTh OpPraHU3alMK 10 MOBOJY OTHOILEHUS
KJIMEHTOB K obecreueHnIo MH(pOpMamoHHON 6€3011aCHOCTH;

I') mpuHIMIT coXpaHEHMs LIEIOCTHOCTH Tpoliecca U OOphObI C UCKaKeHHEeM (PyHKUMHA cH-
CTEeMbI, TpeOyIOIUNA TOro, 4ToObl JBa JIMIA HE3aBUCUMO NPEANPHUHUMAIN HEKOoe JecTBUe 10
3aBEpLICHUS OIPEICTICHHBIX TPaH3aKLIUH.

J1) mpuHIMn 0e30MacHOCTH, KOTOPBIM OrpaHMYMBAeT JOCTYI K MH(pOpMAIMU U pecypcam
o o0paboTke HHPOPMAIIUK TEM, KOMY TPeOyeTCsl BBITIOJIHITH ONPeIeIEHHbIC 005I3aHHOCTH.

3aoanus.

1. Cospaiite HOBOro mosb3oBatens templ ¢ maponem «12345» u noGaBbTe ero B
rpynny «Kpunrorpaduyeckue orneparopb».

2. Hckmrounte mosip3oBareis temp u3 rpynmsl «Oneparopsl MOMOIIU 0 KOHTPOJIIO
YYETHBIX 3alACE»;

3. OTKIII0YNTE BCTPOCHHYIO YUETHYIO 3aUCh «I'0CTh»

4. Jns nonb3oBarens Ivanov ans ykazaHHOM manku: A) pa3zpemints «UTeHue U BbI-
nojHeHuey; b) 3anpeTuTs «3anuchy.

5. C nmomomisio yriathl BitLocker To Go 3amuTuTe CheMHBIM HOCUTEh;

6. C nomomipio Opanamasypa Windows 8 3a00KUpyiiTe UCXOASIINE TTOAKITFOYCHUS
k 80-my nopty (HTTP) nns npoduinst «HacTHbIi» 151 BCEX MOJIb30BaTENEH;

7. C nomorsio 6panamarypa Windows 8 paspemnte Bce BXOJAININE TOJKIIOUEHUS

st porpaMmbl  Skype st npoduiis «YHacTHBI» M TOJNBKO JJis MoJib3oBarenis Ivanov
(skype_rules);

8. C nmomorisio cuctembl EFS 3ammdpyiite ykazanabii (haid;

9. Otkpoiite daiin update.docx ucnons3ys napons stadium. Ypanure naposb Ha OT-
KpbITHE (haiiia 1 BCTaBbTe Mapoiib 12345 1my1s BOZMOXKHOCTH pelakTUpOBaHus (aiina;
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10. Otkpoiite ¢aiin rainbow.xlsx. 3amuture TOabKko Auamna3zoH syeexk C20:D20 wuc-
noJib3ys napoiib «12345y». Mapantupyiite, 4TO BCe Apyrue sueiku Ha paboyeM JIMCTE TOCTYIHBI
JUTSL pEIaKTUPOBAHUSL.

11. C nmomompto Applocker co3naiite crangaptasie npaBuia (Default rules) mis 3a-
MyCKa NPUI0KCHUH

12. C nmomompto Applocker co3maiitTe 3ampeTHTeNbHOE MPABHIO JUIS MOJIB30BATENS
temp s mpuitoskeHus Skype.exe.

13. C nomompio Applocker cozmaiiTe pazpemnTeIbHOE MPABUIIO JIJIS 3aITyCKa YIaKo-
BaHHOT'O TPUJIOKEHUST MarasuH TOJIBKO OT MoJib30Bares [vanov;

14. HazoBure aBa mocieqaux coObITHS U3 )KypHana 6e3onacHoctd Windows §;

15. B nentpe mogaepxkku Windows oTkiIounTe cooOmeHusi 6e30macHocT (0OHOB-
nenne Windows, bpanamasyp)

16. BK110YNTE BO3MOXKHOCTH BBITIOJIHEHUS OmeparioHHon cucreMoir Windows 8

ayJUTOB KaXKJ0W MOMBITKM BXO/Ia MTOJIb30BATENS B CHCTEMY WJIM BBIXOJ1a U3 HEE.

IIxana oneHUBaHUA

OneHka 3HaHUM, YMEHUI, HABBIKOB MPOBOJIUTCS HA OCHOBE OAJIbHO-PEUTHUHIOBOM CHCTE-
mbl: 30% u3 100% (wmu 30 6amwtoB u3 100) - BKiIag B HTOTOBYIO OICHKY TI0 pe3yJsibTaTaM Ipo-
MEXXYTOUHOM aTTecTaIiu.

[Ipn oueHWBaHMM OTBETa OOYYAIOIIErOCs B XOJ€ MPOMEXKYTOYHOW aTTECTAllMd MOXKHO
OMHPATHCS Ha CIASAYIOUINE KPUTEPHH:

basbl Kpurepuii oueHku

OOyuarouiicst MOKa3bIBaeT BEICOKUN YPOBEHb KOMIIETEHTHOCTH, 3HAHHS IPOTPaMM-
HOT'0 MaTepuana, yaeOHOM, MepruoInIeckoil 1 MOHOTpapUIeCKON TUTEPATyPBI, 3aK0-
HOJIATETIbCTBA U MPAKTUKHA €r0 MPUMEHEHHS, PACKPBIBAET HE TOJIKO OCHOBHBIE TI0-
HATHSI, HO M aHAIM3UPYET UX C TOYKU 3PEHUs pa3n4HbIX aBTOpoB. OOywaromuiics
MOKa3bIBaET HE TOJBHKO BHICOKHIA YPOBEHb TEOPETUUYECKUX 3HAHUI, HO U BUIUT MEXK-
JTUCHUIUITMHApHbIe cBs3U. [IpodeccroHanbHO, TPaMOTHO, MOCIEI0BATEIbHO, XOPO-
IIMM SI3BIKOM YETKO M3JIaraeT MaTepuai, apryMEHTHPOBAHHO ()OPMYIIHPYET BHIBOIBI.
3HaeT B paMKax TpeOOBaHMI K HampaBJICHUIO M MPO(UIIO MOATOTOBKH 3aKOHOJA-
TEJbHO-HOPMATHBHYIO M MPaKTHUECKyro 0a3y. Ha Bompocsl oTBeyaeT KpaTko, apry-
MEHTHPOBAHO, YBEPEHHO, 10 CYILIECTRY.
OOyJaronuiicss TOKa3bIBaeT TOCTATOYHBIN YPOBEHh KOMIIETEHTHOCTH, 3HAHUSI MaTe-
pHAJIOB 3aHATUH, y4eOHOW U METOJMYECKOM TUTepaTyphl, 3aKOHOIAaTENIbCTBA U TPaK-
THUKU €T0 NMPUMEHEHHs. YBEPEHHO U MPO(ECCHOHATBHO, TPAMOTHBIM SI3BIKOM, SICHO,
YeTKO M TIOHATHO M3JIaraeT COCTOSIHME M CyTh BONpoca. 3HAaeT HOPMAaTHBHO-
3aKOHOJATEIHHYIO U MPAKTHUECKYI0 0a3y, HO MPHU OTBETE JIOIYCKAeT HECYIIeCTBEH-
Hble norpemHoctyu. O0yJaronuiicss moka3plBaeT TOCTaTOYHBIN YPOBEHb Mpodeccro-
11-16 |HamBHBIX 3HAHWH, CBOOOJHO OMEPUPYET MOHATHUSAMH, METOAAMHU OLEHKU TPUHSITHS
pELIeHN, UMEeeT MPEeACTaBICHUE: 0 MEKIUCLUUIUIMHAPHBIX CBA3SIX, YBS3bIBAET 3HA-
HUS, TOJNYYEHHBIE NMPH W3YYCHUHM Pa3IMYHBIX TUCIUIUIMH, YMEET aHAIMW3UPOBaThH
NPaKTUYECKHE CUTYalllu, HO JIOIYCKAaeT HEKOTOphIe MOrpemHocTu. OTBET MOCTPOECH
JIOTHYHO, MaTepHajl M3JIaraeTcsl XOPOIINM SI3BIKOM, MPHUBJIEKACTCS HH()OPMaTHBHBII
U WUTIOCTPUPOBAHHBIN MaTepuall, HO MPU OTBETE JOMYCKAET HEKOTOPHIE MOTPELIHO-
cT. Bompockl He BRI3BIBAIOT CYIIECTBEHHBIX 3aTPYIHEHUM.
OOyuaromuiics MOKa3bIBACT JOCTATOYHBIE 3HAHUSI MaTepHAlIOB 3aHATUH, HO TIPU OT-
BETEe OTCYTCTBYET MOJDKHAS CBSI3h MEXIY aHAJIM30M, apryMEHTAIlMeld W BBHIBOJIAMH.
Ha nocraBneHnHble wieHaMH KOMHCCHHU BOIPOCHI OTBEYAET HEYBEPEHHO, JIOIMYCKaeT
7-11 |morpemHOcTH. OOyUarOmMUNCs BIAAEET MPAKTHICCKUMU HABBIKAMH, NMPUBJIEKAET WJI-
JIOCTPATUBHBIN MaTepHai, HO YyBCTBYET ceOsl HEYBEPEHHO MPH aHATN3€ MEXIUCIIH-
IUTMHAPHBIX CBsi3eill. B oTBeTe He Bcerna nmpucyTCTBYET JIOTHKA, ApryMEHThI MpUBJIe-
KalOTCsl HEJIOCTAaTOUYHO Beckue. Ha mocraBieHHble BOMPOCHI 3aTPYAHSETCSl C OTBETA-

16-20
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MU, MIOKA3bIBAET HEAOCTATOYHO TNTyOOKHE 3HAHUSI.

OOyuaronuiicst moka3bIBaeT ciadble 3HAHUS MaTepuasoB 3aHATUH, y4eOHO nuTepa-
TYpbl, 3aKOHOJATEJIbCTBA U MPAKTUKU €ro MPUMEHEHHUs, HU3KUU YpPOBEHb KOMIIE-
TEHTHOCTH, HEYBEpEHHOE M3JIoKeHue Bompoca. OOyuaronuiicss moka3piBaeT ciaalblii
0-7 | ypoBeHb mpodeccnoOHANBHBIX 3HAHUMA, 3aTPYIHSACTCS IPHU aHATN3E MPAKTUICCKUX CH-
Tyauuii. He MoeT nmpuBeCTH MpUMEPHI U3 pealibHOW npakTuku. HeyBepeHHo U Jo-
TUYECKH HEMOCJIEN0BaTEIbHO HM3JIaraeT Marepuai. HempaBuibHO OTBeuaeT Ha BO-
IIPOCHI UJIH 3aTPYAHSIETCS C OTBETOM.

Ilkana nepeBosa U3 MHOr00A/NIbHOM CUCTEMbI B TPAAUIIHOHHYIO:

- 00yyaronieMycs BbICTABIIIECTCS OIICHKA «HE 3aU4TEHOY, €ClIM 00yJaromuiics Habpai MeHee
50 6amoB,

- OLIGHKa «3a4TE€HO0» BBICTABISETCS MPH YCIOBUH, eciu olyuaroiuiics Habpan ot 50 1o
100 6amnos.

100 GanyioB BBICTABIISETCS MIPH YCIOBUU BBITIOTHEHHS BCeX TpeOOBaHUi, a TakKe MPH 005-
3aTEJIbHOM MPOSIBJICHUH TBOPYECKOTO OTHOIICHUS K MPEAMETY, YMEHHH HAXOJUTh OPUTHHAIb-
HBIE, HE cOoZepXkKalluecs B yueOHHKaxX OTBEThl, YMEHUU pabOTaTh ¢ UCTOYHUKAMHU, KOTOPBIE CO-
JIep>KaTcsl JIOMOJIHUTENILHON JIMTEpaType K Kypcy, YMEHUH COCIUHATH 3HAHUS, MOJIyYCHHBIC B
JAHHOM KypcCe CO 3HAHUSMH JIPYTUX JUCIHUILTHH.

4.4. MeToanueckne MaTepHUaJIbl

VYcTHBIN 0npOC ABJISIETCS] OTHUM M3 OCHOBHBIX CIIOCOOOB MPOBEPKH YCBOCHHS 3HAHUM 00y~
yaomumucs. Pa3BepHyThI OTBET CTyJEHTA JOJDKEH IMPEICTaBIsATh CO0O0M CBSI3HOE, JIOTUYECKU
MOCJIEIOBATEIbHOE COOOIIEHNE Ha OMPENETIECHHYI0 TEMY, MMOKa3bIBaTh €ro yMEHUE MPUMEHATH
OmpeeNeHus], IpaBuia B KOHKPETHBIX ciydasX. OCHOBHbIE KPUTEPUH OLEHKH YCTHOI'O OTBETA:
MPaBUIILHOCTh OTBETA MO COJEPIKAHHIO; MOJHOTA M TIyOMHA OTBETA; JIOTHKA M3JI0KEHUS MaTe-
puana (Yy4uTHIBA€TCS YMEHHE CTPOUTH IENOCTHBIM, MOCIEeIOBATENbHBIN pacckas, IpPaMOTHO
MOJI30BATHCA CIIEIMAIEHON TEPMHUHOJIOTHUEH ); MCIIOIB30BAHNUE TOTIOJHUTEIHLHOTO MaTepHalia.

5. MeTtoanyeckue yKazaHusi Uil 00y4aIOMIMXCS M0 OCBOECHHIO THCIMIIJIMHBI

3aHATHS TIO0 AUCUUIUIMHE MPEACTABIEHBI CIEAYIOIMUMU BUAAMU padOT: JEKUUSIMHU, MpaK-
TUYECKUMHU 3aHATUSIMH, CAMOCTOSITEILHOM paboTON 00yJaronuxcs.

[ToaroTroBka K 3aHATHUAM JIOJDKHA HOCUTh CUCTEMAaTHYECKHI XapakTep. DTO MO3BOJIUT 00Y-
YaIOIEMYCs B TIOJTHOM 00bEeM€ BBIMTOJTHUTH BCe TpeOoBaHuUs mpernoaBaresis. OOydarommmcs pe-
KOMEHAYEeTCSl U3y4aTh KaK OCHOBHYIO, TaK M JIOTIOJHHUTENBHYIO JIUTEPATYypy, a TaKkKe 3HaKo-
MUTKCS ¢ VIHTepHEeT-NCTOYHUKAMU (CIIHCOK TIPUBEICH B pabodeii mporpaMMe 1o JUCIUILTHHE).

MeTtoauyeckue ykazaHus 1Jisi 00y4arolUXcs MO MOJATOTOBKE K JIEKIMOHHBIM 3aHSI-
TUAM. 3aHATHS JIEKIIMOHHOTO BUA JAIOT CHCTEMaTHU3WPOBAHHBIC 3HAHHS O HanOoJiee CII0KHBIX
U aKTyaJbHBIX MpoOIeMaxX n3y4yaeMon AUCIUILTHHBIL.

OcymecTBiisist yaeOHbIC NEHCTBHUS HA JICKIMOHHBIX 3aHATUAX, 00yJarOIINEecs TOJDKHBI BHU-
MaTelIbHO BOCIPHHMMATh MaTepua, MOJITOTOBICHHBIM MPENoaaBaTelieM, MBICIUTh, TOOUBATHCS
NOHMMaHHS U3ydaemoro mnpeamMera. OOydaronirecs JTOJDKHBI aKKypaTHO BECTH KOHCIEKT. B ciry-
Yyae HEJONMOHUMAHHS KaKOH-TuOO YacTu mpeaMeTa CleAyeT B YCTAaHOBJICHHOM TMOPSAKE 3aaTh
BOIIPOC TIpernojiaBaresto. B mporiecce paboThl Ha JEKIMH HEOOXOAMMO TakK K€ BBITIOJIHSITH B KOH-
CIEKTaX MOJENIA U3y4aeMoro npeaMera (PUCYHKH, CXeMbl, YePTEKHU U T.J.), KOTOPHIE HCIIOIb3YeT
Iperno/IaBaTeb.

CamMocTosTenbpHas MOATOTOBKA OO0YUYaIONUXCS MPU TOATOTOBKE K 3aHITHUSM JIEKIIHOHHOTO
BUJIa BKJIIOYAET B ceOsl:

—  10paboTKy KOHCIEKTA JIEKIHH, KOTOPYIO JKeIaTeIbHO OCYIIECTBISITh B TOT )K€ JICHB,
MOKa MaTepual elle Jerko BOCIPOoU3BOANM B mamMatu (uepe3 10 yacoB mociie JeKIUU B MaMsITH
ocraercsi He Oonee 30-40% wmatepuana). HeoOxonuMo mpouuTtaTh 3amucu, pacumgpoBaTh Co-
KpaleHus, 10padoTaTh CXeMbl, PUCYHKH, TaOIUIIbI;

- MOBTOPEHHE U3YYSCHHOTO Ha TPEBIAYIIEM 3aHITHU MaTepraa.
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Meroanuyeckue ykazaHusi 10 MOATOTOBKe K ompocy M TectupoBanuio. [loaroroska
00yJaromuxcs K OMpocy MPEAroiaraeT n3y4eHue OCHOBHOM/ JTOTIOJIHUTENHLHON JTUTEpPaTyphl B
COOTBETCTBUU TEMATUKOW JUCLUIIIINHBI.

[ToaroToBka K TECTUPOBAHHUIO TPEOYET OT 0OYHYAIOUIMXCS TIIATEIFHOTO U3Y4YEeHUsI MaTepu-
aja 1o TeMe WM OJIOKY TeM, IJie aKIeHT JeNaeTcsl Ha U3y4YeHUe MPUUHMHHO-CIEICTBEHHBIX CBS-
3€il, PacCKpBITUIO MPUPOMABI SBICHUN M COOBITHUH, MPOOJIEMHBIX BOMPOCOB. J[Js MOATOTOBKU
HeoOxouma pabodas mporpamma JUCIHUIUIMHEI ¢ IPUMEPaMU TECTOB, yUeOHO-METOINYECKUM U
UH(POPMALIMOHHBIM 00eCTICUCHHEM.

MerToauuyeckue yka3aHusi JJIA O0y4alOUIUXCH 10 BbINOJHEHUI0O KOHTPOJIBHO-
TBOpPYeCKOro 3ajanus. KoHTpoapHO-TBOpUECKHE pabOTHI SBIAIOTCS OJHOW U3 OCHOBHBIX (OPM
TEKYIIETr0 KOHTPOJIS MpernojaBaTesieM padoThl 00y4aroUIerocs: U mpeicTaBisieT co0ol penieHue
KOHKPETHOU 3a7auu. 3a/1a4a JOJHKHA OBITh pellieHa C MOAPOOHBIM OObSICHCHHEM.

MeToanuyeckue yKa3aHUsl M0 OPraHU3alUN CAMOCTOATENbHON PadoThl 00y4arouuXx-
cs1. Hapsany ¢ npociymBaHueM JIEKIUI U y4acTHEM B 00CYXAEHUU MPOOIEM Ha MPaKTUYECKUX
3aHATUAX, YYEOHBIN IJIaH MpeaycMaTpUBaeT 3aTpaTy oOydarolUMUCS, KaK MPaBUIIO, OOJIBIIETO
YKCJla 4YacoB JJIl CAMOCTOSITENIbHOM pabOThI.

Ota paboTa CKIaIbIBACTCS U3 U3YUYCHHS JIUTEPATYyPbl, B TOM YHCJIE B CBA3U C MOJATOTOBKON
K MPAKTHYECKUM 3aHSTHSM, BBIIIOJHEHUS IPYTUX 3aJaHUMN TTPETOo1aBaTelIs.

OCHOBHBIM 3JIEMEHTOM 3TOU PaOOTHI SBJISIETCS M3YYEHHE OCHOBHBIX Pa3/IeiOB TUCIUILIH-
HbI, COJIEpPIKAILECHCS B MPOrpaMMe IO ITOM AUCUUIUIMHE, C MCIOJIb30BAHUEM 3alMCEH JIEKUUN
npenoaaBartess, BeAyIero Kype, 1 peKOMEHIyeMOi MporpaMMoii (a B psizie cllydyaeB U TOTOIHH-
TEBHO TPEIoaBaTesieM) JIMTEPATyPhl — YICOHUKOB U yUeOHBIX IMOCOOWi, MOHOTpaduil U cra-
Tel 10 OT/EIBHBIM IIPOOJIeMaM JaHHON HAYKH.

IIpuctynmas K HW3y4YEHHUIO TOW HIM HMHOM TEMBI, BBIICISIEMOM MO IPEIMETHO-
CHUCTEMAaTU3UPOBAHHOMY MPUHIUITY, HY>)KHO 10 OTJAEIBbHOCTH U MOCJEI0BATEIbHO PacCCMOTPETh
KOKIYI0 U3 4acTed, U3 KOTOPBIX cOCTOMT Tema. [Ipu m3ydeHun Kypca, oOydaromuecs JOJKHbBI
YMETh MOJb30BATHCS M HAYUYHOM JUTEPATYpPOU AJi CAaMOCTOSTENbHOM MOATOTOBKU K 3aHATHSIM.
OOyuaromyecs Takke JOKHBI HAYYUTHCS, MCIOJIb3Ys pa3jMuHble Hay4yHble MCTOYHMKH, Ipa-
MOTHO c(OPMHUPOBATh U MOATOTOBUTH CBOE HAYYHO OOOCHOBAHHOE M JIOTMUECKH HEMPOTHBOpE-
YMBOE BBICTYIUICHHE Ha IMPAKTUYECKOM 3aHATUHU, aHAJIU3UPOBATH KOHKPETHbIE (DaKkThl OOIIe-
CTBEHHOMW JKHU3HU, OCYILIECTBISATH MPOrHO3 OTHOCHUTEIBHO BO3MOKHOTO HANpaBJICHUS aHaIu3a
HKOHOMUYECKHUX MPOLIECCOB, POPMYITUPOBATH 1 OOOCHOBBIBATH CBOE MHEHHE.

be3 scHOro moHMMaHUS OCHOBHBIX TOHSTHI 00pa30BaTENbHBIN MPOIECC YCIOXKHSIETCS.
Jnst moBbiteHust 2QGHEKTUBHOCTH O0yUeHUsI HEOOXOAMMO HCIIONIh30BaTh CYIIECTBYIOIIHUE TEP-
MUHOJIOTUYECKUE CIIPABOYHUKHU U TOJIKOBBIE CIOBApH.

6. Y4eOHas muTepaTypa U pecypcbl HHGOPMALMOHHO-TEICEKOMMYHUKAIIMOHHOM CeTH
"HHTepHeT", BKIIOYas NlepedYeHb Y4eOHO-MEeTOANYEeCKOro odecneyeHus 1Jis

CaMOCTOSITeIbHOM PadoThI 00y4aroIMXCs M0 JUCHUIIIMHE

6.1. OcHoBHas quTEpaTypa

1. [Mapteika, T.I1., ITonos, 1.1. Mudopmannonnas 6e3onacuocts [Teker] / T.IL. Iap-
teika, I.W. TTormoB. — M: ®OPYM, 2008. - 432 c.
2. lansrun, B. ®. UadopmanmonHas 06e30MacHOCT KOMITBIOTEPHBIX CUCTEM U Ce-

Tel: yueb. mocodue: pek. M-BoM o6pazoBanus PD miis cTyeHTOB, 00yJarONuXCs MO CHEIUalb-
HocTH "MH(popmaThka u BerunciauTenbHas Texauka" / B. @. Hlansrun. - M.: ®opym: UHOPA-
M, 2008. - 416 c.

3. Spoukun B. N. Undopmanmonnas 6e3onacHocTb: yueOonuk / B. U. SIpoukuH. - 5-¢
m3a. - M.: Axkanemuueckuit [Ipoekr, 2008. - 544 c.

23



6.2. lonoiHMTE/IbHAS JIUTEPATYPa

1. Ao C.M., Cepatok, B.A., CaenbeBa, A.A. TexHOJIOTMU U NPOAYKTHI
Microsoft B obecnieuenun uHpopmannoHHoii 6e3omacHoctu [Tekcr] / C.M. ApmommH, B.A
Ceparok, A.A. CasenwseBa. — M.: UHTYUT, 2016.- 455 c.

2. Cxkpunuuk [I.A. OOecrnicueHre 0€30MACHOCTH MEPCOHANBHBIX JaHHBIX [Tekct] /
H.A. Cxkpunauk. — M.: UHTYUT, 2011.- 122 c.
3. Tanmumonuuk B.II. MexayHapoaHO-IIpaBOBOE PETYJIMPOBAHUE OTHOLICHWM WH-

dbopmarmonroro oomena [Tekcr] / B.II. Taimumonuuk. — M.: HOpuaudeckuii nentp Ilpecc,
2011.- 385 c.

4, ®aponoB A.E. OcHOBBI HHPOpPMAITMOHHOHN 0€30MacHOCTH MPpHU PabOTe HAa KOMIIb-
forepe [Tekct] / A.E. ®aponos. - UHTYUT, 2011.- 157 c.
5 [Manprun B. ®@. Uadopmanronnas 6e3onacHocts [Tekct] / B. @. Illanbrun. —

M.: IMK TIlpecc, 2014. — 702 c.

6.3. YueOHO-MeTOAMYECKOE 0DecriedeHne CAaMOCTOSITeIbHOI PadoThl

1. KysznenoB U.H. Pedepatsl, KypcoBble U IUIIIOMHBIE paOOThl. MeToauka MoAro-
TOBKH W odopmiieHUS [DIEKTPOHHBIN pecypc]: ydeOHo-MeTomudeckoe mocobue/ Kys3Hemos
W.H.— DnexTpoH. TekcTtoBble nanHbie. — M.: JlamkoB u K, 2013.— 340 c.— Pexxum noctyma:
http://www.iprbookshop.ru/10962.html. — 3BC «IPRbooks».

2. KyzneunoB U.H. Pedepatsl, KypcoBble U TUIIIOMHBIE pabOThl. MeToauka moaro-
TOBKH W odopmiieHUs [DIEKTPOHHBIN pecypc]: ydeOHo-MeTomudeckoe mocobue/ Kys3Hemos
W.H.— DnexTtpoH. TekcTtoBble nanHble. — M.: JlamkoB u K, 2016.— 340 c.— Pexxum noctyma:
http://www.iprbookshop.ru/60500.html. — 3BC «IPRbooks».

3. I'pomkxoBa M.T. Ilenaroruka BbICIICH HIKOJBI [DIEKTPOHHBIA pecypc]: yueOHOe
nocobue /i CTYJ€HTOB Iefarorndeckux By30B/ I'pomkoBa M.T.— DJeKTpOH. TEKCTOBBIE JaH-
HEBIE. — M.: IOHUTU-ITAHA, 2015— 446 c— Pexxum JIOCTYyTIa:
http://www.iprbookshop.ru/52045.html. — 3BC «IPRbooks».

4. OOpa3oBarenbHble WHHOBAIIMM M TMPAKTUKH Kapbepbl: COOPHUK METOAMYECKUX
MmarepuaioB u crateil. — M.: U3narensckuii qom. «Jleno» PAHXul'C. — 192c¢.

6.4. HopmaTuBHBIE NIPABOBbIE JOKYMEHTbI

1. ®enepanbHblil 3ak0H «O0 mH(pOpManuy, UHPOPMALMOHHBIX TEXHOJIOTHUAX U O
3anre nHpopmarmm» (mpuHAT 'ocynapcrBennoit {ymoii 8.07.2006) Ne 149-D3// «Poccuiickas
razeta» ot 29.07.2006, Ne 165.

2. Pacnopspxenue mpasurensctBa Poccun ot 24 nexadpst 2013 roga Ne 2506-p o
KOHIIETIIIHK Pa3BUTHS MaTeMaTH4eckoro obpasoBanus B Poccuiickoit deneparuu. // Cobpanue
3akoHoaarenbeTBa PO, 13.01.2014, Ne 2 (vacts I) cr. 148.

3. 06 ob6pazoanuu B Poccuiickoit @enepannn: DeaepanbHbiii 3akoH oT 29.12.2012
Ne273-®3 (¢ mocneayomMUMy U3MEHEHUSMH U JONOTHEHUSMH).
4. ®enepalibHbII TOCYIapCTBEHHBIN oOpa3oBarenbHblil ctangapt 38.03.01 Dxono-

MHKa (YpoBeHb OakanaBpHuara), YTBEP>KAEH NMPUKa30M MHHHUCTEPCTBOM 00pa3oBaHUs M HAyKU
Poccun ot 12 Hosa6pst 2015 r.Ne 1327 (3apeructpupoBano B Muntocte Poccun 30 HOs0ps
2015r., peructpaunoHHblii Homep 39906).

5. O6pazoBarenbHblil cTaHAapT Poccuiickoit akaieMun HapOJHOTO XO035HCTBA U TOC-
ynapctBeHHOH ciyxkO0bl ipu Ilpesunenre PO (yTB. mpuka3om pekropa Akagemun oT 18 aBrycra
2016 . Ne 01-4567).

6.5. UuTepHeT-pecypchbl

1. Information Security http://www.itsec.ru
2. 3amura nHpopmarmu. Mucaiia http://www.inside-zi.ru
3. Xaxep http://www.xakep.ru
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http://www.itsec.ru/
http://www.inside-zi.ru/
http://www.xakep.ru/

4. Kommerotep mpecc http://www.compress.ru

5. Mup TIK http://www.psworld.ru

6. OTkpeIThIE cucTeMbl http://www.osp.ru

7. WutepHer-YHuBepcutreT uHpOpManMoHHbIX TexHodormid — MWHTYUT.PY
http://www.intuit.ru

8. [Mopran «["ocynapcTBenHas ciyxoax» - http://civilservice.su

9. HckyceTBO yIpaBJeHUs nH(pOpMaLMOHHON 0€30MacCHOCThIO
http://www.is027000.ru

10. WucTtuTyT sKOHOMHYECKO Oe3omacHocth http://www.bre.ru/security

11. HubopManinoHHO-KOMMYHHUKAIIHOHHBIC TEXHOJIOTMH B o0pa3oBaHUH
http://www.ict.edu.ru

12. Hudopmanmonno — npasosoii nopran APAHT http://www.garant.ru

6.6. HHbIe HCTOYHUKHU
1. bapabanosa M.U., Kusies, B.1. UHpopmManmoHHbBIE TEXHOJIOTUU: OTKPBITHIC CH-

CTEMBI, CeTH, 0e301acHOCTh B cucTeMax u ceTsax [Tekcer]: yuebHoe mocodue / M.U. bapabanoga,
B.U. Kuses. — CII0, uza-so CIIOI'YD®, 2011. - 270 c.

2. Hecrepo C. OcHoBbI nH(MOpMaIoHHoW Oe3omacHocTu. [Tekct]: yuyeOHOe moco-
oue / C. Hecrepos. — M.: Jlans, 2016. — 324 c.
3. ®opoyzan b.A. Kpunrorpadus u 6e3onacHocTs cereii [Tekcer]: yuebHoe mocodue

/ B.A. ®opoysan. — M.: UHTYUT; BUHOM. Jlabopatopus 3nanwmii, 2010.- 784 c.

7. MartepuanbHoO-TeXHHYECKasi 6232, HH(POPMAIIMOHHBIE TEXHOJIOTHH, IPOTPAMMHOE
obecrieyeHre 1 HHPOPMANMOHHDbIE CIIPABOYHBIE CHCTEMBI

Jns mpoBeneHUs 3aHATHNA 10 JUCHMIUIMHE HEOOXOAMMO CIEAYIOIIee MaTepuaibHO-
TEXHHUYECKOe oOecrieueHue: ydyeOHble ayJUTOPHH ISl TPOBEICHUS 3aHATHH JIEKIIMOHHOTO U Ce-
MHHAPCKOTO THIIA, TPYIIIOBBIX U WHAWBUAYAJIbHBIX KOHCYJBTALIUH, TEKYIIET0 KOHTPOJIS U MPO-
MEKYTOYHOM aTTECTAIIUH, ISl CAMOCTOSITENIbHON paOOThI: YUTAIBHBIE 327161 OMOIHOTEKH.

[Tporpammuoe obecrieuenue: MS Office Professional Plus 2016.

HNudopmannonnsie crpaBounble cuctembl: Hayunas OubGmmoreka PAHXul'C. URL:
http://lib.ranepa.ru/; Hayunas AJIEKTPOHHAS oubnmmoTexa eLibrary.ru. URL:
http://elibrary.ru/defaultx.asp; Harmonanbaas snekrpoHHas Oubimoreka. URL: www.nns.ru;
Poccuiickas rocynapctBenHas oudanoreka. URL: www.rsl.ru; Poccuiickast HanimoHansHast Ouo-
ouoreka.  URL:  www.nnir.ru;  OnektponHas — OuOnmoreka  Grebennikon.  URL:
http://grebennikon.ru/; DnextponHo-OubMMoTeYHass cuctema M3narensctBa «Jlamb». URL:
http://e.lanbook.com; Dnekrponno-6u6aHoTeuHas cucrema FOPAWT. URL: http://www.biblio-
online.ru/; Dnexkrponno-oubaroTeunas cucrema bC IPRBOOKS: http://iprbookshop.ru/.

ba3bl fanHbIX:

Bloomberg: http://www.bloomberg.com/

Kommnanus "Emerging Markets Information Service" EMIS: http://www.securities.com

HudopmanmoHHblii pecypc 1O MHUpPOBOM 3KOHOMHKe Kommanuu International Monetary
Fund (IMF) / MexnyHnaponuoro Bamrornoro ®onpa: http://www.elibrary.imf.org

DnexTpouHskIii pecypc Cbonds.ru: http://cbonds.ru/

Cucrema npoeccHoHaNBHOTO aHAIN3a PHIHKOB U Kommanuit «Crapk»: http://www.spark-
interfax.ru/
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