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1. Hepeqeﬂb IJIAHUPYEMBIX pE3yjJabTaTOB oﬁyqe}mﬂ no JTMCHMIVIMHE, COOTHECCCHHBIX C

IUIAHMPYEMbIMH Pe3yJIbTaTaMH 0CBOEHUS POTrPaAMMBbI

1.1.

JMucuumimmaa b1.B.04./1B.05.02 YnpasiieHue nH(pOpMAUMOHHOH 0e30MacHO-

CThI0 o0ecreunBaeT OBJIAICHUE CJICAYIOIIUMU KOMIIETCHIUSIMHA C y‘léTOM Tamna:

Kon Ko 3Tana ocBoeHus
HaumeHoBaHue KOMIETEHIIUH
KOMIIETEHIIUH KOMIIeTeHI[HH
Bnanenue  OpraHuM3allMOHHBIMU  CIIOCOOHOCTSIMH,
MEHHUEM HaxOJUTh U MPUHUMATh OPraHU3alMOHHbBIE
NK-2 Y A P P MK-2.3
yIpaBICHYCCKUE PEUICHUS, B TOM YHUCIIC U B KPU3HC-
HBIX CUTYalUsIX
Bragenne mpuHIMNIaMu ¥ COBPEMEHHBIMU METOIaMU
K-8 yIpaBIeHUS ONEpalMsIMU B Pa3INuHbIX cdepax aes- IK-8.2
TEJIBHOCTH
1.2. B pe3yibTaTe 0CBOECHHS JHCHUILUIMHBI Y 00YYaIOUIUXCS T0KHBI ObITH cop-
MHPOBaHbI:
OT®/T®
Kox srana
(mpu HaMYMHU NPoCTaH-
OCBOEHHA Pe3yabTaThl 00yuyeHUs
JAapTa, MJIU N0 pe3yJbTa-
N KOMIIETEeHIIUH
Tam ¢opcaiiT-ceccumn)
OCYHIECTBIISATH  (OPMUPOBa- Ha YpOBHE 3HAHHI: JEMOHCTPUPOBATH 3HAHUS
HUE KOMaH/bI JUIS PEIICHHS CYUIHOCTH, IIeJIeH, 3a1a4, IPUHIUIIOB, CTa/nH,
MOCTaBIIEHHBIX 3a71a4; METOJI0B, 0COOEHHOCTEH pa3paboTKU, MPUHATUS
W peanu3aliiil yNpaBICHYECKUX DPEIICHUH Ha
HAaXOAWTh M TPUHUMATH Op- rOCy/IapCTBEHHOW M MYHUIIMNAIBHON CIy)KOe;
TaHW3alMOHHBIE  YIIPABJICH- TEXHOJIOTUHM B3aMMOJICHCTBHSI BIIACTH U OOIIe-
yeckue pemeHuss B chepe CTBa JJNsl JOCTHKEHMS LeJiell B pa3lUYHbBIX
obecrieueHuss 0€30MacHOCTH chepax KU3HEAEATEIHLHOCTH OOIIECTBA, BKIIIO-
U TPOTHBOJCHCTBUS KO- yasi TmoBbIIeHHe dS(PPEKTUBHOCTH TocyAap-
pyNnmuH, B TOM YHUCIIC W B CTBEHHOTO W MYHHUIIUIIAIBHOTO YIIPABJICHUS B
KPU3HUCHBIX CUTYaIUsX; chepe Oe3o0macHOCTH; KOMMYHHUKAIIMM M WH-
(hopMaIMOHHO-aHATUTUIECKOE COTTPOBOXKICHHS
IUIAHUPOBaTh U OPTaHMU30- pa3pabOTKu, MPUHATUSA U peau3aliH YIpaB-
BbIBaTh pabOTy opraHa myo- JICHYECKUX pEIICHUN
JUYHON BIacTH, pa3pabdarbl- MK — 2.3 HA YpOBHE YMEHUI: JEMOHCTPUPOBATH YMEHUS

BaTh OpraHU3aIIOHHYIO
CTPYKTYDY, a/IeKBaTHYIO
CTpaTeruu, LeisIM | 3aja-
YyaM, BHYTPEHHMM M BHEIl-
HUM YCJIOBHUSIM JI€ATEIbHO-
CTH OpraHa IyOJUYHON Bia-
CTH, OCYILIECTBIISITH paclpe-
neneHue (QyHKIUH, MOTHO-
MOUYMNH U OTBETCTBEHHOCTHU
MEXly UCTIOJTHUTEISIMU;

AQHAIN3UPOBATh U IUIAHUPO-
BaTh JIEATEIILHOCTh B O0JIa-
CTU TOCYAApCTBEHHOIO H
MYHMIMIIAJIBHOTO  yIIpaBJIe-

aHAJIM3UPOBaTh U OOOCHOBBIBATH B3aMMOCBA3b
OCHOBHBIX TOHSTHI U KaTeropuil ympaBieHUe-
CKOHM NesTeIbHOCTH; ONpeAeNsATh LIeH, 3aJauu,
METO/Ibl YIPaBJICHUSI B COOTBETCTBUM C LEISIMU
npodeccuoHaNbHON AESITENbHOCTH; ONPEAesAThH
CoJIep’)KaHHUEe METOJIOB pa3paboTKH, MPUHATHS U
peanu3anuy yNpaBJIeHYECKUX PEIICHUH, B TOM
YHCIie B KPU3UCHBIX CUTYAIUSIX

Ha YpOBHE HABBIKOB: JIEMOHCTPHUPOBATh HABBIKH
b (heKTUBHON peanu3alud OpraHU3alMOHHON
GYHKIIUM YIIPaBJICHUS; BIAJICHUE TEXHOIOTHSIMMU|
peanu3alyu MpoIeccoB OOecreueHus pas3iiny-
HBIX BHUJOB O€30MACHOCTH M IPOTHUBOJEHCTBUS
KOPPYTIINH, BJIaJCHIE METOJAaMU pa3paboTKu U
INPUHITHSL WHHOBAIIMOHHBIX  YNPaBICHUYECKUX
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HUS;

AQHAIN3UPOBAaTh U  pEIlaTh
COLIMAJIbHO-3KOHOMHUYECKUE
npo0sieMbl, IPUHUMATH pe-
IIEHUS U peau30BbIBATh UX
HAa MPAKTHUKE;

pa3zpabaThIBaTh CHUCTEMBI
CTPaTEeruyecKkoro, TEKYIIEero
U OIIEpaTUBHOTO KOHTPOJS B
chepe obOecreueHus 0Oe3-
OIIACHOCTH I'OCYAApPCTBEHHO-
ro ympaBlieHUS U TPOTHBO-
JICHCTBHSI KOPPYIILIUH;

NPUMEHATHh MPUHLIUIBI U CO-
BPEMEHHBIC METOJIbI YIIPaB-
JICHUS. OlepalusIMH B pas-
MMYHBIX cdepax AesTenbHO-
CTH;

HCIIOJIB30BAaTh I/IHCI)OpMaI_II/I—
OHHBIC TCXHOJIOTHU IJId PpC-
MEHUA PAa3JIMYHBIX HUCCIICOO-
BAaTCIIbCKUX W aJIMUHUCTpA-
THUBHBIX 3aJ14a4,

BbIABUI'aTh HMHHOBAILIMOHHBIC
HICW U HECTAHAAPTHBIC MO~
XOJbI K UX p€ajin3alluu.

pELICHUH; YCTAHOBIICHUs B3aUMOCBA3EH MEXIY
LEeJSIMA U pe3yJbTaTaMH YINPABICHYECKON nes-
TEJIBHOCTHU; Pa3pabOTKH CIIEHAPHBIX BapUAHTOB
YIPABIEHYECKUX PEUICHUI B KPU3UCHBIX CUTYa-
LUSX

IK-8.2

Ha ypOBHE 3HAHWI: JEMOHCTPUPOBATh 3HAHMS
TEOPETHUYECKUX U METOAOJOTMYECKUX OCHOB
yIpaBJIeHUs ONEpalUsIMU B Pa3IMuHBIX chepax
JEATEIbHOCTH; CYLIHOCTH, IPUHIHUIIOB, OCO-
OeHHOCTEH, TEXHOJIOTUII M METOAOB YIpaBiie-
HHUs OIlEepalUsIMU B CHUCTEME I'OCyAapCTBEHHOU
CIIy’KOBbI; METO0JIOTHYECKUX OCHOB BHEAPEHMS
MH(POPMAIIMOHHO-KOMMYHHKALIMOHHBIX M Macc-
MEAMMHBIX ITPOLIECCOB IIPU YIIPABJICHUU Ollepa-
IUSMHU B LEJIAX PELIeHMs 3a7ady o obecrede-
HUIO Pa3JIMYHBIX BU0B O€30IIaCHOCTH U MPOTU-
BOACHCTBUIO KOPPYILIMHU

Ha YpOBHE YMEHHUM: JEMOHCTPUPOBATb YMEHHUE
[OHMMAaTh, AaHAJIW3UPOBaTh U OOOCHOBHIBATh
B3alMOCBSA3b OCHOBHBIX IIOHSATHH B YIIPABJICHUU
olepanvsMi U YIPABICHUH Pa3IUnYHBIMH cde-
pamMH JIeATENbHOCTH; ONPEACIATh CYIIHOCTb,
NPUHIUIB, 0COOCHHOCTH, TEXHOJIOTUU U METO-
Jpl YIIPaBJICHUS OIEPALUSIMHU B CUCTEME IOCY-
JAPCTBEHHOMH CITy’KOBI; ONIPENENATh COEpKaAHUE
MH(POPMALIMOHHO-KOMMYHUKALIMOHHBIX U Macc-
MEAUMHBIX MPOIECCOB B KOHTEKCTE UX BHEApE-
HUS B YIPABJIECHUE ONEpalMsIMHU B LENAX pelle-
HUS 337a4 10 OOECIEeUeHUI0 Pa3InYHbIX BHUJIOB
0€30aCHOCTH U MPOTUBOJICHCTBHIO KOPPYIIIIUH

Ha YPOBHE HaBBIKOB: IEMOHCTPHUPOBATh HABbIKU
aHanu3a U OOOCHOBaHMS B3aUMOCBSI3U OCHOB-
HBIX MOHSATHM B yNpPaBICHUH OINEpalusIMu U
YIPaBJIECHUU PA3TUYHBIMU ChepaMu JeATEIbHO-
CTH; OTpEAENICHUs] CYLUIHOCTH, PUHIUIIOB, OCO-
OeHHOCTEH, TEXHOJIOTHUI U METO/I0B yIpaBJICHUS
omepamusiMd B CHCTEME TOCYJapCTBEHHOMN
CIIy>KOBI; ONpeAeNeHus CojAep)kKaHus MHpopMa-
[IMOHHO-KOMMYHHUKAIIHOHHBIX u macc-
MEAUMHBIX MPOLECCOB B KOHTEKCTE UX BHEApE-
HUS B YIPaBJIEHUE OTNEpalsIMHU B LENSIX pele-
HUS 337a4 10 00eCHEeUeHUI0 pa3IuYHbIX BUJIOB
0€30MacCHOCTH U IPOTUBOICHCTBUS KOPPYILIHH

2. O0bem 1 MecTO JUcHMILIMHBI B cTpykType OII BO
Ob6mas tpynoémkocts b1.B.04./1B.05.02 Ynpasnenue nHpopMannoHHON 6€30MaCHOCTHIO
10 320YHOM (popMe cocTaBIsAeT 2 3a4ETHRIC eIMHUIIBI, /2 yaca. KonnmuecTBO akaJeMHISCKUX Ja-
COB, BBIJICJICHHBIX HA KOHTAaKTHYIO paboTy ¢ mpernojaBaTesieM, cocTaBiseT 16 yacoB: JeKIHOH-
HbIE 3aHATUA — 4, mpakTHdeckue 3auatust — 12 gacoB. CamocrosTenpHas paboTa cocTaBiseT 52

gaca.

Mecto nucuuninnbl B crpykrype OI1 BO
Huctummaa b1.B.04.J1B.05.02 VYnpanenne uHpOpMANMOHHOW 0€30MacCHOCTBIO OTHO-



CUTCS K AUCITUIUTMHAM IO BRIOOPY BapuaTUBHOM yactu bioxka 1. «/{ucuummuasr (Momxynn)y» OI1
BO no nanpasnenuto 38.04.04 «I'ocyrapcTBEHHOE 1 MyHULIMIIAIILHOE YIIPABJICHUE)» U U3YydaeTcs
B 4 ceMecTpe Ha 2 Kypce.

Conepxarensao aucrmiuimaa b1.B.J1B.01.03 Ynpasnenue nHpopManmoHHOH Oe30macHo-
cThIO cBsi3aHa ¢ aucuuiuimaaMu b1.B.07 Opranu3annoHHO-TIpaBOBOE 0OeCTIeYeHIE HAIIMOHATBHOM
6e3omacHoctu (4 cemectp), b1.B./IB.01.01 T'ocymapctBenHOe ympaBieHue HH(POpMaMOHHO-
KOMMYHHKAIIUOHHBIMU M MacC-MEIUMHBIMU TpolieccaMu (4 ceMecTp) U CIOCOOCTBYET pacuiupe-
HUIO 3HAHWH 1 OBJIQJCHUIO TPO(ECCHOHATBHBIMI KOMITETEHIUAMH.

dopma IpOMEKYTOUHOM aTTecTallii B COOTBETCTBUH C YYeOHBIM IUIaHOM — 3aueT (4 ce-

MECTD).
3. ConepskaHue U CTPYKTYPA THCIHUTLTHHBI
3aounan popma odyuenus
O0beM TUCUMILUIMHBI (MOYJIsT), Yac. dopma Te-
KonTakTHasi padoTa 00y- KYIIero KoH-
Ne HauMeHOBAHKE TeM JapmuxcHd ¢ rlpenozlﬁaBaTe- TE;);I;O}éiI];e-
n/n (pa3neJion) Bcero JIEM 110 BHIAM YHCOHBIX Cp ’
3aHATHH NPOMEKY-
I JIP 3 KCP TOYHOU aTTEe-
CTALIMH
OCHOBHBIE TIOHATHS WH-
OpMaIMOHHOMN 0e3-
Tema 1. | $OPMAL 10 | 2 8 0,3
OTMaCHOCTH ¥  3aIllUThI
uH(popMaluu
Yrpo3sl HHPOPMAIMOH-
Tema 2. p (bopman 10 2 8 0,3
HOI 06€30MacHOCTH
[Tonmutuka wuHbOpMAaIU-
Tema 3. N (opman 8 2 6 O, KP
OHHOM 0€30MMacCHOCTH
[TpaBoBbIE OCHOBBI
Tema 4. | obecnieuenust uHPOpMa- 8 2 6 (0)
IIMOHHOM 0€30MacHOCTH
Crangaptel  obecneue-
Tema 5. | Hus wuHpOpMaTMOHHON 8 2 6 0,3
0€301MacHOCTH
bezomacHocTh omepariu-
Tema 6. pat 8 2 6 0, KP
OHHBIX CHCTEM
Kpunrorpaduueckas
Tema 7. | KPHITOrPA® 8 2 6 0, KP
3anuTa HHGopMauu
3ammTa OT BpEIOHOC-
Tema 8. | >0 pedl 8 2 6 0
HBIX IPOTPaMM H cllaMa
[Ipome:xyTOUHASI ATTECTALMSA 4 3a
Bcero: 108/3 4 12 52

Ipumeuanue: gpopmur mexywezo konmpons ycnesaemocmu: onpoc (0O), konmponvnas paboma (KP), 3ada-
yu (3), popmul npomedicymounoti ammecmayuu. 3avem (3a).

Conepxanue IMCUUILINHBI

Tema 1. OcHOBHBIC NOHATHA HHPOPMALMOHHOI 0€30IaCHOCTH U 3AIUMThI HHGOPMa-
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OcHoBuble moHsATHA. [loHATHE MHPOpManMOHHONW Oe3zomacHocTH. OCHOBHBIE CBOICTBA
nHpopManmoHHOW Oe3omacHoCTH. MHGOpMaMOHHBIE PUCKH W 0€30MacHOCTh HMH(POPMAIIUH.
Ananu3 nHPOPMAIIMOHHBIX PUCKOB.




Ocob6enHoctu nH(pOpMAIMU KaK O0BEKTa 3allUTHI. 3allUIICHHbIE HHPOPMAIIMOHHBIE CH-
crembl. Opranu3anus padoThl B 3alIMIIEHHBIX CHCTEMAX.

Tema 2. Yrpo3sl uH(poOpMaIHOHHOM 0e30aCHOCTH

Knaccugukanus yrpo3 napopmannonHoit 6ezonacnoctu. CitydaiiHple U IpeJHAMEPEHHbIE
yrpo3bl. XapakTepucTHKa (PU3NYECKUX KaHAJIOB HETaTUBHOTO BO3ACUCTBHS Ha WH(POpPMAIMOH-
HBIE PECYPCHI U €TI0 MOCIECICTBUM.

TexHonornueckrue BO3MOKHOCTH 3JI0YMBIIICHHUKOB 110 MPEOJOJECHUI0 CUCTEM 3alUTHI
uHpopmanuu.

Tema 3. [lomuTnka MHGOPMAMOHHON 0€30MTACHOCTH

3HayeHHEe OpPraHM3AaLMOHHOrO oOecredeHus nHpopManMoOHHON Oe3omacHocTH. [lonsTHE
NOJIUTUKHA MHPOPMAIMOHHOM Oe30nmacHOCTH. KOMIUIEKCHBIN TOAX0/ K o0ecrieueHnio nHpopma-
UOHHOM Oe30macHOCTU. 3a/Jauyd KOMIUIEKCHOM 3aIuThl oOecredueHus HHPOpMAIMOHHONW 0e3-
onacHoctH. [Ipunnumer obecniedenuss Ub bC P® (o0mue u crienuaibHbIe).

OcHoBHBIEC 00BEKTHI 3AIUTHI C TOYKU 3PCHHS HHPOPMAIIMOHHOW 0€30IaCHOCTH B TOCYIap-
CTBEHHBIX yupexaeHusax. OCHOBHBIE pa3zelibl MOIUTUKHU HHPOpMalmoHHo Oe3onacHocTu. Oc-
HOBHBIC KAaTETOPUH CICIHAIM3UPOBAHHBIX MOJIUTHK Oe3omacHocTH. HemocraTku MpHItoKeHUH
JMCTaHIIHOHHOTO OAHKOBCKOTO OOCITY)KMBaHUS M AJICKTPOHHBIX CPEIICTB ILIATEXkA.

Tema 4. [IpaBoBbie 0CHOBBI 0OecnevyeHnsi HHPOPMAITMOHHON 0e30MaACHOCTH

['ocynapctBennas nonuthka Poccuiickoit @eneparnuu B 001acTH IPABOBOTO 00ECIICUCHUS
uH(popmanmoHHoi Oe3omacHocTu. OcobeHHOCTH MH(popManuu Kak 00beKTa mpaBa. 3aKoHOa-
TenbeTBO Poccuiickoit @enepanuu B cpepe THPOPMALMOHHBIX TEXHOIOTHH.

CrpykTypa rocynapcTBeHHbIX opraHoB Poccuiickoit ®enepanuu, OCYIIECTBISIFOIIMX
MPaBOTBOPUYECTBO M IMPaBONPUMEHEHHE B 00ysiacTu MHMOpMaImoHHou Oe3onacHocTH. [loHsATHS
roCyJIapCTBEHHOH, KOMMEPYECKOH U CITyKeOHON TalHBbI.

Tema S. Ctannaprel odecniedeHusi HHPOPMALMOHHOMH 0€30MaACHOCTH

CraHgapThl 1 peKOMEHIalUK B 00J1aCTH 3alUThl HHGopManuu. Kpurepun 3ammiieHHocTu
KommnbloTepHbIX cucteM. Ctangapt BS 7799:2005. Crangapt UCO 27001. Cranaapts! s Gec-
IPOBOAHBIX ceTell. OTeuecTBEeHHbIE CTaHIapPThl HHPOPMAIIMOHHOMN 0€301aCHOCTH.

OcHoBHble cTannaptel banka Poccun B wactu obecrieuenus: nHpopManMOHHON Ge3omac-
Hoctu. Crangapt PCI DSS.

Tema 6. be3onacHOCTh onepanOHHBIX CHCTEM

3ammra uHGOPMAIMM B KOMIBIOTEPHBIX CHCTEMaX OT HECAHKIIMOHHMPOBAHHOTO JOCTYyIA.
Cucrema pasrpaHudeHus 1octymna kK nHpopmanuu. [IpoTuBoaeiicTBHE HECAaHKITMOHUPOBAHHOMY
U3YyYEHUIO U UCTOIb30BAHUIO IPOTPAMMHOTO 00ECTIeUeHHS.

Metonbl U CpeAcTBa 3alIUTH OT HECAHKITMOHUPOBAHHOTO M3MEHEHUS! CTPYKTYpP KOMITbIO-
TEPHBIX CUCTeM. MeTo/ibl KOHTPOJIS 1eJI0CTHOCTH MH(popMaruu. /loBepeHHas 3arpy3ka omepa-
[IMOHHBIX CHCTEM. 3alliTa OT HECAaHKIMOHWPOBAHHOTO JOCTYyINa K BHYTPEHHEMY MOHTaXy H
CpeACTBaM KOMMYTAllUU, OT TMOJKIIOYEHHs HEIUTATHBIX YCTpocTB. CHCTEMBI 3alllUTHI OT He-
CaHKIIMOHMPOBaHHOIO jgocryna Kk [IK.

CpenctBa OC u MS Office no 3amuTe OT HECAHKIIMOHUPOBAHHOTO JIOCTYMNa K JIOKyMEH-
TaM.

Tema 7. Kpunrorpadpuyeckas 3amura uagopmauuu

OcHoBHble IoHATHA KpuniTorpadun. Kpuntorpaduueckre METOIbI 3aIUTHI HH()OPMAIIHH.
Mertonpl creranorpaduu. Knaccuduxarus merogos mudpoBanus. TpeboBaHUs K COBPEMEHHBIM
mudpam. Meronbl cummerpuaHoro mudposanus. biouHnoe u notokoBoe mudposanue. Adco-
JIOTHO HaAeXHBIN mudp. Hecummerpuanoe mudpoBanue.



[Ipumenenue metonoB Kpunrorpaduu Juisl uACHTU(PUKAIMK U ayTeHTU(UKALMKA YJaJIeH-
HBIX npoueccoB. Ludposas snexTpoHHas noanuck. IlepcnekTuBbl pa3BUTHS KpUnTorpaduu.

Tema 8. 3amuTa 0T BpeIOHOCHBIX IPOrPaMM M CIIaMa

3amura MHGOpMaLMU B KaHalax cBA3M. MexcereBoe skpaHupoBaHue. lloarBepxkieHue
NOJUTMHHOCTH UH(OPMAITHH 1 B3aUMOJICHCTBYIOIINX MTPOIECCOB.

Obecneuenne MH(YOPMAIIMOHHONW 0€30MaCHOCTH MPOLECCOB (DYHKIMOHUPOBAHUSA CUCTEM
AJIEKTPOHHOM TOPTOBJIM U JUCTAHLMOHHOI'O OAaHKOBCKOT'O 0OCITY’KMBAHUS KIIMEHTOB.

Mertonpbl u cpeacTBa obecrnedeHus 6e30macHoi paboTsl B r100anbHON cetu IHTepHeT.

Knaccugukaius KOMIBIOTEPHBIX BUPYCOB U BPEJOHOCHBIX mporpamm. Daiinossle, 3arpy-
304HBbIE U CETeBble BUPYChl. MeTobl U cpelacTBa OOpbOBI ¢ BUpYycaMU M BPEIOHOCHBIMM IPO-
rpammamu. [IpodunakTuka 3apakeHus: BUpyCaMU KOMIIBIOTEPHBIX CHCTEM U MOPSAIOK JCHCTBHMA
II0JIb30BATEJIEH B CIIy4yae 3apaykeHus

4, Martepuajibl TeKylero KOHTPOJIsi ycneBaeMocTH 00y4yaomuxcsi 4 GoH1 OLEeHOYHbIX
CpPeACTB MPOMEKYTOYHOM aTTeCTAIMY 10 JUCHUIINHE

4.1. ®opMbI U MeTObI TEKYILIEr0 KOHTPOJIS yCIeBAeMOCTH 00y4aloIuXcsi U MpomMe-
JKYTOYHOM aTTecTAlun

4.1.1. B xoae peamusauun nucuuniauabl b1.B./1B.01.03 Ynpasaenue ungopmanuon-
HOIi 0e30I1aCHOCTBI0 UCIOJIb3YIOTCS CJedyIolHe MeTOAbl TeKylero KOHTPOJIsA ycleBaemMo-
CTH 00y4YAKOIIUXCSH:

DopMbI (METOIBI)
Tema (pa3aed) TeKYyIIero KOHTPOJIA
ycneBaeMoCTH
Tema 1 OcHOBHbIE MOHATHSA MH(OPMAIIMOHHON OE€30MacHOCTH U 3a- Onpoc, 3aga4un
LIUTH HTHPOpMAIUU
Tema 2 | Yrpo3sl HHPOPMAITMOHHON O€30MIaCHOCTH Omnpoc, 3aga4n
Tema 3 [Tonutuka nHGopMaMOHHON 6E30MaACHOCTH Omnpoc, KOHTPOJIb-
Has padorta
Tema 4 [IpaBoBBIE OCHOBHI OOecrieueHrss HHPOPMaIMOHHON Oe3omac- Omnpoc
HOCTH
Tema 5 | Crangaptel obecnieueHusi THPOPMAIIMOHHOM 0e301acCHOCTH Omnpoc, 3agauu
Tewma 6 be3zonacHOCTb OnepannoHHbIX CHCTEM Onpoc, KOHTPOJIb-
Hasi paboTa
Tema T Kpunrorpaduueckas 3amura nHpopmManuu Onpoc, KOHTPOJIb-
Hasi padoTa
Tema 8 | 3amura OT BpeIOHOCHBIX IPOrPaMM M criama Omnpoc

4.1.2. 3aueT MpPoOBOAUTCS ¢ MPUMEHEHUEM CJIEAYIOIINX METOI0B (CpeacTB): B (opme
YCTHBIX BOIIPOCOB U 3aJaHUH.

4.2. MaTtepuaJibl TEKyLIero KOHTPOJISA yCIIeBAEeMOCTH.

[IpenoaBaTenb OLEHUBAET YPOBEHb MOATOTOBJIEHHOCTH OOYYAIOUIMXCS K 3aHATHIO IO
CIIETYIOIINM MOKa3aTessIM:

—YCTHBIE OTBETHI Ha BOIIPOCHI MPEINO0IaBaTesl 10 TEME 3aHITHS,

—pelieHne NpakTUYecKuX 3a1ad,

—BBINOJIHEHUE KOHTPOJIbHBIX PaboT.

OreHka 3HaHUM, YMEHUI, HABBIKOB MPOBOAUTCS Ha OCHOBE OaNIbHO-PEUTHHTOBOMN CHCTe-
Mbl 70 % u3 100 % (70 GammoB u3 100) - BKJIaa Mo pe3ysibTaraM MOCEIIaeMOCTH 3aHITHH, aK-
TUBHOCTH Ha 3aHATHUSIX, PELICHUE NMPAKTUYECKUX 33a/1a4 HA CEMUHAPCKUX 3aHATHUAX, OTBETOB Ha
BOIIPOCHI NIPENOIABATENS B XOI€ 3aHATHS, 110 PE3yJIbTaTaM TECTUPOBAHUS, BBITIOJHEHHUS JOMAall-
HUX KOHTPOJIBHBIX Pa0OT.




Bonpocs! 1Jisi NOATOTOBKH K ONPOcaM, NPAKTHYECKUM 3aHATHSAM 10 TeMaM:
Tema 1 OcHOBHBbIE NOHATHA WH(OPMALMOHHON 0€30IACHOCTH M 3aIUThI HHpOPMa-

HHH.

1. Uro Takoe mH(pOpManmoHHAs 0e30macHOCTh B cooTBeTcTBUU ¢ JokTpuHoir Wb
2016 1.?

2. Kak bank Poccun nonnmaer nHGOpMaIMoHHY0 6€30MacHOCTh?

3. UYTo B COOTBETCTBUU C MEXKIYHAPOJAHBIMHU CTaHIAAPTAMU IOHUMAETCS MO/ TePMHU-
HOM «HH(pOpMAIMOHHAS OE30MTACHOCTH)

4, Uto noHumaeTcs moj; TepMUHOM HallMOHAJIbHbIE MHTEpechl Poccuiickoit denepa-
1K B HHGOPMALMOHHOM cepe?

5. HazoBute X0Ts1 OB 0OIMH HaIMOHANBHBIN HHTEpec PD B nHbopmanmionHou cdepe.

6. Mst roBopunu o KL/ monxone k mHpopmarmonHoi 6ezonmacHoctu. Yto Takoe
KI1?

7. Urto Takoe KOHPHUICHIIMATLHOCTD B aCIIeKTe oOecreueHus: nH(HOPMAIMOHHON 0e3-
ONacHoCTH?

8. Uto Takoe IEeJIOCTHOCTh B acleKTe oOecredeHus HHPOPMAIMOHHON 0e30MacHo-
ctu?

9. Uto Takoe MOCTYIMHOCTh B acmlekTe obecriedeHus WH(OOpPMAIMOHHONW Oe30macHo-
ctu?

10. MpbI roBOpMJIM O HECKOJBKHX IMOJIXOJaX K MOHMMAHUIO MH(OPMALMOHHON 0e3-

onacHoctH. Kakoil nonxoxn conepxurcs B pesomonun OOH «Co3aanue rino6anbHON KylIbTypsl
knbepoOe3onacHocTH»? Ha30BUTE OCHOBHBIE MPUHIIMITBI STOTO TOAXO0/A.

11. Yro coboii mompasyMeBaeT SKOHOMUYECKUN MOJXO0/A K MOHUMaHHUIO MH(OpMaIlu-
OHHOI Oe3omacHocTH?

12. Yro Takoe 3amuTa HHGopManuu?

13. Uto u3 cedst mpeacTapisieT cucteMa nHGopMamoHHoi 6e3omacHocT?

14. Yro Takoe yrpo3a MH(GOpPMAIMOHHONW 0€30MacCHOCTH B COOTBETCTBHM C JlOKTpH-
Hoit b 2016 r.?

15. YeM TepMHH ysI3BUMOCTb OTJIMYAETCS OT TAKOT'O MOHATHUS KaK yrposa’?

16. HazoBure onHy-1Be yrpo3bl HHGOPMAIIMOHHON OE30MaCHOCTH B COOTBETCTBUU C
Hoxrpunoii Ub.

17. Mp1 paccmarpuBanu otdetsl komnannn PWC. Kakoe mecto cpeam sKOHOMHYE-
CKHUX MPECTYIMJICHUH 3aHUMAeT KHOEePIPECTYTHOCTb.

18. Kak BbI OHMMaeTe TEPMUH «KUOEPIPECTYIICHHUE)?

19. Ha3zoBuTe OCHOBHbBIE HAIlpaBIEHUs BO3JEHCTBUS KHOEPIPECTYIIICHUH Ha OU3HEC
KOMITaHUH.

20. OO0ObsicHUTe, MOXKANyicTa, clenyromyw ¢pa3y «kudepObe30macHOCTh — 3TO HE
TOJIbKO TEXHUYECKUHN PUCK, ITO OU3HEC PUCKY.

21. Kakue cdeprl HanbOosee npuBIeKaTENbHbI I KHOSPIPECTYTHUKOB.

Tema 2. «Yrpo3sl HHPOPMALMOHHOH 0€30I1aCHOCTH

1. Yro takoe yrpo3a MH(GOpMAIMOHHONW 0€30MacCHOCTH B COOTBETCTBUU C JlOKTpH-
Hoit b 2016 r.?

2. YeM TEpMHH yS3BUMOCTh OTJIMYAETCS OT TAKOTO MOHATHUS KakK yrposa?

3. Yro u3 ceds mpeacTaBiseT NepBUYHAA KiaccuuKanus yrpo3 HH(GpOpMalmoOHHON
6e3omacHocTH?

4. Yro u3 cebs MpeacTaBisAIOT yrpo3bl HAPYLIEHUS IOCTYMHOCTH (LI€TOCTHOCTH,
KOH(UICHIIMATBHOCTH) HHPOpMAITIH?

S. Kakum obpazom kiaccuduuupyrorcss yrpo3sl b mo cremenn Bo3zieiicTBusi Ha
nH(pOpPMAITMOHHYIO CUCTEMY?

6. Jaiite, noxanyiicra, KpaTKyl0 XapakTepucTuky arakam tuna APT. ITpusenute

pUMEphI TAKUX aTaK.



7. HazoBuTe 0CHOBHBIE THIIBI BPEIOHOCHBIX MTPOrPaAMM.

8. Kakue THIBI BPeJOHOCHBIX HPOTPaMM 3aHUMAIOT JIMAMPYIOIIEE IOJIOKEHHE I10
CTEINEHU PacpOCTPAHEHHOCTHU?

9. Ha3zoBute 0cHOBHBIE MTOAXO0/bI K KJIacCU(UKAIIUN CETEBBIX aTaK.

10. Ha3zoBute TuIBI CETEBBIX aTak Mo Leau Bo3aeicTBusa. YTo U3 cels MpeacTaBisioT
aTaku Joctymna (Moan(uKauu, 0TKa3a B 00CIyKMBaHUN)

11. Ha3oBute OCHOBHBIE BU/BI CETEBBIX aTak jaocTymna. Yro Takoe mepexmar (Mpo-
CJIyIIMBaHHUE KaHala, TOMEHA JTOBEPEHHOTO XOCTa, HABSI3bIBAHUE ITAKETOB)?

12. Ha3oBuTe OCHOBHBIE BU/IbI CETEBBIX aTak OTKa3a B 00CITyKUBAHUU.

13. Kakne xomMOuHMpOBaHHBIE aTaku Bbl 3HaeTe? UTO M3 ceds MpeacTaBisieT aTaka
I0JIMECHA JOBEPEHHOro CyOheKTa (araka uyeiaoBek mocepeaune, araka DNS-spoofing)

14. Kakue mnTepHeT-aTaku BBl 3HaeTe? Uto u3 cebs mpencrasiser (Gapmusr (¢u-
IIMHT, UHBEKLNA K0/1a)?

15. Uto Takoe OOTHETHI U JUISL YETO OHU UCIIOJIB3YIOTCHI.

16. UYto u3 cels nmpeAcTaBiIsioT MU(POBATBIIMKN?

17. HazoBure ocHoBubie Buabl arak Ha WIFl-cetn (B3nom WPA-naponeii, 3amena
TOUYKH JIOCTyNa (albIINBOMI, OTKa3 B 00CITYKUBAHUN).

18. UYro u3 cebs mpezcraBisieT ataka water-holing.

19. Ha3zoBure TunnyHble HepocTatku MIHTEpHET-0aHKOB.

20. Uro takoe nByx(hakTopHas ayHTehuKaus?

21. Kak BbI mOHMMaeTe BO3MOKHOCTh 1yOaMpoBaHus ceccuu B MIHTepHeT-OaHKe.

Tema 3. IlomuTnka MHPOPMAIIMOHHON 0€30ITACHOCTH.

1. Uro Takoe moimuTuka HHOOPMAIIMOHHOW O€30IacHOCTH?

2. Kakwue cymiecTByIOT OIX0/bI K 00ecIIedeHHI0 HHPOPMAIIMOHHOM 6e30nmacHocTh?

3. PacckaxuTte mpo CymHOCTh M COjAepKaHWe (PparMeHTapHOTO (KOMIUIEKCHOTO)
MoJIX0/1a K o0ecredeHnto nH(HOPMAIIMOHHON O€30MaCHOCTH.

4. Kakue ObiBatoT mMepbl 1Mo obecrieueHno HHGHOPMAIIMOHHONW 0€30MacHOCTH (3aKO0-
HOJIaTeNbHbIE, TPOTPAMMHO-TEXHUYECKUE, aIMUHICTPATUBHO-OPTraHU3aI[MOHHBIE)?

S. Uro BkIIOYAIOT B ce0s 3aKOHOAATENbHBIE (POrpaMMHO-TEXHUYECKUE, aJMHUHU-
CTpaTUBHO-OPTraHU3alMOHHbBIE) MEPHI M0 oOecreueHn0 HHHOPMaIMOHHOMN Oe30macHoCTH?

6. HazoBute nBe-Tpu 3amaum KOMITIEKCHOW 3aIIMTHI OOecTiedeHrss WHPOPMAIMOH-
HOM 0€30MacHOCTH.

7. HazoBure ocHoBHble kaTeropuu npuHuunoB odecnedenus b bC PO (oOuue u
CHeIMalIbHBIC)

8. Uto u3 cebs npencrasiusier [Ipunnun «3HaTh cBoero kiuenta» (IIpuniun «3HaTh
cBoero ciykariero», [Ipunnun «Heo6xoaumo 3HaTh»)?

9. Yro Takoe PDCA-mmkn (mukn JleMuHra) B OCOOCHHOCTH €ro NMpUMEHEHHs TpU
dbopMUPOBaHUU CUCTEMBI OOecTieueHrs: HH(OPMAITMOHHON 0€30MaCHOCTH.

10. HazoBuTe OCHOBHBIE OOBEKTHI 3AIIUTHI C TOYKH 3pCHUs] MHPOPMAIMOHHON 0e3-
omacHocTH B banke

11. HazoBuTe 0CHOBHBIE pa3ebl TOJUTUKH HHHOPMAITMOHHONW 0€30MacHOCTH.

12. Kakue OBIBalOT ypOBHM MOJIMTHK HH(POPMALMOHHOM Oe30macHOCTH (BEpXHHUH,
CpEeIHUMN 1 HUKHUIN)

13. HazoBute ocHOBHBIE KATETOPUU CTIEIIMATU3UPOBAHHBIX MOJIUTUK O€30MMaCHOCTH

14. B uewm 3akirodaeTcsi CyImIHOCTh U COJIEP)KAHHE MOJUTHKH JOMYCTHMOTO HCIOJb-
30BaHUA (IOTUTHKHU YJIATEHHOTO J0CTYyTIa)?

15. B dewm 3akmrouaeTcsi CyIHOCTh M cojiepkaHue mporeayp OezomacHoctu? Kakwue
OBIBAIOT NMPOLIEAYPHI?

16. HazoBuTe OCHOBHBIC IIaru Mo pa3pabOTKe MOJMTHKN 0€30MMacHOCTH (aHAINU3 PHUC-

KOB, aHAJIN3 TpeOoBaHuUil Ou3Heca)
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17. HazoBuTe OCHOBHBIC KOMITOHEHTHI (PU3NYECKON O€30MacHOCTH (JIOTHYECKON 0e3-
OTNacCHOCTH)

18. Yro Takoe ayaut nHpopmannoHHoN Oe3omacHocTu? Kakue acmekTsl ayiuTa MH-
dbopMarmoHHOH 6€30MacCHOCTH HEOOXOIUMO YIUTHIBATH?

19. HazoBuTe n1Ba-Tpu HegocTaTKa BEO-MPUTIOKEHUN MPU JOCTYIIE K TUYHBIM JIaHHBIM
(yrpaBieHUsl CECCUSMHU, Pa3MEIIEHHE KOMIIOHEHTOB BEO-TIPUIIOKEHUS ).

20. HazoBuTe nBa-Tpu HemocTaTka MPUIIOKEHUN TUCTAHLIMOHHOTO OAHKOBCKOTO 00-
CITy’>KMBAHUS ¥ SJICKTPOHHBIX CPECTB IIaTeka (0€30MacHOCTh TPAH3aKIIUN ).

21. HazoBuTe nBa-Tpu HemocTaTka ONEpPAIMOHHBIX CHCTeM (HACHTU(UKALUL U
ayTeHTU(UKAIHSI, YIIPABICHUE TOCTYIIOM).

22. [lepeunciure TpU caMbIX PacPOCTPaHEHHBIX ys3BUMOCTeH cuctem JIbO (Hemo-

CTaTOYHAs aBTOPU3ALUS, HEAOCTATOUHAS 3aIUTa CECCUU, HICHTH(DUKALINS TTPUIIOKECHU).

Tema 4. [IpaBoBbie 0CHOBBI 00ecnieyeHUus1 HH(POPMAITMOHHOMH 0e30MACHOCTH.

1. UYro BKIIIOYaeT B ceOs HOPMATHUBHOE M IIPaBOBOE obecriedeHre NHPOPMAIMOHHON
6e3omacuoctu Poccuiickoit denepannn?

2. Uro mojapa3zymeBaeT KOMIUIEKCHBIN MOAXOJ K OOeCHeueHU0 HHPOPMAIMOHHOMI
Oe3omacHOCTH?

3. [lepeuncinure aBe-Tpu HOpMBI, nojioxkeHUss Konctutyuuun Poccuiickoit denepa-
IIUU B 9aCcTU oOecriedueHuss HHHOPMAIMOHHON OE€30MMaCHOCTH.

4. Kakas ponp mHpopmanmonHoit 6e3omacHoctu oTBeneHa B CTpaTeruu pa3BUTHA
uH(popmanmorHoro obmiectBa Poccuiickoit denepanun?

5. Kakum o6pazom oTpaxena npobiaema nunpopmaironHoit 6ezonacHoctu B Ctparte-
TUH HAIMOHAIbHOM Oe3onacHocTu Poccuiickoit deneparmm?

6. B Crparernn HannoHaabHON 0€30MAaCHOCTH €CTh TaKOM TEPMHMH CTpaTeTHUeCKUi
HAI[MOHAJIBHBINA IpropuTeT. UTo 3TO Takoe?

7. KakoBa ctpykrypa JlokTpuHbl HHPOpMaLmoHHOH 6e30nacHocTH oT 2016 rona?

8. Kaxkue nBe-Tpu yrpo3sl HallMOHAJIBHON 0€30macHOCTU B HHGOPMAIIMOHHOM cdepe
B cootBeTcTBUU ¢ JlokTpunoi Ub 2016 rona?

9. B gem 3axmrouaetcs obecrnieuenne MHGOPMAITMOHHONW 0€30MaCHOCTH B IKOHOMHU-
yeckoii chepe?

10. B yewm 3axmrovaercs obecrnieueHne MHGOPMAIIMOHHONW 0€301aCHOCTH B 00JacTH
HayKH, TEXHOJIOTHI 1 0Opa3oBaHus?

11. [lepeuncnure OCHOBHBIE CYOBEKTHI oOecrieueHus: MHPOPMAIMOHHON Oe30macHo-
ctu B PO?

12. CymHOCTh U cofiepaHue MPUHIUIOB obecrieueHus] HHPOopMaIlMoHHOM Oe3omnac-
Hocty P®. HazoBure nBa-Tpu U3 HUX.

13. [IpemycMoTpeHa 11 yroJoBHAsk OTBETCTBEHHOCTh 3a MPECTYIUICHHUS, CBA3aHHBIE C
uHpOpMaLMOHHOM Ge3omacHocThio. HazoBuTe KoHKpeTHbIe cTaThu YK PO.

14. B kakux Konekcax P nMeroTCs MONOKEHUs, PETYIUPYOMINAE TPABOOTHOIECHUS
B cepe obecrieueHust HHPOPMAITMOHHOM 0e30macHOCTH?

15. [IpenycMoTpeHa nu aAMUHHCTpPAaTHBHAs OTBETCTBEHHOCTb 3a IPAaBOHAPYIICHMUS,
CBsI3aHHBIE ¢ HH(OpPMaIIMOHHOM Oe30macHOCThI0. HazoBuTe koHkpeTHbIe cTaThl KOAIT PO?

16. HazoBute nen» ®enepanpbHoro 3akoHa «0O0 umHpopMmanuu, MHGOPMAIMOHHBIX

TEXHOJIOTUSX H 0 3amuTte nHpopmanun? Kakue cratbu perynupyroT oTHOIIEHHs B chepe obec-
nevyeHns nHHOPMAaLMOHHON O€30MaCHOCTH.

17. HazoBute nenp 3akona «O OaHkax U OaHKOBCKOH nesitensHOCTHY Kakue cratbu
MOCBSAIIEHBI poOsieme obecnieueHus Ub.

18. Hasosute Llens u packpoiite conep:xanue PenepanbHoOro 3akoHa «o Hannonamns-
HOW IIJIaTEKHOM CHCTEMEY.

19. Kakue HOpMaTuBHBIE JOKYMEHTHI CYLIECTBYIOT B cpepe obecnieueHus: nHpopma-
nnoHHoM 6e3omacHoctu? [IpaBurensctBo PO u b PO.
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Tema 5. Ctanaaptsel obecniedeHusi HHPOPMaLHOHHOMH 0€30NIaACHOCTH.

1. Yro Takoe ctaHaapThl UHGOPMAITMOHHON 0€30M1aCHOCTH.

2. Ha3zoBute ocHOBHBIE (PYHKIMHU CTaHAAPTOB HH(POpMAIIMOHHON 6e30macHOCTH?

3. HazoBuTe ocHOBHYIO 331a4y CTaHAApTOB MHPOPMAIIMOHHOM Oe3omacHoCTH?

4. B yem unTepec norpeduteneit (Iporu3BOIUTENEH U SKCIIEPTOB) IIPU MOJIB30BAHUU
(pa3paboTke) mpoyKTa B YaCTH MH(GOPMAITMOHHON O€30MaCHOCTH.

5. Kakum 00pa3oM KiacCHPUIMPYIOT CTAHIAPTHI (KpUTEPHUH KIIacCUPUKALINH)?

6. N3 ckonbkux vacrer coctout crannapt BS 7799:2005?

7. B uem 3akimouaercst yetbipexdasHast MOAENb Mpolecca yupasieHus HH(opMaliu-
OHHOM 0€30IMacHOCTHIO cortacHo ctanaapty BS 7799:2005?

8. Urto cocraBnsier ocHoBy crangapra MCO 270017

9. Onumute cTpykTypy crangapra MCO 270017

10. Kakwue crangaptel 1u1st 0eCIpOBOHBIX CeTell Bbl 3HaeTe?

11. Kakwue crangaptel 6e3onacHocTu ais MIHTepHeTa BBl 3HaeTe.

12. Jist gero npeaHasHadeH npotokona SET?

13. Kakue oTedecTBeHHbIE CTaHAAPTHI HH()OPMALIMOHHOW OE30MaCHOCTH BbI 3HaeTe?

14. HazoBure ocHoBHbIe yactu ctanaapta OCT P UICO/MDK 154087

15. HazoBute ocHoBHBIe cTanAapThl banka Poccun B wactu obecrnieuenus: nuHpopma-
IUOHHOU O6e30macHoCTh?

16. Kakoii crannapt B yactu uHpopmaimonHoit 6ezomacuoctu bank Poccun npunsin
B KoHI1Ie 2016 roxa?

17. HazoBute ocHOBHBIE TpeOOBaHUS K 0OeCIICUCHHIO HH(OPMAITMOHHOW 0€30IacHO-
ctu B coorBercTBHH co ctangaproMm CTO BP MBBC-1.0-2014. «O0muue momoxeHus» .

18. HazoBute ocHOBHY!O 11enb U 3a1aun ctanaapta banka Poccun «Mertoanka oreH-

KM COOTBETCTBUS TpeboBaHusiM 1b».
19. O uem cranpapt PCI DSS?

20. HazoBute ocHOBHBIE IpynIbl JaHHBIX B cOOTBETCTBUHU co ctanaapToMm PCI DSS?

21. Ha3zoBuTe OCHOBHBIE IpyNIIbI TOKa3aTeNneil B COOTBETCTBUU C «MeTOJUKON OIeH-
KM cOOTBETCTBUS TpeboBaHusiM 1b».

22. CKOJBKO ypOBHEW Ul KaXJOTO TOKa3arens IMpelycMOTpeHO cTaHgaptoM bP

«MeroauKa OLEeHKH COOTBETCTBUS TpeboBanusm 1b»?

Tema 6. be3onacHOCTDH OnepalOHHBIX CHCTEM.

1. Ha3oBuTe OCHOBHBIE KpUTEPUHU KIACCU(PHUKALMH yTrpo3 O€30MacHOCTH Onepary-
OHHOM CHCTEMBI?

2. Yro Takoe mporpaMMHas 3akyiagKa’?

3. HazoBuTe THNMUYHBIE aTaku Ha ONEpaIMOHHYIO cucteMy. UTo u3 cebs mpeacras-
asieT coopka Mycopa? (KaJHble IPOTPaMMBbl)

4. HazoBute 00s13aTenbHbIe COCTABISIONINE 3aIMIIEHHON OMepallMOHHON CHCTEMBI

5. Ha3oBure OCHOBHBIE MOAXOAB! K OCTPOCHHUIO 3aLIUILEHHBIX ONEPALMOHHBIX CH-
CTEM.

6. [Tepeuncnure OCHOBHBIE (DYHKIIMM MOJCHCTEMBI 3aIIUTHI ONEPALMOHHOM CHCTe-
MBI.

7 Ha3zoBute ocHOBHBIE METO/IbI HACHTUGUKAIMY U ayTeHTUuKamu B OC.

8. Yro Bel mOHMMAaETe 01 TEPMUHOM «Pa3TPaHUUYEHUE JOCTYIIa».

9. KTo Takoii cynepnosb30BaTenb?

10. HazoBuTe 0CHOBHBIE MOJIENH pa3rpaHUYEHUS 10CTyIa

11. Yro Takoe MaTpua goctyna?

12. HazoBuTe npenmyIiecTsa 1 HEIOCTATKH MOJICTTH N30UPaTEIHbHOTO Pa3rpaHUUYEHUS
JocTyma.
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13.

YeM m3onupoBaHHas MPOTrpaMMHAs Cpela OTIMYAETCS MOJENH HM30UpaTeNbHOro

pasrpaHu4eHus 10CTyna

14.
15.

B dem 3akntouaercs ayiuT B ONE€paliOHHON cucTeme?
HazoBuTe HEKOTOpBIE HEJOCTATKU OINEPAIMOHHBIX CHCTEM, CBSI3aHHBIX C YIIpaB-

JeHueM JoctynoM (uaeHTudukanmen u ayreHTuduKanuen, ynpaBieHus: CUCTEMOMN)

16.
17.
18.
19.
20.
8.
21.
puBaet?
22.

©CEONOUAWNE S
[¢”)
<
}-\]
=

NNNNNNNMNNNNNNRPRRERPRRRRERRE
CONPONRDONPOOONDUTTAWNEO

30.

Kaxkue cpeacrsa 3aumrel Windows 8 Bel 3HaeTe?

Jns gero myxubl bitlocker u bitlocker to go u B uem ux pasnuuus?

Kakas cucrema mmdposanus cymecrsyer B OC WINDOWS 8;

Jliist yero Hy»Ha ciryk0a yrpasienus npasamu B Windows 8?

Ha3zoBuTe OCHOBHBIC COCTaBISIIONIME CITYyKObI yrpasieHus npaBamu B Windows

UYro takoe Opanamaysp Windows 7 u kakue OCHOBHBIC IPO(HIN OH MPeIycMaT-
Junst wero ucnonb3yercs TexHosorust AppLocker?

Kpunrorpaduueckas 3amura uagopmanum.

Yro takoe Kpunrorpadus?

Ha3zoBute ocHOBHBIE PyHKIMHU KpUNTOrpadUIeCKOM 3amuThl HHOOpMAITUH
Yro Takoe mudp?

Kakue ObIBaroT KpUNTOAITOPUTMBI?

Yro Ttakoe X31upoBaHue?

Uro Takoe cummeTpuaHOe mudpoBanue?

Yro Takoe accuMmeTpuyHoe mudppoBaHue?

UYem 650yHOE mH(POBAHUE OTIUIACTCS OT MOTOYHOTO?

Jliis uero Hy»Ha MaTpulia KJIto4el B CAMMETPUYHBIX alrOpUTMax MH(ppoBaHUs?
WneanbHO CTOMKUN KPUITOAITOPUTM — 3TOM Kakon?

OcHoBHBIE CBOWCTBA U KadecTBa anroputma DES

OcHoBHBIE TIpeoOpa3oBanuy B anropurme AES

Kakue cuMMeTpuyYHbIE aJITOPUTMBI BBl 3HAETE?

OO0bsicHUTE TPUHLIUIT PAOOTHI CUMMETPUYHBIX KPUIITOAJITOPUTMOB.

Ha3zoBuTe OCHOBHBIE HEAOCTATKH CUMMETPUYHOTO MU(POBAHHUS.

Kakue ki1roun uCnosp3yoTcsl B aCCUMMETPUYHBIX aIrOpUTMax MmMudpoBaHus?
HazoBute npeumyIecTBa aCCUMETPUYHBIX MU(PPOB Mepe]l CHMMETPUYHBIMU?
HazoBute ocHOBHBIE HEJOCTATKU ACCUMMETPUYHBIX ITU(POB.

Ha3zoBuTe N3BECTHBIE aITOPUTMBI ACCUMETPUUHOTO MM (PPOBAHUS.

Uro Takoe (axTopuzanus 4ucia.

OO0BscHUTE TPUHIUI Pa0OThl ACCUMMETPUYHBIX KPUITOAITOPUTMOB.
OO0bsicHUTE TPUHLIUIT PAOOTHI XAMIPYHKIIUH.

HazoBute ocHOBHBIE PYHKIMHU XA YHKIIHH.

HazoBuTe n3BecTHbIe QYHKINN X3IIUPOBAHUS.

J1s 9ero ucnosb3yeTcs eKTpoHHas LU poBasi MOANKUCH.

Ha3osute ocHoBHBIE iponeyps! DL

OOBsCHUTE TPUHIMI JeHCTBUS MPOLEaypbl OPMHUPOBAHUS LIU(PPOBOI MOAMUCH.
OObsicHUTE TPUHLIUIT ACHCTBUS TPOLIEYPHI TPOBEPKU LU(POBON MOAMKUCH.
Kakyto nndopmaruto cogepxut ILIT?

OObsicHUTE TPUHLUIT IEHCTBUS KOMOMHUPOBAHHOTO MPUMEHEHUS! CUMMETPUYHO-

'O 1 aCUMMCTPHUYIHOT'O I_HI/I(I)pOBaHI/ISI.

TeMma 8.
1.
2.

3amuTa oT BpeIOHOCHBIX IPOrPaMM H criaMa
YTo BBl NOHMMAETE MOl TEPMHUHOM «BPETOHOCHOE NIPOrpaMMHOE oOecrieueHue»?
Knaccugukaius BpeZOHOCHBIX IPOrPaMM.
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3. Ha3zoBuTe OCHOBHBIC OTIMYUTENILHBIC XapaKTEPUCTUKNA KOMITBIOTEPHBIX BUPYCOB,
CETEBBIX YEPBEH M TPOSITHCKUX MTPOTPAMM.
4. Knaccugukaius TpOSTHCKUX MPOTPaMM U CETEBBIX YEPBEH.
OcHOBHBIE PeXKUMBI PAOOTHI AaHTHBUPYCHBIX MPOTPAMM.
HenmocraTky ¥ MperMyIecTBa CUTHATYPHOTO aHaJIM3a.
Henocratku u npenMyIiecTBa 3BPUCTUISCKOTO aHATN3A.
OCHOBHBIEC MOJTYJIH aHTHBHPYCOB.
Kak paboraiot aHTUBUpYCHBIE 001aKa?
10. OcHoBHbIe TpoyKThI JIaboparopuu Kacnepckoro.

©ooNo O

KOHTPOJIBHBIE PABOTbI

KontponbsHOe 3a1aHe BBIMOIHACTCS CTYJIEHTaMU 110 BapHaHTaM, KOTOPBIE OHH TMOJyYa-
I0T y npenojasarens Ha ceMuHape. 11o JaHHOM TUCHUIIIIMHE TPEeyCMOTPEHO BBINOJIHEHUE JABYX
KOHTPOJIbHBIX padoT.

KonTpoabHas padora Nel
BAPUAHT 1

I. Keiic 1. Y I'paxxnanuna A nponana ceTh Ha TenedoHe, Ha KOTOPOM ObLT 3apETUCTPH-
poBaH MOOMIBHBIN OaHK. [I03BOHUB COTOBOMY orepaTopy, OH y3Hall O HE3aKOHHOM II€PEBHIITYC-
ke SIM-kapThl. 3aTeM MOIy4YMB AOCTYI K CBOEMY OaHKOBCKOMY CUETY, Y3Hal, 4TO C Je0eTOBOM
KapThl Ob110 oxuIeHo 450 000p. Taxke ucUe3Tu NEHBIU C OAHKOBCKOTO JICMIO3HTA.

3agaHue 1no Keicy:

1. ChopmynupyliTe HHTEPECHI KIIMEHTa OaHKa, KOTOPBIC OBLIN HAPYIICHBI B JAHHOM KEii-

ce

2.IlepeuncanTe yrpo3sl HHTEpECaM KIUMEHTa OaHKa, XapaKTEpHbIE JJIs ITaHHOTO Kelica;

3.Ha3oBuTe OCHOBHBIE OOBEKTHI U CyOBEKTHI CUCTEMBI OOecriedeHus: HH(POPMaMOHHON
0€e30I1aCHOCTH, 3aTPOHYTHIE B JTAHHOM Keiice?

4. Ilepeuncnaute BO3MOXKHBIE KaHAIBI U CLIOCOOBI JOCTYIA K OAHKOBCKOMY CUETY KIIMEHTA
C LIeJIbIO XUIIIEHUS J€HEKHBIX CPEJICTB, UCIOIb3yEeMbIE 3JI0YMBIIUIEHHUKAMH B TAaHHOM Keiice

5.Knaccugunupyiite THII aTaky MOILIEHHUKOB JJIsl 3TOTO Kelca.

6.HazoBure ocHOBHBIE MPUUMHBI (YSI3BUMOCTH) IPOBEICHUS aTaKH B IaHHOM Kelce

7. HazoBute 6aHkM (OTEUECTBEHHBIE U 3apyOeKHBIE), IPUHSBIINE CIIEHUATBHBIE MEPHI B
YaCTH MPOBEPKH MEPEBBITYCKa SIM-KapThl.

8.Ilepeunciaure MeponpusiTHs, HEOOXOAUMBIE Ul MPEJOTBPALICHHUS TaKUX CUTyalui
(MogOGHBIX CUTYallH B Keiice), Kak CO CTOPOHBI KJIMEHTA, TaK U CO CTOPOHBI OaHKa.

I1. Kak, mo-Bamemy, U3MEHATCS TOAXO/AbI K 0OecreueHno nH(popMaIlmoHHOM Oe3omnac-
HOCTH B 0aHKOBCKOH B cepe B Onmkaiinme 5-10 net?

BAPUAHT 2

I. Keiic 2. ITpuxogur CMC /bAHK/3asBka Ha nepesoz 12000 py6. ¢ Bamiei kapThl mpu-
HaTta. Uud. 8(904)9383439. I'paxxnanun b, mockosbKy y HEro BKIOUYeHa yciyra «MoOMIbHBIHN
0aHK» MPUHST COOOILIEHHE, MO3BOHMWII M0 yKa3aHHOMY TeleQOHy U cleiall MPOJUKTOBAaHHBIE
3JI0YMBIIIJIEHHUKOM JEUCTBUS ¢ KapToi. B pesynbraTte - moreps JOBOJBHO OOJBIION CYyMMBI C
KapThl.

3agaHue no Keicy:

1. ChopmynupyiiTe HHTEpECH KIHeHTa 0aHKa, KOTOPhIe ObUIH HAPYIICHBI B JAHHOM Keii-
ce

2.IlepeuncanTe yrpo3sl HHTEpEcaM KIMEHTa OaHKa, XapaKTEpHbIE JIJIs TaHHOTO Kelica;

3.Ha3oBute oCHOBHBIE OOBEKTHI U CyOBEKTHI CUCTEMBI oOecrieueHus] HHPOPMALMOHHOM
0e30MacHOCTH, 3aTPOHYTHIC B IAaHHOM Keiice?

4. [lepeuncinure BO3MOKHbBIE KaHAJIBI M CIIOCOOBI JOCTYIAa K 0aHKOBCKOMY CYETYy KJIMEHTa
C LIEJIbIO XUILEHUS JIEHEKHBIX CPENICTB, UCIOIb3yEMBbIE 3JI0YMBIIIJICHHUKAMHU B IaHHOM Kelice
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5.Knmaccudumupyiite TUIT aTaki MOIIEHHUKOB JIJIsl TOTO KeHca.

6.HazoBure 0cHOBHBIE TPUUMHBI (YSI3BUMOCTH) IIPOBEICHUS aTaKU B IaHHOM Kelce

7. Ilepeuncinte OCHOBHBIE OTIMYUS «(UIIMHIA» OT «hapMUHTa»?

8.Ilepeuncnure MeponpusATHS, HEOOXOAUMBIC ISl NPEAOTBPALICHUS TaKUX CUTYaIHH
(mooOHBIX CUTYyalluu B Kelice), Kak CO CTOPOHBI KIIMEHTA, TaK U CO CTOPOHbI OaHKa.

Il. Kakue, no-Bamemy, HOBbIE almapaTHO-POTPAMMHBIE KOMMYHHKAIIMOHHBIE TEXHOJIO-
UM TOSBSTCS (XoTenu Obl 4TOOBI MOSBHINCH) B cdepe odecrieueHUsT MHGOPMAITMOHHON Oe3-
OTIaCHOCTH B OAHKOBCKOH chepe B OKalIlne MAThb-CeMb JIST?

KoHTpoJbHas padora Ne2
BAPUAHT 1

|. KoMIuiekcHBIM TOAXO0/A K PEIICHHIO MpoOsieMbl o0ecriedeHus: nHOOpMaImOHHOW 0e3-
OMACHOCTH 3aKJIFOYAeTCsl B PAMOHAIBHOM COYETaHWU 3aKOHOJATEIbHBIX, aIMUHUCTPATUBHO-
OpPraHHU3aIMOHHBIX M MPOrPaMMHO-TEXHHUYECKHX Mep M MexaHu3MmoB. Cremnaiite oboOIiarommue
BBIBOJIBI B YaCTH COOTBETCTBHUS 3aKOHOJATEIBHBIX (HOPMATHBHBIX M MTPABOBBIX) MEP COBPEMCH-
HBIM BBI30BaM M yrpo3am B cdepe obecrnieueHust nHpopMaImoHHON Oe3omacHoctu Poccuiickoit
®denepauuu.

I1. Bol u3yumnu Habop UHCTPYMEHTOB JIJISl 3aIUTHI JAHHBIX B OMEPAI[MOHHBIX CHCTEMax
Windows. Kakue u3 nHux Bbl manupyere ucmnonn3oBath B Oyaymem? M kak BX MOXHO CHIENaTh
Oosee yaI0OHBIMU B UCTIOJIBL30BAHUH ?

I1l. Bac Ha3HaumimM HaYaIpHUKOM OT/AEa HH(pOpMamonHoii OezomacHoctu B COepOaHK.
Cdopmynupyiite ocHOBHbIE Baim pexkoMeHanuy 1 nNpeioxKeHns: B 4acTH COBEPIIEHCTBOBAHUS
cucTembl o0ecriedeHnst HHPOPMaIMOHHOM 0€30aCHOCTH KOMIIAHUH, UCXO/Is U3 KOPIOPATUBHBIX
UHTEPECOB U IPHOPUTETOB €€ NEeSTETbHOCTH.

BAPUAHT 2
|. KommuiekcHbIN MOAXOA K pelieHuio mpobsieMbl obecriedeHusi nHGOpMalMoHHOW Oe3-
OMAaCHOCTH 3aKJI0YAeTCsl B PAIlMOHAIBHOM COYETaHHM 3aKOHOAATENbHBIX, aJMUHUCTPATUBHO-
OpPraHM3alMOHHBIX M MPOrpaMMHO-TEXHHUUYECKUX Mep U MexaHu3MmoB. Crenaiite o6obIaromue
BBIBOJIbI B YaCTH COOTBETCTBHSI /IMUHUCTPATUBHO-OPTaHU3ALIMOHHBIX MEP COBPEMEHHBIM BBI30-
BaM M yrpos3am B cepe obecrnieueHus: nHGopmaoHHo 6e3omacHoctu Poccuiickoit denepa-
LIUH.

Il. Bbl u3yunnu HaGOp MHCTPYMEHTOB JUISI 3aIIMTHI JAHHBIX B OTMEPAIMOHHBIX CUCTEMax
Windows. Crenaiite 000CHOBaHHBIN BBIBOJ 00 MX JOCTATOYHOCTH B YACTH 3aILUTHI JaHHBIX B
OTIEPAIIMOHHON CHUCTEME U MPEAJIOKUTE CBOM PEKOMEHIAIINH, Kacaroluecs pa3paboTKU HOBBIX
MEXaHU3MOB 1 HHCTPYMEHTOB, a TAK)KE€ COBEPIIICHCTBOBAHMS HMEIOIITUXCSI.

[1l. Bac HazHayuiIM HayaJIbHUKOM OT/eNla MH(POPMAIIMOHHON 0€30MacHOCTH B COOTBET-
ctBytouieM [lemapramente Munucrepcrsa ®@unancos PO. Chopmynupyiite ocHoBHbIe Barm
3a/1a4¥ ¥ OJIHOMOYHSI HA 3TOM OTBETCTBEHHOM IIOCTY.

4.3. OueHoYHbIE CPeCTBA /5l MPOMEKYTOYHON aTTeCTAINHU.

4.3.1. IlepedyeHb KOMIIETEHIMH ¢ YKa3aHHEM 3TanoB UX (popMUPOBaHUs B NpoLecce
ocBOeHMs o0pa3oBaTe/ibHOI nmporpammel. [loka3zaTesin U KpUTepUU OLlEHMBAHUSI KOMIIe-
TEHIUI ¢ y4eTOM 3Tana ux ()OpMHPOBAHUSA

Kox xomne- | HaumeHoBanue Konx srana
TEeHIIHH KOMIIeTEHIIHH OCBOCHHS
KOMIIeTeHIINH

HaunmeHoBaHue dTana 0CBOEHHSI KOM-
neTeHINN
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Bnanenue opra- [IpuMeHeHHEe TEOPETUYECKUX IOJIOKECHUN

HU3aIMOHHBIMU K PCIICHUIO MPAKTHYECKUX 3a1ad MPOTH-
CIIOCOOHOCTSIMH, BOJICHICTBUSI KOPPYIILIMU B CHUCTEME HC-
YMEHUEM Haxo- MMOJHUTENbHOM BiacTu Poccuiickon dDene-
IUTh W TPUHH- palnuu; opraHu3aius mpouecca pa3padoT-
MaTh OpraHHu3a- KW, IPUHATHSI ¥ PEaJTU3alliK YIpaBieHYe-
[IUOHHBIC CKMX pelleHuil B cdepe 0e30macHOCTH;
yIpaBJeHYe- 3HAaHWE KOMMYHHKAIMA W TIpoliecca WH-
MK-2 CKHE pEIICHHUS, K - 2.3 (hopMaIMOHHO-aHAIUTHYECKOTO  COMPO-
B TOM 4YHCJIE U B BOXKJICHHUS Pa3paOOTKH, NMPUHATUS U pea-
KPU3HUCHBIX CH- JU3alUU YIPABICHYCCKUX PEIICHUIA; BBI-
Tyarusx CTpavBaHWEC KOMMYHHMKAaTHBHOTO  IIpO-

CTPaHCTBa C MHCTHTYTaMH TPaKIAHCKOTO
oOmrecTBa nmpu NPUHATUU (0OIIECTBEHHOM
JKCIEPTU3E) YIPABICHUECKUX PEIICHUM
Ha TOCYJapCTBCHHOH W MYyHHIIMIAIBHOM

cityx0e
Bnanenue Croco0OHOCTh CAMOCTOSTEILHO HCIIOIB30-
MPUHIMIIAMA | BaTh nHpOpMaIMOHHO-
COBPEMEHHBIMHU KOMMYHHKAITIOHHBIC M MacC-MeIHIHBIC
METOJaMU MPOIIECCHI TPH YIPABICHUU OINEpaIUsIMU B
K-8 yIpaBIeHUS NK-8.2 HEesIX peleHus 3a7a4 1Mo O00ecredyeHHuIo
omnepanusiMd B pPa3IUYHBIX BHUJIOB OE30MaCHOCTH M IPO-
pa3IUYHBIX TUBOJICUCTBHIO KOPPYIIIUUA, B TOM YHCIIE
chepax nesi- o0ecreveHrs IKOJIIOTUYECKON Oe30macHo-
TEIIbHOCTHU CTH.

4.3.2 TunoBble OLlEHOYHbIE CPE/ICTBA

Bonpocs k 3auerty

1. B coorBercTBHM ¢ JloKTpHHONH HHPOpMaLnoHHOM 6e3omacHocTH P ot 5 nekabps 2016
rojia nH(popMalMOHHAas O€30IaCHOCTb ITO:

A) cocTosiHHE 3alIUIEHHOCTH JTUYHOCTH, 001IECTBA ¥ IOCYJapCTBAa OT BHYTPEHHHUX U
BHEIIHUX HH(OPMALIMOHHBIX YIpo3;

b) 3amumieHHOCTh MHPOPMAIIUN OT HE3aKOHHOTO 03HAKOMJICHMS, TpeoOpa3oBaHMs U YHU-
YTOXKECHHUS;

B) nestenpHOCTh MO MPENOTBPAIIECHUIO YTEUKU 3alUINaeMOi WH(OpMAIMU, HECAHKIHO-
HUPOBAHHBIX U HETIPEAHAMEPEHHBIX BO3/IEHCTBUN Ha 3aIMIAEMbId O0OBEKT.

I') cucTeMa opUIMAIbHBIX B3IJISIOB Ha obecrieueHue HalMoHaidbHON Oe3omacHoctu Poc-
cutickoit deneparu B nHGOpMAITMOHHON cepe.

J1) COCTOSIHME 3alMIIEHHOCTH HWHTEPECOB TOCYJapCTBa OT BHYTPEHHUX W BHEIIHUX WH-
(bopMaIMOHHBIX YTPO3

€) COCTOSIHUE COXPAaHHOCTH MH(OPMALMOHHBIX PECYpCOB TOCYJapCTBa U 3alUIIEHHOCTH
3aKOHHBIX MIPaB JIMYHOCTH U 00111ecTBa B MHGOPMAIIMOHHOM cepe

2. Jlnst kuOepripecTyIIeHnid XapaKTepHBbI:

A) Bbicokast JIATEHTHOCTD;

b) Hamnume noctatoyHOM CIIEICTBEHHONW MPAKTHKU MO PACKPHITHIO KOMITBIOTEPHBIX Tpe-
CTyIuIeHu B PD;

B) IIpoctora c6opa noKa3arenbCTs;

I') U3nuiHe )XecTKUe CaHKIIMU
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J1) KnGepnpocTpaHcTBO — 3TO UCTOYHMK, HHCTPYMEHT, 1[eJIb WM MeCTO NMpecTyIie-
HUS

E) ucnosib3oBaHue 3J1eKTPOHHBIX HOCHTEJIEH M YCTPOMCTB ABJISIETCS OCHOBHBLIM, 2 He
CJYYAHHBIM 3JIEMEHTOM;

2K) oTcyTcTBHE A€eTAaM3AIMU COCTABOB KHOepIpecTyjieHuii B P®

3. Henoctatkamu HTEpHET-0aHKOB SIBJISIFOTCS

A) OrcyrcTBHe poBepkH nepesbinycka SIM kapTsr;

b) OTcyrcTBHe NBYX()AaKTOPHOI ayTeHTH(PUKAMH;

B) Bo3Mo:xHOCTB 1y0JIMPOBAHNSI CECCHN;

') Bo3MOXHOCTB IOCTYIIA K ONEPAIlMOHHON cucTeMe 6e3 ayTeHTU(UKALUY Yepe3 BCIIOMO-
ratelbHbIe U (WIN) PEIKO UCIIONIb3yeMble HHTepQeichl (serial-mopTel U T.11.)

/1) CoBMecTHOE pacoioKEHUE KyPHAJIOB PErUCTPAIK COOBITHI U CUCTEMHBIX (ailioB

E) Ouenb cTporas maposibHasi MOJIMTUKA

4. HazoBuTe KIItOUEBbIE CBOMCTBA MHPOPMALIMOHHON 0€30MaCHOCTH:
A) KoHdpuaeH1naabHOCTh, [IETOCTHOCTD, aKTYaIbHOCTH;

b) [lonHoTa, OCTOBEPHOCTH, IIEIIOCTHOCTD;

B) locTynHoCTh, KOH(UIEHIHATBHOCTD, LEJIOCTHOCTD;

I') KonduneHunanbHOCTh, TOCTYITHOCTD, aKTYaIbHOCTb.

1) JocTymHOCTh, LIENTOCTHOCTb, 3aIIUIICHHOCTH;

E) LlenocTtHOCTD, KOHMUIACHIIMATLHOCTD, 3alIUIICHHOCTD;

2K) 3amuiieHHOCTh, HEMPOTUBOPEUUBOCTD, TOCTYITHOCTD

5. Atakoif Ha aBTOMaTU3UPOBaHHbIE OaHKOBCKHE cUcTeMbl U cuctembl JIBO He sBnsercs:
A) AyTcopcuHr;

b) IIpocnymuBanue kaHana;

B) [lonmeHna noBepeHHOr0 X0CTa

I') ®apmuHr;

n) Kpayndaiinauur;

E) IP-SPOOFING

K) PHP-unbexnus

6 B cootBerctBuu ¢ nonxonamu llenTtpansHoro banka P® undopmanmonnas Ge3zomac-
HOCTb 3TO:

A) CcOCTOsIH. M€ 3aIMINEHHOCTH HAllMOHATBHBIX HHTEpecoB PO B nuHbopMmarmonHoii chepe;

b) zammmennocts nadopmaru bC PO oT He3aKOHHOTO 03HAKOMJICHHUS, IPE0OPa30BaHUS
U YHUYTOXECHHUS;

B) cocTosinne 3aIIMIIEHHOCTH HHTepecoB - neqaeid opranu3anuu bC P® B ycioBusix
yrpo3 B uHGopManMOHHOM cdepe;

I') nestensHOCTh LIB PD 1mo mpenoTBpalleHnIo yTEUKH 3allMiiaeMoil MHpopManuu, He-
CaHKLMOHUPOBAHHBIX U HEMPeITHAMEPEHHBIX BO3/IEHCTBUI Ha 3alIUIIAeMblii O0BEKT;

J1) cocTosiHue 3aIuIIeHHOCTH 0aHKOBCKUX MHTepecoB PP B nHpopmamonHoii cdepe;

E) 3amumennocts LIb PO ot yrpo3 B nnpopmannonHoi cdepe

7. ITo nenm BO3aEHCTBHS CETEBLIE aTaKH OLIBAIOT:
A) ATaku gocTyna;

b) Ataku moaupukaumnu;

B) AxTuBHBIE aTaku

I') [TaccuBHBIC aTaku

1) ATakm 0TKa3a B 00C/1y:>KUBAHUH

E) Cnoxneie aTaku
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8. BriGepuTte nBa cexTopa, HanboJiee MPUBIEKATEIbHBIX JIJIs1 KHOSPIPECTYITHUKOB:
A) ®uHaHCOBBIE YCJIYIH M CTPAaXOBaHHeE;

b) Hedrerazossrii cekTop;

B) T'ocynapctso;

I') Cucrema oOpa3zoBanust

/1) ®apManeBTHKa U XUMHYECKOe NIPOU3BOIACTBO;

E) UT, tenexkom u meaua

9. Yto He oTHOCHUTCS K yrpo3aM HHGOPMAIIMOHHOI 0€30M1aCHOCTH:
A) knaccupuranusa HHPOpMALKNHU;

b) cOou 1 0TKa3bl 000pPYMOBAHKS (TEXHUUYECKHUX CPEJICTB);

B) npennamepeHHble 1eHCTBUS HAPYIIUTEIEH U 3JI0YMBIILIIIEHHUKOB.
I') Ynasienne He Hy:>KHOH MH(pOpMaIIUU

1) NedpparmeHTanus »KecTKUX JUCKOB;

E) IlepexBar nndopmanuu;

7K) YcraHoBKa aHTHBMPYCHOI'O IPOrpaMMHOI0 o0ecrevyeHust

10. [TepexBar ceaHca 3T0 -

A) BO3MOKHOCTb 3710yMBIIIJIEHHUKA, TTOTYYUBIIET0 TOCTYI K JIMHUSM Mepe/ladd JaHHBIX B
BaIlIell CETH, MOACTYIINBATh WM CUNTHIBATH TPA(HK;

b) 3noymbliieHHUK 3axBaThiBaeT HHPOPMAIUIO B IIPOIECCE €€ Mepeiayll K MEecTy Ha3Ha-
YEeHUS,

B) Ilo oxkoHYaHMH HAYAJIBHON NMPOUEAYPHI AYTEHTUPUKANNU COeIMHEHHUE, YCTAHOB-
JICHHOE€ 3aKOHHBIM I0JIb30BaTeJieM, HAIPUMeEpP € MOYTOBBIM CepPBEPOM, NEPeKJIHYaeTCH
3JI0yMBILLJICHHUKOM HA HOBBIH XOCT.

I') Ataka, HanpaBjeHHas IPOTHUB MH(OPMALIUHU, KOTJa MOCIEIHSs CTAHOBUTCS HENPUTO/1-
HOM JJ1s UCTIOJIb30BaHUS;

J1) nepenanpasiieHre Moyib30BaTeseii Ha (albIIMBbIE CAUTHI, SIBJSIOMIUECS KOMUSIMU OpH-
TMHAJIbHBIX

11. KoHpueHIMaabHOCTh — 3TO:

A) cBOICTBO MH(pOpPMAIUH, IPU KOTOPOM MPEAOCTABIISIETCS BO3MOKHOCTD 32 MPUEMIIEMOE
BpeMs OJIY4YHUTh TpeOyeMyto HH(OPMAIIMOHHYIO YCIYTY;

b) cocTrosinne nngopmMannu, Npy KOTOPOM J0CTYH K Heil 0CyLIeCTBJISIIOT TOJbKO
cy0OBbeKTbI, MMeI0IHe HA Hero NMpaBo;

B) cBolicTBO MH(pOpMallMOHHBIX PECYpPCOB, B TOM 4YHcie HMH(OPMALKHU, ONpeAesstoee
BO3MOXHOCTb UX MOJIyY€HHs U UCIIOIb30BaHUS 110 TPEOOBAHUIO YITOJIHOMOYEHHBIX JIUI]

I') cBoiictBo Wb, npu xotopoMm oOecreunBaeTcs akTyadbHOCTb M HENPOTHBOPEUYUBOCTD
UH(pOpMaIINK, €€ 3alIUIIEHHOCTh OT pa3pyLIeHNs] 1 HECAaHKIIMOHUPOBAHHOTO U3MEHEHHUS.

J1) 3amumieHHoCTh MHPOPMALIMK OT HE3aKOHHOTO 03HAKOMJIEHUS, TPe00pa30BaHUs U YHHU-
YTOXKEHUS

E) cBoiicTBO MH(OPMALIMOHHBIX PECYPCOB, B TOM YHUCIE HHPOpPMAIUH, OINpeaesstoniee
BO3MOXXHOCTH UX MOJIyYEHHs U UCIIOIb30BaHU 110 TPEOOBAHUIO YIIOJIHOMOYEHHBIX JIUII;

7K) HensmeHHOCTH MHpOPMAIH B MpoOIIECcCe €€ MepeIavdl WM XpaHeHHs, n30exaHue He-
CaHKIIMOHUPOBAHHOM MOUUKAIIMK HHPOPMALIUK

12. B cootBerctBuu ¢ noaxoaamu b P® yrpoza nndopmaimonHoit 6e3onacHOCTH —
3TO:

A) yrpo3a HapyIeHHs CBOMCTB HH(POPMAIMOHHOM 0€301MacHOCTH;

b) coBOKynmHOCTh YCIOBHI HIIM ACHUCTBUMN, CO3AIOIINX MOTEHIIMATBHYIO WA PEATBHO CY-
[IECTBYIOIIYIO OMACHOCTh HAPYIICHHs 0€30MacHOCTH WHPOpMAIUH;
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B) coBokynHocTh ycia0BHii U GaKTOpPOB, NPenATCTBYIOMUX peanusannu mejeii bC
Poccuiickoin Pegepaunu;

[') coBokymHOCTH JeHCTBHII U (DAKTOpPOB, CO3MAIOIIUX ONACHOCTh HAHECEeHHUs yuiepOa
HAI[MOHAJLHBIM HHTEpEcaM B HH(POPMAITMOHHOH cepe;

J1) cCOBOKYMHOCTH ycloBHUil U ()aKTOPOB, MPEMATCTBYIOMIUX PeaTu3allii HHTEPECOB JINYHO-
cTH 1 obmiecTBa B 6aHkoBckoi cdepe Poccuiickoit denepariun

E) coBokynHocTh ycinoBuil U (pakTOpoB, OOYCIOBIMBAIOMIUX BO3MOXKHOCTH peaTu3alluu
ySI3BEMOCTH HHPOpMaImoHHo# cucteMbl B BC Poccuiickoii @eneparumn

13. Bribepute aBa tumna 3nopeanoro I10, Ha KOTOPBIX, B OCHOBHOM, COCPEAOTOYECHBI HO-
BbIE pa3pabOTKH

A) TPOsIHBI;

b) Bupycsr;

B) ceTeBble YEePBH;

I') WnuoHs! 1 pexsamuoe 110;

1) IPOTrpaMMBbl HEKEIATEIbHOTO IOBECHUS;

14. Yo u3 cebs npeacraniseT ataka «water holingy:

A) HamajgaBUIME ONMPeNeJSIIOT M 3apPaKalT KJACTep CalTOB, KOTOPbIA, 0 UX MHe-
HHIO, OCETSAT YIEHBbI LeJ1eBOH OPraHu3alum;

b) BbIBOJ M3 CTPOSI KOMIBIOTEPHOM CUCTEMBI, B pe3yJibTaTe YE€ro caMa CUCTEMa, YCTaHOB-
JICHHBIC HA HEH TPUIJIOKEHUS M BCS COXpAaHEHHAs: MHPOPMAIUS CTAHOBSITCS HEIOCTYITHBIMH.

B) 3axBar uHdopmarum B mporecce ee nepeaadd K MECTy Ha3HaueHUsl.

I') GiokupoBka gocTyna mnosb3oBareneil K (aigaM Ha KOMIIBIOTEPE C MCHOJIb30BAaHUEM
mudpoBaHus;

J1) 3710yMBIIIICHHUK, HAXOSIIUICS BHYTPH KOPIIOPAIlMH WM BHE €€, BhIIaeT cels 3a 3a-
KOHHOT'O 110JIb30BaTeIs

15. CoTpyqHUKHM KaKHX OTJENOB B OaHKaX OTMEUAIOT CYIIECTBEHHBINH POCT Yrpo3 uHMOP-
MaIlMOHHOM 06€30MacHOCTH B OJMKaiiliee BpeMs:

A) Otnen ka3HauelcTBa,

b) Otnen ayaura;

B) Otnen puckos.

I') Ton-meHemxkepbl

16. Kakas u3 ciieqyromux yrpo3 HHGOPMAIMOHHON 0€30IacCHOCTH CBsi3aHA C OOJIAYHBIMH
BBIYUCIICHUSAMU?

A) He obecriedeH TOMKHBINA KOHTPOJIb 3a (aiiamMu COOKie Ha KEeCTKOM JTUCKeE.

B) 3aTpynnen noctyn K ycTpoHCTBaM XpaHEHHs MY3bIKH Ha MOOUIIBHOM YCTPOMCTBE.

B) B3nom nannbpix Ha nucke USB.

I') lloreHnuaabHAA MOTEPS] KOHTPOJISA 32 OHJIaHH-(paiIaMu.

J1) yrpo3a yaaneHHoro B3JIoMa WK 3apakeHus Bpe1oHOoCHBIM 110

17. Bel nymaere, 4TO OBbUIH MOJBEPKEHBI MONBITKE KPAaXKU JIMYHBIX JAHHBIX, HA OCHOBAHUU
TOTO, YTO CJOT Ui OaHKOBCKOM KapThl HAa ATM-ycTpoiicTBe BBIIIIsAAeN HEe coBceM 00bIyHO. Ka-
KOM croco0 Kpakul IMYHBIX JaHHBIX MOT OBITh MCIOJIB30BaH 3JI0YMBIIIIEHHUKOM?

A) OummHr

b) loncnymmBanue

B) IIperekcTunr

I') CkuMMuHT

1) CpuHHUHT

E) Keiinorruar
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18. Kakoii u3 cieayronmx naposeil apiaseTcst IpuMepoM XOpOLIeH MapoJIbHOM MOTUTHKH?
A) 12061985

B) passwordLl.

B) wlg w@ms.

I') access.

19. B cootBercTBUU ¢ ogxoaamu LB Poccuu nonutrka nHGOpMAIIMOHHON 0€301acHOCTH
— 3TO:

A) CocrosiHue 3aluIeHHOCTH HHTepecoB (1eneil) opranuzanuu bC PO B yciioBusx yrpo3
B HH(OPMAITMOHHOM cepe

b) CgoiictBo Ub opranusanuu bC P® coxpaHsaTe HEU3MEHHOCTb WM UCIIPABIIATH OOHa-
pY>KEHHbIE U3BMEHEHHUS B CBOMX MH(OPMALIMOHHBIX aKTHBaX

B) loxymeHnTanus, onpeae/siionias BbICOKOYPOBHEBbIe 1eJIH, COJep/KaHue U OCHOB-
Hble HANIPABJICHUS AesITeIbHOCTH 10 ob0ecneyenuto Ub, npeanazHayeHHas 11 OpraHu3a-
uun BC P® B nenom;

') O6s13aTenbHbIE UM PEKOMEHYEeMbIE K BBIITOJIHEHUIO TOKYMEHTHI, B KOTOPBIX OMpee-
JICHBI TTOIXOIBI K oLleHKe ypoBHS Wb u ycraHOBIeHBI TpeOoBaHus K Oe30macHbpIM HH(pOpMaIu-
OHHBIM CHCTEMaM;

1) nestensHocTs LB P® 1o mpenoTBpamieHuio yTeuky 3amuinaeMond nHpopMalym, He-
CaHKLIMOHUPOBAHHBIX U HEMPEeIHAMEPEHHBIX BO3/ICHCTBUI Ha 3allIUIIaeMblii O0BEKT;

E) cocrosiHue 3anmuineHHoCTH OaHKOBCKUX HHTEpecoB PO B mHpOpMaAIIMOHHOH cdepe

20. Uto u3 HWKECIIEIYIOUIero Jy4llle BCEro OMMCHIBAET NMPUHIMIN «3HATH CBOETO KIIMEH-
Tan?

A) mpuHIUn 0€30MacHOCTH, KOTOPHIH OTpaHUYUBAET JOCTYI K MH(OpPMAIMU U pecypcam
1o 00paboTKe KIMEHTCKON nH(pOopMaIHH;

b) npuHuun, ucnosb3yemblii peryJiupylmuMi OPpraHaMu AJisl BbIPasKeHUsl OTHOLIe-
HHSA K GUHAHCOBBIM OPraHU3ALMAM € TOUKH 3PEHHUs 3HAHUS AeATeJIbHOCTH X KJIHEHTOB

B) nmpunnun, nemMoHcTpupyrouuii 03a004€HHOCTh OpPraHU3alMK 10 MOBOJY OTHOIIEHUS
KJIMEHTOB K obecreueHnIo MH(pOpMamoHHON 6€3011aCHOCTH;

I') mpuHIMIT coXpaHEHMs! LIEIOCTHOCTH Tpoliecca U OOphObI C UCKaKeHHEeM (PyHKUIMHA cH-
CTEeMbI, TpeOyIOIUNA TOro, 4ToObl JBa JIMIA HE3aBUCUMO NPEANPHUHUMAIN HEKOoe JecTBue 10
3aBEpLICHUS OIPEIEICHHBIX TPaH3aKLIUH.

J1) mpuHIMn 0e30MacHOCTH, KOTOPBIM OrpaHMYMBAeT JOCTYI K MH(pOpMAIMU U pecypcam
o o0paboTke HHPOPMAIIUK TeM, KOMY TPeOyeTCsl BBITIOJIHITH ONPeeIEHHbIC 00sI3aHHOCTH.

3adanus.

1. Cospaiite HOBOro mosb3oBatens templ ¢ maponem «12345» u noGaBbTe ero B
rpynny «Kpunrorpaduyeckue oneparopb».

2. Hckmrounte nmosip3oBareis temp u3 rpynmsl «Oneparopsl MOMOIIU MO0 KOHTPOJIIO
YYETHBIX 3alACE»;

3. OTKIII0YMTE BCTPOCHHYIO YUETHYIO 3aUCh «I'0CTh»

4. Jns nonb3oBarens Ivanov ans ykazaHHOM manku: A) paspemints «UTeHue U BbI-
nojHeHuey; b) 3anpeTuTs «3anucey.

5. C nmomomisio yrrathl BitLocker To Go 3amuTuTe CheMHBIM HOCUTEh;

6. C nomomipio Opanamasrypa Windows 8 3a00KHUpyiiTe UCXOASIINE TTOIKIFOYCHUS
k 80-my nopty (HTTP) nns npodunst «HacTHbIi» 151 BCeX MOJIb30BaTENeH;

7. C nomorsio 6pannaMarypa Windows 8 paspemnre Bce BXOIANINE TOJKIIOUECHUS

s mporpammbl - Skype mis mpodumns «YacTHBIN» M TONBKO IS TMOJb30Barens I[vanov
(skype_rules);
8. C nmomorisio cuctembl EFS zammdpyiite ykazanapiid (haid;
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Q. Otkpoiite daitn update.docx ucnonb3ys maposb stadium. Ypanure maponb Ha OT-
KpbiTHE (paiina u BcraBbTe Mapoib 12345 st BO3MOKHOCTH peIakTUpOBaHus (aiina;

10. Otkpoiite ¢aiin rainbow.xlsx. 3amuTure Toabko AuamnazoH syeexk C20:D20 wuc-
10J1b3ys 1napoib «12345». ['apantupyiite, yTo BCe Apyrue s4EKu Ha pabodyeM JIMCTE JOCTYIIHBI
JUTSL pEIaKTUPOBAHUSL.

11. C nmomompto Applocker co3naiite crangaptasie npasuia (Default rules) ms 3a-
MyCKa NPUI0KCHUH

12. C nomompto Applocker co3maiiTe 3ampeTHTeNbHOE MPABHIIO JUIS MOJIB30BATENS
temp s mpuitoskeHus Skype.exe.

13. C nomompio Applocker coznmaiiTe pazpemnTeIbHOE MPABUIIO JIJIS 3aITyCKa YIaKo-
BaHHOT'O TIPUJIOKEHUST MarasuH TOJIBKO OT MoJib30oBares [vanov;

14. HazoBure aBa mocieqaux coObITHS U3 )KypHana 6e3onacHoctd Windows §;

15. B nentpe mogaepxxkun Windows oTkiItounTe cooOmeHus: 6e30macHOCTH (0OHOB-
neane Windows, bpanamasyp)

16. BKIIIOYMTE BO3MOXHOCTH BBITIOJIHEHHUS ONEpalMoHHON cuctemoit Windows 8

ayJUTOB KaXKJ0W MOMBITKM BXO/Ia MTOJIb30BATENS B CHCTEMY WJIM BbIXOJ1a U3 HEE.

IIxana oneHUBaHUsA

Onenka 3HaHUM, YMEHUI, HABBIKOB MPOBOJUTCS HA OCHOBE OAJIbHO-PEUTHUHIOBOM CHUCTE-
mbl: 30% u3 100% (wmu 30 6awtoB u3 100) - BKiIag B HTOTOBYIO OICHKY TI0 pe3yJsibTaTaM Ipo-
MEXXYTOUHOM aTTecTaIiu.

[Ipu oneHuBaHMM OTBETa OOY4AIOLIErocs B XOJ€ MPOMEXKYTOUHOH arTecTaluy MOXKHO
OMHPATHCS Ha CIASAYIOUINE KPUTEPHH:

basbl Kpurepuii oueHku

OOyuaronuiicst TOKa3bIBa€T BHICOKUN YPOBEHb KOMIIETEHTHOCTH, 3HAHUS MPOTrpamMMm-
HOTr'0 MaTepuaia, ydeOHOM, Meproandeckoil 1 MoHOrpauIecKoi TUTepaTypsl, 3aK0-
HOJIaTeNbCTBA U MPAKTUKHU €r0 MPUMEHEHUS, PACKPHIBAET HE TOJIBKO OCHOBHBIE IO-
HATHSI, HO M aHAIM3UPYET UX C TOYKU 3pEHUs pa3ln4HbIX aBTOpoB. OOywaromuiics
MOKA3bIBAET HE TOJIbKO BBICOKUN YPOBEHb TEOPETUUYECKUX 3HAHUMU, HO U BUJIUT MEXK-
JUCHUIUITMHApHbIE cBs3U. [IpodeccroHanbHO, TPaMOTHO, MOCIEA0BATEIbHO, XOPO-
IIMM SI3bIKOM YETKO M3JIaraeT MaTepuai, apryMEHTUPOBAHHO ()OPMYJIUPYET BHIBOJIBI.
3HaeT B paMKax TpeOOBaHMI K HamNpaBICHUIO M MPO(UIIO MOATOTOBKH 3aKOHOJA-
TeIbHO-HOPMATUBHYIO M MpakTUyeckyro 06a3y. Ha Bompocsl oTBeuaeT KpaTko, apry-
MEHTHUPOBAHO, YBEPEHHO, 110 CYHIECTBY.
OOyuaromuiicst MOKa3bIBa€T AOCTATOYHBIH YPOBEHb KOMIIETEHTHOCTH, 3HaHUS MaTe-
pHAJIOB 3aHATUH, y4eOHOW U METOJMYECKOM TUTepaTyphl, 3aKOHOIATENIbCTBA U TPaK-
TUKU €ro MPUMEHEHUs. YBEPEHHO U MPOo(eCcCHOHAIBHO, IPaMOTHBIM SI3BIKOM, SICHO,
YeTKO M TIOHATHO H3JIaraeT COCTOSSHUE M CyTh BOIIPOCA. 3HAET HOPMATHUBHO-
3aKOHOJATEIbHYIO U MPaKTUYECKyl0 0a3zy, HO IPHU OTBETE JOMYCKAEeT HECYIEeCTBEH-
Hble norpemHoctTyu. O0yJaronuiicss moka3bplBaeT TOCTaTOYHbBIN YpPOBEHb Mpodeccro-
11-16 |HamBHBIX 3HAHWH, CBOOOJHO OMEPUPYET MOHATHUSAMH, METOAAMHU OLCHKU TPUHSITHS
pEIIEeHNI, UMEET MPEACTABICHUE: O MEXIUCHUIUIMHAPHBIX CBA35X, YBS3bIBACT 3Ha-
HUS, TOJYYEHHbIE NPU WM3YUYEHHM Pa3IUYHbIX TUCIHIUINH, YMEET aHaJM3HpOBaTh
IIPAKTUYECKHE CUTYalllu, HO JOIYCKAaeT HEKOTOPbIE MOrpeHOCTH. OTBET OCTPOEH
JIOTUYHO, MaTepuall U3JIaraeTcs XOpOIIUM SI3bIKOM, IIPUBIIEKAETCS WH(OPMATUBHBII
Y WUIIOCTPUPOBAHHBII MaTepHall, HO NPU OTBETE JOMYCKAaeT HEKOTOPHIE MOTPEIIHO-
cTi. Bompochl He BBI3BIBAIOT CYIIECTBEHHBIX 3aTPYAHEHHUH.
OOyuaromuiics MOKa3bIBACT JOCTATOYHBIE 3HAHHUSI MaTepUAIOB 3aHATUH, HO MIPU OT-
BETE OTCYTCTBYET AOJDKHAs CBSI3b MEXKIY aHaJIM30M, apryMEHTalMell U BBIBOJAMH.
7-11 |Ha nmocTtaBieHHbIE WiEHAMH KOMHCCHHM BOIIPOCHI OTBEYAET HEYBEPEHHO, JOIMYCKAET
norpemHocTd. O0yyaromuics BiageeT NPaKTUYECKUMHI HaBbIKaMU, MPUBJICKAET WJI-
JIFOCTPATUBHBIN MaTepHaj, HO YyBCTBYET ceOsl HEYBEPEHHO MPH aHAJIN3€ MEXIUCIIH-

16-20
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IJIMHApHBIX CBsi3ei. B oTBeTe He Bcerga MpUCYTCTBYET JIOTHMKA, apTYMEHTHI MPUBJIIE-
KaIOTCSl HEJJOCTaTOYHO Beckue. Ha mocTaBieHHbIe BOIIPOCH 3aTPYyIHSAETCS C OTBETa-
MU, TOKa3bIBAET HEJIOCTATOYHO INTyOOKHE 3HAHUS.

OOyuaronuiicst moka3bIBaeT ciadble 3HAHUS MaTepuasoB 3aHATUN, y4eOHO nuTepa-
TYpbl, 3aKOHOJATEJIbCTBA U MPAKTUKU €ro MPUMEHEHHUS, HU3KUU YpPOBEHb KOMIIE-
TEHTHOCTH, HEYBEpEHHOE M3JIoKeHue Bompoca. OOyuaronuiicss moka3plBaeT ciaalblii
0-7 |ypoBeHb mpodeccrnoHANBHBIX 3HAHUMA, 3aTPYIHSACTCS IPHU aHATN3E MPAKTUICCKUX CH-
Tyauuii. He MoOeT nmpuBeCcTH MpUMEPHI U3 pealibHOW npakTuku. HeyBepeHHo U Jo-
TUYECKH HEMOCJIe0BAaTEIbHO M3JIaraeT Marepuai. HempaBuibHO OTBEuaeT Ha BO-
IIPOCHI WJIN 3aTPYAHSIETCS C OTBETOM.

IIkana nepeBosa U3 MHOr00A/NIbHOM CUCTEMbI B TPAJUIIHOHHYIO:

- 00yyaronieMycs BbICTABIIECTCS OIICHKA «HE 3aU4TEHO», €ClIM 00yJaromuiics Habpai MeHee
50 6amoB,

- OLIGHKa «3a4TE€HO» BBICTABISETCS IMPH YCIOBUH, eciu olyuaromuiics Habpan ot 50 1o
100 6amnos.

100 OansioB BBICTABIISAETCS MIPH YCIOBUU BBITIOTHEHUS BCceX TpeOOBaHUi, a TakkKe MPH 005-
3aTEJIbHOM MPOSIBJICHUH TBOPYECKOTO OTHOIICHUS K MPEAMETY, YMEHHH HAXOJUTh OPUTHHAIb-
HBIE, HE cofepkKallruecs B yueOHHKaxX OTBEThl, YMEHUU pabOTaTh ¢ UCTOYHUKAMHU, KOTOPBIE CO-
JIep>KaTcsl IOMOJIHUTEIILHON JIMTEpaType K Kypcy, YMEHUH COCIUHATH 3HAHUS, MOJyYCHHBIC B
JAHHOM KypC€ CO 3HAHUSMH JIPYTUX JUCIHUILTHH.

4.4. MeToanueckne MaTepUuaJIbl

VYcTHBIN 0npOC ABJISIETCS] OTHUM M3 OCHOBHBIX CIIOCOOOB MPOBEPKH YCBOCHHS 3HAHUM 00y~
yaomumucs. Pa3BepHyThI OTBET CTyJEHTA JOJDKEH IMPEICTaBIsATh COOOM CBSI3HOE, JIOTUYECKU
MOCJIEIOBATEILHOE COOOIIEHNE Ha OMPENETICHHYI0 TEMY, MOKa3bIBaTh €ro yMEHUE MPUMEHATH
omnpenieNeHus1, IpaBuia B KOHKPETHBIX ciydasX. OCHOBHbIE KPUTEPUH OLEHKH YCTHOTO OTBETA:
MPaBUIILHOCTH OTBETA O COJEPIKAHHIO; MOJHOTA M TIyOMHA OTBETA; JIOTUKA M3JI0KEHUS MaTe-
puana (Y4uTHIBA€TCS YMEHHE CTPOUTH IENOCTHBIN, MOCIEeNOBATENbHBIN pacckas, IPaMOTHO
MOJI30BATHCSA CIIEIMATIEHON TEPMHUHOJIOTHUEH ); MCTIOIB30BAHNUE TOTIOJHUTEILHOTO MaTepHaia.

S. MeTtoauyeckue yKa3aHus AJsl 00y4aIOIIUXCS 10 OCBOEHUIO TUCIUIIUHBI

3aHATHS TIO0 AUCUUIUIMHE MPEACTABIEHBI CIEAYIOIMUMU BUAaMU padOT: JEKUIUIMHU, MPaK-
TUYECKUMHU 3aHATUSIMH, CAMOCTOSITEIHHOM paboTON 00yJaronuxcs.

[ToaroTroBka K 3aHATHUAM JIOJDKHA HOCUTh CUCTEMAaTHYECKHI XapakTep. DTO MO3BOJIUT 00Y-
YaIOIEMYCs B TIOJTHOM 00beM€ BBIMTOJIHUTH BCe TpeOoBaHuUs mpernoaBaresiss. OOydaronmmcs pe-
KOMEHAYEeTCSl U3y4aTh KaK OCHOBHYIO, TaK M JIOTIOJHHUTENBHYIO JIUTEPATypy, a TaKkKe 3HaKo-
MUTKCS ¢ VIHTepHEeT-UCTOYHUKAMU (CITHCOK MTPUBEICH B pabodeii mporpaMMe 1o JUCIUILTHHE).

MeTtoauyeckue yka3aHus J1Jisi 00y4arOUIUXCs MO MOJATOTOBKE K JIEKIMOHHBIM 3aHSI-
TUAM. 3aHATHS JIEKIIMOHHOTO BUA JAIOT CHCTEMaTHU3WPOBAHHBIC 3HAHHS O HanOoJiee CII0KHBIX
U aKTyaJbHBIX MpoOJIeMax n3y4yaeMon AUCIUILTHHBIL.

OcymecTBiisist yaeOHbIe NEHCTBHUS HA JICKIMOHHBIX 3aHATHUAX, 00yJarOIINEeCs JTOJDKHBI BHU-
MaTeNIbHO BOCIPHHMMATh MaTepuai, MOJIrOTOBICHHBIM MPENoaaBaTelieM, MBICIUTh, TOOUBAThCA
MOHMMAaHUS U3y4aeMoro mnpeamera. OOydJaronmecs J0HKHBI aKKypaTHO BECTH KOHCIEKT. B ciy-
Yyae HEJONOHUMAaHHS KaKOH-TMOO YacTu mpeaMeTa CleAyeT B YCTAaHOBJICHHOM TOPSAKE 3aaTh
BOIIPOC TIpernojiaBaresto. B mpoiiecce paboThl Ha JEKIIMH HEOOXOAMMO TaK K€ BBITIOJIHSITH B KOH-
CIEKTaX MOJENIN U3y4aeMoro npeaMera (PUCYHKH, CXeMbl, YePTEKHU U T.J.), KOTOPBIE HCIIOIb3YeT
IpenoaaBaTeb.

CamMocTosTenpHas MOATOTOBKA OO0YYaIONIUXCS MPU TOATOTOBKE K 3aHITHUSM JIEKIIHOHHOTO
BH/ia BKJIFOYAET B ceOs:

- J0paboOTKy KOHCHEKTa JIEKLIUU, KOTOPYIO JKeJIaTeIbHO OCYLIECTBIATH B TOT K€ JIEHb,
MOKa MaTepual elle Jerko BOCIpPOoU3BOAUM B namatu (uepe3 10 yacoB mociie JeKIUH B MaMsITH
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ocraercsi He Oonee 30-40% wmatepuana). HeoOxonuMo mpouuTtaTh 3amucu, pacmmgpoBaTh co-
KpaIlIeHus, 10paboTaTh CXEMbl, PUCYHKH, TAOJTHIIB;

— MOBTOPEHHUE U3YUYEHHOI'O Ha MPEbIAYIIEM 3aHATUU MaTepUaa.

MeTtoauyeckue yka3aHusi 10 MOATOTOBKe K ONpOCy M TecTMpoBaHuio. Iloaroroska
00y4aromuxcsi K ONpocy MpeanojiaraeT u3yueHue OCHOBHOW/ JOMOJHUTENBHON JUTEpaTyphl B
COOTBETCTBUU TEMATUKOU JUCHUTIIINHBI.

[ToaroroBka K TECTUPOBAHUIO TPeOyeT OT 00yUaIOLIUXCS TIIATEIBHOTO U3YUYSHHs] MaTepu-
aJia 1Mo TeMe WK OJIOKY TeM, T'JIe aKIEHT JeJIaeTCsl Ha N3y4YeHUe MPUYHMHHO-CIICICTBEHHBIX CBS-
3el, PaCKPBITUIO MPHUPOMAbI SBJICHUM M COOBITHH, MpOOJEMHBIX BOMpPOCOB. [si moAroToBKH
HeoOxonuMa paboyast mporpaMMa JTUCHMILINHEI C TPUMEPAMHU TECTOB, yU€OHO-METOINYECKUM U
HH()OPMAITMOHHBIM 00ECIICYCHUEM.

Mertoanueckue yka3aHusi Ui OOYYAIOUIUXCS 10 BBINOJIHEHUI0 KOHTPOJIBHO-
TBOpYecKoro 3aganus. KoHTpoIbHO-TBOpUECKHE paOOTHI SIBISIOTCS OJJHONM U3 OCHOBHBIX (hOpM
TEKYIETO KOHTPOJIS TPErnoAaBaTeseM paboThl 00YJaromerocst U MpeICTaBiIsIeT co00il pemeHne
KOHKPETHOM 3a7auu. 3aj1a4a JOJKHA OBITh pellieHa C MOAPOOHBIM O0BSICHEHHEM.

MeTtoauyeckue yKka3aHusl 10 OPraHM3alMU CAMOCTOSATELHOI padoThl 00y4arOUIUX-
cs1. Hapsany ¢ mpociymiBaHueM JIEKIUI U ydacTHEM B 00CYXACHUH MPOOIEM Ha MPAKTUYECKUX
3aHATUAX, YUEOHBIN TUIAH MPEITyCMaTPUBAET 3aTpaTy OO0YYarOIIUMHUCS, KaK MPaBHUIIO0, OOJBIIETO
YHCJla 4YacoB JJIsl CAMOCTOSITENIbHOM pabOTHhI.

Ota paboTa CKJIaIbIBACTCS U3 U3YUYCHHS JIUTEPATYyPhl, B TOM YHCJIE B CBS3U C MOJITOTOBKON
K [IPaKTUYECKUM 3aHATHUM, BHIIIOJHEHUS IPYTUX 3a/laHuil IperoaaBaTess.

OCHOBHBIM 3JIEMEHTOM 3TOU PaOOTHI SABJISIETCA M3YYEHHE OCHOBHBIX Pa3/IeiOB TUCIUILIH-
HbI, COJIEpIKAILEHCS B MPOrpaMMe IO 3TON AUCUUIUIMHE, C MCIOJIB30BAHUEM 3alMCEN JIEKUUN
npenoaaBaress, BEAyLIero Kypce, 1 peKOMEHIyeMOoi MporpaMMoil (a B psilie cllydaeB U TOTOTHH-
TEJBLHO TPEernojiaBaTesieM) JIUTepaTypbl — yUeOHUKOB M YU4e€OHBIX MmocoOuii, MoHoTpadwuii u cra-
Tel 10 OTEIBHBIM IIPOOJIeMaM JTaHHON HAYKH.

IIpuctynas K W3y4YEHHUIO TOW HWIM MHOM TEMBI, BBIICISIEMOW IO IPEIMETHO-
CHUCTEMATU3UPOBAHHOMY IIPHHIINITY, HY’KHO 10 OTIEIBHOCTH M IOCIENA0BATENBHO PACCMOTPETH
KOKIYI0 U3 4acTed, U3 KOTOPBIX cOCTOMT Tema. [Ipu m3ydeHun Kypca, oOydaromuecs JOJKHbBI
YMETh MOJb30BATHCS M HAYUHOM JUTEPATYpPOUl AJil CAaMOCTOSTENbHOM MOATOTOBKU K 3aHATHSIM.
OOyyaromuecs Takke JOKHBI HAYYUTHCS, MCIOJIb3Ys pa3jMyHble Hay4yHble MCTOYHMKH, Ipa-
MOTHO c(OPMHUPOBATh U MOATOTOBUTH CBOE HAYYHO OOOCHOBAHHOE M JIOTMUECKH HEMPOTHBOpE-
YHBOE BBICTYIUICHHE Ha IMPAKTUYECKOM 3aHATUHU, aHAJIU3UPOBATH KOHKPETHbIE (DakThl OOIIe-
CTBEHHOW JKM3HM, OCYILIECTBIJIATH IPOTHO3 OTHOCUTEIBHO BO3MOKHOI'O HAIIPaBJICHHs AaHAIN3a
HKOHOMUYECKHUX MPOLIECCOB, POPMYITUPOBATH 1 OOOCHOBBIBATH CBOE MHEHHE.

be3 scHOro moHMMaHUS OCHOBHBIX TOHSTHI 00pa30BaTENbHBIN MPOLIECC YCIOKHSIETCS.
Jnst moBpitieHust 2PGHEKTUBHOCTH O0yUEHUsSI HEOOXOAMMO HCIIOH30BaTh CYIIECTBYIOIIHUE TEP-
MUHOJIOTUYECKUE CIIPABOYHUKHU U TOJIKOBBIE CIIOBApH.

6. Y4eOHas quTepaTypa U pecypcbl HHGOPMALMOHHO-TEIEKOMMYHUKAIIMOHHOM CeTH
"HHTepHeT", BKIIOYas NlepedYeHb Y4eOHO-MEeTOANYEeCKOro odecneyeHus 1Jis

CaMOCTOSITEIbHOM Pa0oThI 00y4aroIMXCs M0 JUCHUIIIMHE

6.1. OcHoBHas quTEpaTypa

1. [Mapteika, T.I1., ITonos, 1.1. Mudopmannonnas 6e3onacuocts [Teker] / T.IL. ITap-
teika, I.W. TTormoB. — M: ®OPYM, 2008. - 432 c.
2. lansrun, B. ®. Uadopmanmonnas 06e30MacHOCT KOMITBIOTEPHBIX CUCTEM U Ce-

Tel: yueb. mocodue: pek. M-BoM oOpazoBanus PO miis cTyeHTOB, 00yJarONIUXCs MO CTEIUATb-
HocTH "MH(popmaTika u BerunciautenbHas Texauka" / B. @. Hlansrun. - M.: ®@opym: UHOPA-
M, 2008. - 416 c.

3. Spoukun B. N. Undopmanmonnas 6e3onacHocTb: yueOonuk / B. U. SIpoukuH. - 5-¢
m3a. - M.: Axkanemuueckuit [Ipoekt, 2008. - 544 c.
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6.2. lonoiHMTE/IbHAS JIUTEPATYPa

1. Ao C.M., Cepatok, B.A., CaBenbeBa, A.A. TexHOJIOTMU U NPOAYKTHI
Microsoft B obecnieuenun uHpopmannoHHoii 6e3omacHoctu [Tekcr] / C.M. ApmommH, B.A
Ceparok, A.A. CasenwseBa. — M.: UHTYUT, 2016.- 455 c.

2. Cxkpunuuk [I.A. OOecrnicueHre 0€30MACHOCTH MEPCOHANBHBIX JaHHBIX [Tekct] /
H.A. Cxkpunauk. — M.: UHTYUT, 2011.- 122 c.
3. Tanmumonuuk B.II. MexayHapoaHO-IIpaBOBOE PETYJIMPOBAHUE OTHOLICHWM WH-

dbopmarmonroro oomena [Tekcr] / B.II. Taimumonuuk. — M.: HOpuaudeckuii nentp Ilpecc,
2011.- 385 c.

4, ®aponoB A.E. OcHOBBI HHPOpPMAITMOHHOHN 0€30MacHOCTH MPpHU PabOTe HAa KOMIIb-
forepe [Tekct] / A.E. ®aponos. - UHTYUT, 2011.- 157 c.
5 [Manprun B. ®@. Uadopmanronnas 6e3onacHocts [Tekct] / B. @. Illanbrun. —

M.: IMK TIlpecc, 2014. — 702 c.

6.3. YueOHO-MeTOAMYECKOE 0DecriedeHne CAaMOCTOSITeIbHOI PadoThl

1. KysnenoB U.H. Pedepatsl, KypcoBble U IUIIIOMHBIE pabOThl. MeToauka Moaro-
TOBKH W odopmiieHUS [DIEKTPOHHBIN pecypc]: ydeOHo-MeTomudeckoe mocobue/ Kys3Hemos
W.H.— DnexTpoH. TekcTtoBble nanHbie. — M.: JlamkoB u K, 2013.— 340 c.— Pexxum noctyma:
http://www.iprbookshop.ru/10962.html. — 3BC «IPRbooks».

2. KysneunoB U.H. Pedepatsl, KypcoBble U IUIIIOMHBIE paboThl. MeTonuka moaro-
TOBKH W odopmiieHUs [DIEKTPOHHBIN pecypc]: ydeOHo-MeTomudeckoe mocobue/ Kys3Hemos
W.H.— DnexTtpoH. TekcTtoBble nanHble. — M.: JlamkoB u K, 2016.— 340 c.— Pexxum noctyma:
http://www.iprbookshop.ru/60500.html. — 3BC «IPRbooks».

3. I'pomkxoBa M.T. Ilenaroruka BbICIICH HIKOJBI [DIEKTPOHHBIA pecypc]: yueOHOe
nocobue /i CTYJ€HTOB Iefarorndeckux By30B/ I'pomkoBa M.T.— DJeKTpOH. TEKCTOBBIE JaH-
HEBIE. — M.: IOHUTU-ITAHA, 2015— 446 c— Pexxum JIOCTYyTIa:
http://www.iprbookshop.ru/52045.html. — 3BC «IPRbooks».

4. OOpa3oBarenbHble WHHOBAIIMM M TMPAKTUKH Kapbepbl: COOPHUK METOAMYECKUX
MmarepuaioB u crateil. — M.: U3narensckuii qom. «Jleno» PAHXul'C. — 192c¢.

6.4. HopmaTuBHBIE NIPABOBbIE JOKYMEHTbI

1. ®enepanbHblil 3ak0H «O0 mH(pOpManuy, UHPOPMALMOHHBIX TEXHOJIOTHUAX U O
3anure nHpopmarmm» (mpuHAT 'ocymapcrBennoit [{ymoii 8.07.2006) Ne 149-D3// «Poccuiickas
razeta» ot 29.07.2006, Ne 165.

2. Pacnopspxenue mpasurensctBa Poccun ot 24 nexadpst 2013 roga Ne 2506-p o
KOHIIETIIIUK Pa3BUTHS MaTeMaTH4eckoro obpasoBanus B Poccuiickoit @eneparuu. // Cobpanue
3akoHoaarenbeTBa PO, 13.01.2014, Ne 2 (vacts I) cr. 148.

3. 06 ob6pazoanuu B Poccuiickoit @enepannn: DeaepanbHbiii 3akoH oT 29.12.2012
Ne273-®3 (¢ mocneayomMUMy U3MEHEHUSMH U JONOTHEHUSMH).
4. ®enepalibHbII TOCYIapCTBEHHBIN oOpa3oBarenbHblil ctangapt 38.03.01 Dxono-

MHKa (YpoBeHb OakanaBpHuara), YTBEP>KAEH NMPUKAa30M MHMHUCTEPCTBOM 00pa3oBaHUs M HAyKU
Poccun ot 12 Hosa6pst 2015 r.Ne 1327 (3apeructpupoBano B Muntocte Poccun 30 HOs0ps
2015r., peructpaunoHHblii Homep 39906).

5. O6pazoBarenbHblil cTanAapT Poccuiickoit akaieMun HapOJHOTO X035HCTBA U TOC-
ynapctBeHHOH ciyxkO0bl ipu Ilpesunenre PO (yTB. mpuka3om pekropa Akagemun oT 18 aBrycra
2016 . Ne 01-4567).

6.5. UuTepHeT-pecypchbl

1. Information Security http://www.itsec.ru
2. 3amura nHpopmarmu. Mucaiia http://www.inside-zi.ru
3. Xaxep http://www.xakep.ru
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http://www.itsec.ru/
http://www.inside-zi.ru/
http://www.xakep.ru/

4. Kommerotep mpecc http://www.compress.ru

5. Mup TIK http://www.psworld.ru

6. OTkpeIThIE cucTeMbl http://www.osp.ru

7. WutepHer-YHuBepcutreT uHpOpManMoHHbIX TexHodormid — MWHTYUT.PY
http://www.intuit.ru

8. [Mopran «["ocynapcTBenHas ciyxoax» - http://civilservice.su

9. HckyceTBO yIpaBJeHUs nH(pOpMaLMOHHON 0€30MacCHOCThIO
http://www.is027000.ru

10. WucTtuTyT sKOHOMHYECKO Oe3omacHocth http://www.bre.ru/security

11. HubopManinoHHO-KOMMYHHUKAIIHOHHBIC TEXHOJIOTMH B o0pa3oBaHUH
http://www.ict.edu.ru

12. Hudopmanmonno — npasosoii nopran APAHT http://www.garant.ru

6.6. HHbIe HCTOYHUKHU
1. bapabanosa M.U., Kusies, B.1. UHpopmManmoHHbBIE TEXHOJIOTUU: OTKPBITHIC CH-

CTEMBI, CeTH, 0€301acHOCTh B cucTeMax u ceTsax [Tekcer]: yuebHoe mocodue / M.U. bapabanoga,
B.U. Kuses. — CII0, uza-so CIIOI'YD®, 2011. - 270 c.

2. Hecrepo C. OcHoBbI nH(MOpMaIoHHoW Oe3omacHocTu. [Tekct]: yuyeOHOe moco-
oue / C. Hecrepos. — M.: Jlans, 2016. — 324 c.
3. ®opoyzan b.A. Kpunrorpadus u 6e3onmacHocTs cereii [Tekcer]: yuebHoe mocodue

/ B.A. ®opoysan. — M.: UHTYUT; BUHOM. Jlabopatopus 3nanwmii, 2010.- 784 c.

7. MartepuanbHoO-TeXHHYECKasi 6232, HH(POPMAIIMOHHBIE TEXHOJIOTHH, IPOTPAMMHOE
obecrieyeHre 1 HHPOPMANMOHHDbIE CIIPABOYHBIE CHCTEMBI

Jns mpoBeneHus 3aHATHNA 10 JUCHMIUIMHE HEOOXOAMMO CIEAYIOIIee MaTepuaabHO-
TEXHHUYECKOe oOecrieueHue: ydyeOHble ayJUTOPHH ISl TPOBEICHUS 3aHATHH JIEKIIMOHHOTO U Ce-
MHHAPCKOTO THIIA, TPYIIIOBBIX U WHAWBUAYAJIbHBIX KOHCYJBTALIUH, TEKYIIET0 KOHTPOJIS U MPO-
MEKYTOYHOM aTTECTAIUH, ISl CAMOCTOSITENbHON paOOThI: YUTAIBHBIE 327161 OMOIHOTEKH.

[Tporpammuoe obecrieuenue: MS Office Professional Plus 2016.

HNudopmannonnsie crpaBounble cuctembl: Hayunas OubGmmoreka PAHXul'C. URL:
http://lib.ranepa.ru/; Hayunas AJIEKTPOHHAS oubnmmoTexa eLibrary.ru. URL:
http://elibrary.ru/defaultx.asp; Harmonanbaas snekrpoHHas Oubimoreka. URL: www.nns.ru;
Poccuiickas rocynapctBenHas oudanoreka. URL: www.rsl.ru; Poccuiickast HanimoHansHast Ouo-
ouoreka.  URL:  www.nnir.ru;  OnektponHas — OuOnmoreka  Grebennikon.  URL:
http://grebennikon.ru/; DnextponHo-OubMMoTeyHass cuctema M3narensctBa «Jlamb». URL:
http://e.lanbook.com; Dnekrponno-6u6aHoTeuHas cucrema FOPAWT. URL: http://www.biblio-
online.ru/; Dnexkrponno-oubaroTeunas cucrema bC IPRBOOKS: http://iprbookshop.ru/.

ba3bl fanHbIX:

Bloomberg: http://www.bloomberg.com/

Kommnanus "Emerging Markets Information Service" EMIS: http://www.securities.com

HudopmanmoHHblii pecypc 1O MHUpPOBOM 3KOHOMHKe Kommanuu International Monetary
Fund (IMF) / MexnyHnaponuoro Bamrornoro ®onpa: http://www.elibrary.imf.org

DnexTpouHskIii pecypc Cbonds.ru: http://cbonds.ru/

Cucrema npoeccHOHaNBHOTO aHAIN3a PHIHKOB U Kommanuit «Crapky»: http://www.spark-
interfax.ru/

25


http://www.compress.ru/
http://www.psworld.ru/
http://www.osp.ru/
http://www.intuit.ru/
http://www.iso27000.ru/
http://www.bre.ru/security
http://www.ict.edu.ru/
http://www.garant.ru/
http://lib.ranepa.ru/
http://elibrary.ru/defaultx.asp
http://www.nns.ru/
http://www.rsl.ru/
http://www.nnir.ru/
http://grebennikon.ru/
http://e.lanbook.com/
http://www.biblio-online.ru/
http://www.biblio-online.ru/
http://iprbookshop.ru/
http://www.bloomberg.com/
http://www.securities.com/
http://www.elibrary.imf.org/
http://cbonds.ru/
http://www.spark-interfax.ru/
http://www.spark-interfax.ru/

