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1. IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB 00YUYE€HUsI M0 JUCHUILINHE, COOTHECEHHBIX €
IUIAHMPYEMbIMH Pe3yJ1bTATAMM 0CBOEHUS MPOTrPaAMMbI

1.1. Jucuumumna b1.B.08 Mupopmanmonnas 6e30macHOCTs 00€CIIeUYMBAET OBIIAJICHUE
CIICAYIOIIMMH KOMIICTEHIMSIMU C YYETOM dTana:

Koa xommne- HaumeHoBaHHNe KOM- Koja 3Tana ocBoe- HaunmeHoBaHue 3Tana
TEeHIUH NeTeHInn HHA KOMIIETEHIINH OCBOEHHSI KOMIIETEHIINH
AI1K-3 CrmocobHocts  mpume- | JTIK — 3.1 3HaHUE ¥ YMECHHE MPUMECHSITh
HATH COBPEMEHHBIE U COBpEMEHHbIC HH(OPMAIIH-
aKTyaJIU3UPYIOITUECs OHHO-KOMMYHHKAITMOHHBIC

INCYCHHUC

TEXHOJIOTUM  YIIpaBJie-
HUS UHpoOpMmanueil c¢
1enplo  OpMHUPOBAHUS
U Pa3BUTHUS TEXHOJIOTU-
YEeCKHUX 3a/1eJI0B, obec-

OHHOM WHMPACTPYKTY-
poii M wuH(pOpPMAIHOH-
HOI 0€30ITaCHOCTH IS
pa3BUTHUS

rocyJapcTBa

uHpopMalu-

u(poBoOro

TEXHOJIOTHH B 00JIaCTH
yrpasiaeHus: nHbopmaluen
JUTSL 00ecTIeueHUS Pa3BUTHS
nHpopmarmoHHo HHPppa-
CTPYKTYpBI IU(POBOTO rocy-
JapCTBa.

1.2. B pe3ynbTaTe OCBOCHMS IUCLMILIMHBI y 00yYaromuxcs J0HKHbI ObITh chopMUpOBa-

HBbI:

OTO®/T®
(mpu HAJIMYKMHU PO - Konx stana
CTaHJAPTa, UJIH 10 pe- OCBOCHUS Pe3yabTaTnl 00yueHust
3yJbTaTraM gopcair- KOMIIeTeHIIUH
CEeCCHH)
npuMeHsTh coBpemennbie | JIIIK — 3.1 HAa YPOBHeE 3HAHUIA:

UH(POPMALIMOHHBIE TEXHO-
JIOTUH AJIs1 ONTUCAHUS TEH-
JEHLIUI pa3BUTHUS KIIFOYE-
BBIX HHCTUTYTOB (HOpMa-
TUBHOE PEryJIMpOBaHUE,
KaJIpel 1 00pa3oBaHUE,
(dbopMHpOoBaHUE UCCIIEN0-
BaTEILCKUX KOMIIETEHITHH
U TEXHOJIOTHYECKUX 3ajie-
JIOB) ¥ OCHOBHBIX HH(pa-
CTPYKTYPHBIX 3JIEMEHTOB
U(PPOBON IKOHOMHKH
(uHopMaOHHas WH-
dpacTpykTypa, uHPpOpMa-
IIMOHHAsT OE30MaCHOCTH )

3HAeT MHCTPYMEHTAJbHBIC CPEACTBA 3AIIUTHI MH-
(dhopmaruu; BO3MOXHOCTH COBPEMEHHBIX HH(OP-
MAIMOHHBIX TEXHOJOTHHA JJIS pelIeHHs 3aa4 HH-
dbopmanoHHO# 0e30macHOCTH; WH(POPMALMOH-
HO€ U TporpaMMHOe oOecredeHue aBTOMAaTH3U-
POBaHHBIX OAaHKOBCKHX CHCTEM; OCOOCHHOCTH
nH(popMalMoHHOK Oe3omacHocTH B Tpodeccuo-
HAJIBHOW IS TETHOCTH,; COBPEMEHHBIE ITOJIXOIbI
K IOCTPOSHHIO CUCTEM 3aLIUThI HH(OpMAIH

HA YPOBHE YMEHMIA:

yMeeT BBIOpaTh WHCTPYMEHTAJIbHBIE CPEICTBA JUIS
3aUThl UHGOPMALMU M MPOTUBOACHCTBUS yIrpo-
3aM B MH(POPMALIMOHHOM cdepe; ¢ MOMOIIbIO Po-
IPaMMHBIX TPOIYKTOB 00€CTICUUTh KOH(PHUICHITU-
AIBHOCTB, TOCTYIHOCTh M IIEJIOCTHOCTh MH(OpMa-
[IMOHHBIX PECYpPCOB; BHIOMPATh pallMOHAJIbHBIE Ba-
PHAHTBI ACUCTBUI B MPAaKTUYECKHUX 3a/adax oodec-
neyeHuss WH(OpPMAITMOHHOW Oe30MacHOCTH; aHa-
JU3UPOBATh TIOKA3aTelIM KadyecTBa W BBHIOMPAThH
KPUTEPUU OLEHKHU CHCTEM M OTIENIBbHBIX METOOB
U CPENICTB 3aIlIUThl HHPOPMAIIMH, B TOM YHCIIE U B
npodeccuoHaIbHON cdepe




HA YPOBHE HABBIKOB:
BJIaJIcCT HABBIKAMH Pa0OTHI C OCHOBHBIMHU METO-
IamMu, crocobaMu U CpeicTBaMH 0€30MacHOro
MOJTyYCHUS, XpaHECHHs, NepepadoTKku HHpOpMa-
I[UY; HABBIKK PAOOTHI C KOMIBIOTEPOM KaK Cpej-
CTBOM oOecrieueHus: HHGOPMAIIMOHHON Oe3omac-
HOCTU M KaK MCTOYHHKOM OCHOBHBIX YIPO3; TIPH-
MEHEHHSI ~ COBPEMEHHBIX  HH(OpMaIMOHHO-
TEXHUUYECKUX CPEJICTB 3allUThl HHpOpMAIH; pa-
00oTa ¢ MakeToM MpOorpamm, OOECIeYHUBAIOIINX
KOH(UICHIIMATLHOCTD, IEIOCTHOCTh WU JOCTYII-
HOCTh MH(OpMAIIMH; HABBIKAMHU PEIICHUS 33aa9n
obecrieueHnss WHGOPMAIMOHHON 0€30MacHOCTH
KOMITBIOTEPHBIX CHUCTEM B MPOQECCHOHATBLHON
JESITEIIbHOCTH

2. O0bem n MecTo AUCcHMILINHBI B cTpyKType OII BO

O6mas Tpynoemkocts b1.B.08 NupopmanronHas 6e301mMacHOCTb COCTABIISET 2 3a4€THHIE
eauHuIbl. KomnuecTBo akaJeMHUYECKIX 4acoB, BBIZCTICHHBIX HA KOHTAKTHYIO paboTy ¢ mpenoja-
BaTeJieM, COCTaBIIsIeT 32 4acoB: JICKIIMOHHBIC 3aHATHS — 16, TabopaTopHbIe 3aHATHS — 16 4acoB.
CamocrostenbHas pabora coctasinseT 40 4acos.

MecTto nucnumiannabl B crpykrype OI1 BO

HuctumuinHa «MH}popmarmonHas 6e30MacHOCTY OTHOCUTCS K JTUCIHUIIMHAM BapuaTHB-
Hoit yactu biioka 1 «/lucuummnael (Moaysn)» U u3ydaercs Ha 4 kypce (7 cemecTp).

ConeprkaHue IUCLMIUIMHBI BISIETCS MPOAOIKEHUEM coaepkanust kypcoB b1.5.11.02 M-
(dbopMalmOHHbIE TEXHOJOTUH B TOCYAapCTBEHHOM U MYHMIIMIIAJIbHOM yrpaBieHuu (1 cemectp),
b1.B.06 Uudopmarmonnsie cuctemsl (6 cemectp), b1.B.19 Cucrems! ynpasnenust 6azamu qaH-
HBIX (4 cemecTp).

®dopma MPOMEXYTOUHOHM aTTECTALlMM B COOTBETCTBUU C yU€OHBIM IJIaHOM — 3aueT (7 ce-
MECTp).

3. Conep:kaHue U CTPYKTYPA AU CHUNINHBI
Ounasn popma 0dyuenusn

O0beM TUCIMIIMHBI (MOAYJIsT), Yac. ®opma Te-
KonTakTHan paGora o0y- KyLIero KOH-
- TpoJId ycIe-
HanmenoBanue teMm (pas- HAIOMHXC € NpenoAaBaTe P y .
Ne m/m JIeM M0 BHJaM YUeOHbIX BaeMOCTH ™,
J1eJI0B) Bcero ’ CP
3aHATHI NPOMeEKy-
TOYHOM aTTe-
J | m3 | JP | KCP .
CTanuu
OCHOBHBIE TOHSTHS WH-
OpMAalMOHHOI Oe3ormac-
Tema 1 | POPVAL 8 2 2 4 0
HOCTH W 3amuThl HH)OP-
MaIruu
Vrpo3sl  wHOOPMAIIMOH-
Tema2 | >0 (opuar 8 2 2 4 0, KP
HOI1 0€30aCHOCTH
Ilommtnka  mHpOpMAIH-
Tema 3 4 (popmar 8 2 2 4 0
OHHOIT 0€30aCHOCTH
[IpaBoBble OCHOBBI O0O€c-
Tema 4 | neyenns uHGOPMAITUOH- 8 2 2 4 0]
HOI 0e30MacHOCTH
Tema 5 | Crangaptel oOecrnieueHus 8 2 2 4 O




O0beM TUCIMIIMHBI (MOAYJIsT), Yac. ®opma Te-
KonTakTHast padoTa 00y- KYLIEro KoH-
Hammenosanme Tem (pas- YaIOLUXCS ¢ MpenoiaBarTe- TPOJIs ycie-
Ne m/m 1e10B) Beero JIeM M0 BHJIaM Y4eOHbIX CP BaeMOCTH ¥,
3aHATHI NMPOMEIKY-
J | m3 | JP | KCP TOUHOM aTTe-
cTaluu
uHpOpMAIMOHHON  Oe3-
ONIACHOCTHU
Tenma 6 be3zomacHocTs  omepanu- 12 ) ) 2 0. KP
OHHBIX CUCTEM
Tema 7 Kpunrorpaduueckas 3a- 12 ) ) g 0. T, KP
UTa nHGOpMaILUu
Tema 8 3amuTra OT BPEIOHOCHBIX 3 ) ) 4 0
IIPOrPaMM U cllama
[IpoMexyTouHas aTTecTauus 3a
Bcero: 72 16 16 40
Ipumeuanue:

* - ghopmbl mexyugezo koumposs ycnesaemocmu. onpoc (0), mecmuposanue (T), konmpoavnas paboma
(KP), 3a0auu (3)
** - ghopmvl npomesicymounou ammecmayuu: 3avem (3a).

ConepxaHue IMCUMILTHHBI

Tema 1. OcHOBHBIC NOHATHA HHPOPMANHMOHHOM 0€30IaCHOCTH U 3aIIUThI HHGOP-
MalMu.

OcHoBuble noHATHS. [lonsatue nndopmanmonHoi 6e3omacHocTd. OCHOBHBIE CBOWMCTBA
uHpOpManMoHHOW Oe3onacHocTH. MH(popManmoHHble pUCKH W 0€30macHOCTh HH(OpMAITUH.
AHann3 uHQOpMaIMOHHBIX PUCKOB. OCOOEHHOCTH MH(GOpPMALMK KaK OOBEKTa 3allUThI. 3allu-
HIeHHbIE MHPOPMaMOHHBIE cCcTeMbl. OpraHn3anus padoThl B 3aIIUIICHHBIX CHCTEMAX.

Tema 2. Yrpo3sl uH(pOpMAaLIHOHHOH 0€301TACHOCTH.

Knaccudukanus yrpo3 unpopManmonHoi 6ezonacHoctd. CiydaliHbIC W MpeaHAMEpPEH-
HBIE YIpo3bl. XapaKkTepucTUKa GU3NYECKUX KaHAIOB HETaTHBHOTO BO3/ACHUCTBUSA Ha HH(OpMAIIH-
OHHBIE PECYpChl M €ro nociaeAcTBUi. TexHoIOornyeckue BO3MOMXKHOCTU 3JI0YMBIIUIEHHUKOB 10O
MPEOAOTICHHUIO CHCTEM 3alIUTHl HHPOPMAIUH.

Tema 3. [loamnTnka nHGOPMALMOHHOI 6€30IIaCHOCTH.

3HaueHue OpraHU3aIMOHHOr0 olecnedeHus uHpopmannoHHoW OezonacHocTu. [lonsTue
NOJUTHUKHA MH(POpMaImoHHOW 6e3onacHOCcTH. KOMIUIEKCHBIN OAX0I K obecneueHno nHpopma-
IIMOHHOHN Oe30macHOCTU. 3aJayil KOMILIEKCHOM 3aIluThl oOecreueHus: HHPOPMAIMOHHON 0e3-
onacHoctd. [Ipunmunst odecnieuenus: Ub BC PO (obmue u cnenmanbhbie). OCHOBHBIE 00BEKTHI
3alUThl C TOYKU 3pEeHUsS HHPOPMAIIMOHHON 0E30MaCHOCTH B TOCYAAPCTBEHHBIX yUPEKICHUSX.
OcHOBHBIE pa3/elibl MOJUTUKHA WH(POpMaAIIMOHHON Oe3omacHOCTH. OCHOBHBIE KATETOPHUH CIICIIH-
ANMM3UPOBAHHBIX TMOJUTUK Oe30macHOCTH. HempocTaTku mpuinokeHu AUCTaHIIMOHHOTO OaHKOB-
CKOTO 00CITY’)KMBaHUS M AJIEKTPOHHBIX CPEJICTB IJIaTeXka.

Tema 4. IIpaBoBble 0CHOBBI 00ecnevYeHns HH(POPMAIUOHHOI 0€3011aCHOCTH.

l'ocynapctBennas nonutuka PO B obnactu nmpaBoBoro obecnedeHus: HHGOpMaIMOHHON
6e3onacHocTi. OcobeHHocTH MHGOPMAIMU Kak 00beKTa mpaBa. 3akoHoaaTenbcTBo PO B chepe
UH(POPMALMOHHBIX TeXHONOTUH. CTpyKTypa rocy1apcTBEHHBIX OpraHoB P®D, ocyIiecTBIsIOmuX
MPaBOTBOPUYECTBO WM MpaBONPHUMEHEHUE B 00yacTH WHMOpMAIMOHHOW Oe3omacHOCTH. [ToHsATHA
roCyJIapCTBEHHOH, KOMMEPYECKON U CITy)KeOHON TalHBI.

Tema 5. Ctangaprtbl o0ecniedeHus1 HHPOPMALMOHHON 0€30MTACHOCTH.

CrannapThl U1 peKOMEHJAIMUU B 00JacTu 3amuTsl nHGopMaruu. Kpurepuun 3amuiieHHo-
cti KomnbeloTepHbIX cucteM. Crangapt BS 7799:2005. Cranpapt MCO 27001. Cranmapthl st
OecripoBoIHBIX ceTeil. OTeuecTBEHHbIE CTaHAAPThl HH(POpMamoHHON 6e3omacHocTH. OCHOBHBIE




crangaptel banka Poccun B yactu oOecniedeHuss MHPOpMAaLMOHHOM Oe3omacHocTH. CTaHaapT
PCI DSS.

Tema 6. Be3onacHOCTh ONEePALIMOHHBIX CHCTEM.

3amuTa nHGOPMALMK B KOMITBIOTEPHBIX CHCTEMAaxX OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.
Cucrema pasrpaHndeHus pocryna Kk uHpopmanuu. [IpoTuBoaeiicTBre HECAHKIIMOHUPOBAHHOMY
U3YYEHHUIO U UCIIOJIB30BAHUIO TPOrPAMMHOT0 O0ECTIeUEHUSI.

MeToab! ¥ CpeCcTBa 3alMTHl OT HECAHKLIIMOHUPOBAHHOTO U3MEHEHHS CTPYKTYP KOMIIbIO-
TEpHBIX cHCcTeM. MeTo/bl KOHTPOJIA LeOCTHOCTH MHpopMauu. JloBepeHHas 3arpys3ka omnepa-
IIMOHHBIX CHCTEM. 3alMTa OT HECAaHKIMOHMPOBAHHOTO JOCTYINAa K BHYTPEHHEMY MOHTaXy U
CpelCcTBaM KOMMYTAallMH, OT MOJKIIOYEHHs] HEIITAaTHBIX yCTpoicTB. CHCTEMBI 3aIIUTHI OT He-
CaHKIIMOHMPOBaHHOTO noctymna K I1K.

Cpencta OC u MS Office mo 3amuTe 0T HECAaHKITMOHUPOBAHHOTO JOCTYIa K JIOKYMEH-
TaMm.

Tema 7. Kpunrorpadpuyeckas 3amura uHGpopmManum.

OcHoBHbIe NOHATHS KpunTorpadun. Kpunrorpadguueckue MeTo bl 3aIUTH HHPOpPMa-
un. Metonbl cteranorpaduu. Knaccudukarus meronos mudpoBanus. TpedoBaHus K COBpe-
MEHHBIM mHudpam. MeToapl CHMMETPUYHOTO mudpoBaHus. bioyHoe 1 moTokoBoe mu(ppoBa-
HUe. AOGCOMOTHO HaaexkHBIH mudp. HecummerpuuHoe mudpoBaHue.

[Tpumenenne MeTo10B Kpunrorpadguu st HISHTH(PUKALNN U ayTeHTU(DHUKAIMY YIaleH-
HBIX TporieccoB. Lludposas anexkTpoHHas noanuck. [lepcnekTuBb pa3BUTUS KpUOTOTpaduu.

Tema 8. 3amuTa 0T BpeIOHOCHBIX NPOrPaMM M CIIaMa.

3ammra nHGOpMAIIMK B KaHalIaX CBs3M. MexceTeBoe 3KpaHupoBanue. [loarBepxacHue
NO/UIMHHOCTH UH(OPMAIMH U B3aUMOJICHCTBYIOIIUX MTPOIIECCOB.

O6ecneuenne MHGOPMAIIMOHHONW 0€30MaCHOCTH TMPOIECCOB (PYHKITMOHUPOBAHMS CHCTEM DJIEK-
TPOHHOM TOPTOBJIH U AUCTAHIIMOHHOTO OAHKOBCKOT'O OOCITYKUBAHUS KIINEHTOB.
Mertons! u cpencTa obecrieueHust 6e30macHoi paboTHI B r100anbHON cetn MHTEpHEeT.

Knaccudukanus KOMIBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX mporpamm. Daitnosele, 3a-
Tpy304YHBIE M CETEBBIC BUPYCHL. MeTOMbI U cpelicTBa OOPHOBI C BUPYyCaMu U BPEJOHOCHBIMH ITPO-
rpamMamu. [Ipodunaktuka 3apakeHus BUPyCaMU KOMITBIOTEPHBIX CUCTEM U MOPSAOK JACHCTBUN
MIOJI30BATENCH B CITydae 3apakeHUs

4. MartepuaJjbl TeKylIero KOHTpPOJsl yCrneBaeMocTH 00y4aromuxcs u poH1 o1lleHOUYHBbIX
Cpe/CTB MPOMEKYTOUYHOM ATTeCTALMM MO TUCIHUILINHE

4.1. ®opMBI ¥ METOBI TEKYIIETO KOHTPOJIS YCIEBAEMOCTH O0YYaIOUINXCA U MPOMEKY-
TOYHOU aTTECTALUUA

4.1.1. B xone peanuzanun aucuuiuiael b1.B.08 MubopmarmonHast 6€30MacHOCTh UC-
HOJIB3YIOTCS CIICAYIONINE METO/IbI TEKYIIEr0 KOHTPOJIS YCIIeBAEMOCTH 00yYarOITHXCSL:

Tema (pasnen) @®opMbl (METOABI) TEKYLLIETO
KOHTPOJIS1 YCIIeBAEMOCTH

Tema 1 OcHoBHbIE TTOHATHS H(DOpMaANMOHHONW Oe3omacHo- | Ompoc

CTH M 3aIUThI HHOpMAIIUU
Tema 2 | Yrpo3sl uHbOpMaImoHHOM 0€301MaCHOCTH Ompoc, KOHTPOJIbHAS paboTa
Tema 3 | INonuTtrka nHbOpMAIIMOHHON 0€30IaCHOCTH Omnpoc
Tema 4 [IpaBoBbIe OCHOBBI 0OecnieueHus: nHpopMalmoHHo | Ompoc

0€30MacCHOCTH
Tena 5 Crannaptel oOecrnieueHuss MHPOPMALMOHHOM 06e3- | Ompoc

OTAaCHOCTH
Tema 6 | be3onacHOCTh OnepallMOHHBIX CUCTEM Omnpoc
Tema 7 Kpunrorpadudeckas 3ammra nHpopManum Ompoc, KOHTpOJIbHASI paboTa,

TECTUPOBAHHUE




‘ Tema 8 ‘ 3amuTa OT BPEIOHOCHBIX IPOrPaMM M cllaMa | Omnpoc

4.1.2. 3ader MpOBOAMTCS C MPUMEHEHHEM CIEIYIOIIUX METOJO0B (CPEACTB): B YCTHOM
dopme.

4.2. Marepuaiibl TEKYLIETO KOHTPOJISl YCIIEBAEMOCTH.

[IpernonaBaTens OLEHMBAET YPOBEHb MOJATOTOBICHHOCTU OOYYarOIIMXCA K 3aHATHUIO IO
CJIEIyIOIIMM [TOKa3aTeNsIM:

— YCTHBIE OTBETHI Ha BOIIPOCHI MTPENOaBaTelis [0 TEME 3aHATHUS,

— pellIeHne IPaKTUYECKUX 3a/ad,

— BBIIIOJIHEHUE KOHTPOJBHBIX padoT.

OrneHka 3HaHUM, YMEHUH, HABBIKOB MPOBOAMUTCS HAa OCHOBE OAJUIbHO-PEUTHHIOBON CH-
ctembl 70% u3 100% (70 6amnoB u3 100) - Bkiag no pe3ysbraTaM MOCEIIaeMOCTH 3aHATUH, aK-
TUBHOCTH Ha 3aHSTHSX, PELIEHUE MPAKTUYECKUX 337a4 HA CEMMHAPCKUX 3aHATHUSAX, OTBETOB HA
BOIIPOCHI IIPENOAABATEINA B XOJ€ 3aHATHUSA, 110 PE3YyJIbTaTaM BBIITOJHEHUS JOMAIIHUX KOHTPOJIb-
HBIX paboT.

Bomnpocskl 1J11 TOATOTOBKH K 0IIPOCaM, JJA0OPATOPHBLIM 3aHATHAM 110 TeMaM:

Tema 1 OcHoBHBbIE MOHATHS HHPOPMANMOHHOM 0€30NMACHOCTH U 3alUTHI HHPpopMa-
117178

1. Yro Takoe mHpopMaImoHHas 6€30MacCHOCTh B cOOTBeTCTBHH ¢ JlokTpuuoit Ub 2016
r.?

2. Kak bank Poccnn mornmaet nHGOPMAITMOHHYIO O€30TaCHOCTH?

3. Y10 B COOTBETCTBUU C MEKIYHAPOJHBIMHU CTaHJAPTAMU MIOHUMAETCS MOJI TEPMUHOM
«uH(pOpMAITOHHAsT 0€30TTaCHOCTHY

4. Yro noHMMaeTcs Moj TEPMUHOM HallMOHaIbHbIE MHTEpechl Poccuiickoit denepanuun
B MH(OPMAaILIMOHHOM cdepe?

5. HazoBure xoTs 661 0UH HallMOHANBHEIN HHTEepec PD B nHdopmannonHoi chepe.

6. Msr roBopumu o KIIJI moaxome k wmHpOpManuoHHOW Oe3omacHocTd. UTO Takoe
KI1?

7. UYto Takoe KOHPUACHIMAIHHOCTh B acrekre obecredeHusi HHPOPMAIMOHHOW 0e3-
omnacHocTu?

8. Uro Takoe 1EeJI0CTHOCTD B acleKTe o0ecneueHruss HHOPMaIMOHHON 0e30MmacHoCTH?

9. UYrto Takoe IOCTYMHOCTh B acneKkTe o0ecneueHrs nHPOpMalmoHHON Oe3o0macHocTu?

10. MBI TOBOPHIIM O HECKOJIBKUX IMOAXO0JaX K MOHMMAaHWI0 WH(OpMAIMOHHOW Oe3omac-
HocTu. Kakoit moaxon conepsxkutcs B pesontonnun OOH «Co3nanue rmo0anbHON KyJIbTyphl KH-
OepOe3omacHocT»? HazoBUTE OCHOBHBIE MPUHIIMITBI ATOTO MOIX0/1a.

11. YUto coboit mompazymeBaeT SKOHOMUYECKHI MOAX0 ] K MOHUMaHHIO WH(GOPMAaLMOH-
HOM 6e30macHOCTH?

12. Yro Takoe 3ammuTa uHpopmamu?

13. Yto u3 cebs mpeacTaBiseT cucTeMa HHQOPMAIIMOHHONW O€30TTaCHOCTH?

14. Uto takoe yrpo3a nH(pOpMAIMOHHONW 0€30MacCHOCTH B COOTBETCTBUU C J[OKTpUHOU
Hb 2016 1.?

15. Uem TepMUH yS3BUMOCTh OTIUYAETCS OT TAKOTO MOHATHUS KaK yrpo3a’?

16. HazoBute OnHy-ABE Yrpo3bl MH(POPMAIMOHHON OE30MAaCHOCTH B COOTBETCTBHH C
Hoxrpunoii 1b.

17. Mu1 pacematpuBasin ot4eThl kommanuu PWC. Kakoe mecTo cpean 3KOHOMUYECKHUX
MPECTYIUICHUH 3aHUMaeT KHOEepIPEeCTyTHOCTb.

18. Kak Bbl NOHUMaeTe TEPMUH «KHOEpHpecTymIeHue»?

19. HazoBuTe OCHOBHBIC HAIpaBICHUS BO3ACUCTBUS KUOEPIpPECTYyIUICHUH Ha Ou3HeEC
KOMITaHHH.



20. OObsicHUTE, MOXKATYHCTA, CIASTYIONIYI0 (pa3y «KuOepOe30macHOCTh - 3TO HE TOJIBKO
TEXHHUYECKHI PUCK, 3TO OU3HEC PUCKY.
21. Kakwue chepsl Hauboiee npuBIeKaTeIbHbI ISt KHOSPIPECTYITHUKOB.

Tema 2. «¥Yrpo3bl HHGOPMALMOHHOI 0€30IIaCHOCTH

1. Yro takoe yrpo3a mHGOPMAIMOHHONW 0€30MacHOCTH B COOTBETCTBHH C JIOKTpUHOM
Wb 2016 r.?

2. Yem TepMHH yS3BUMOCTb OTJIMYAETCS OT TAKOTO MOHATHS KaK yrpo3a?

3. UYro u3 cebs mpexacTaBiseT NepBUYHAS KiaccH(UKauus yrpo3 HH(GOPMAIMOHHON
6e3omacHocT?

4. UYro u3 cebs mpeACTaBIsAIOT Yrpo3bl HAPYLICHUS! TOCTYMHOCTU (I[€IOCTHOCTH, KOH-
buaeHIIMaTFHOCTH ) HHPOpMAITHH?

5. Kakum obpazom knaccudpunmpyorcs yrpo3sl b mo crenenn Bo3aeicTBus Ha WH-
dbopmMaImoHHyt0 cuctemy?

6. Jlaiite, noxkanylicta, KpaTKyro xapakTepucTuky atakaMm tuna APT. IlpuBenute npu-
MEpbl TAaKUX aTak.

7. Ha3oBHUTE OCHOBHBIE THUIIBI BPEJOHOCHBIX IPOTrpamMM.

8. Kakue TuIBI BpEIOHOCHBIX MIPOrpaMM 3aHUMAIOT JUAUPYIOLIEe MOJ0KEHNE 10 CTe-
IIEHU PacIpPOCTPAHEHHOCTH?

9. HazoBute 0CHOBHBIE MOAXO/BI K KJIaCCU(UKALIUHN CETEBBIX aTaK.

10. Ha3oBuTe TUIBI CETEBBIX aTak MO ENH BO3ACHCTBUSA. UTO M3 ceds MpeAcTaBIsioOT
aTakk JocTyrna (MoauQuKaium, 0TKa3a B 00CTyKMBaHUN)

11. HazoBuTe OCHOBHBIE BUJIBI CETEBBIX aTak J0cTyna. YTo Takoe mepexsar (pOoCIyIn-
BaHME KaHala, II0JMEHA JOBEPEHHOI0 XOCTAa, HABSI3bIBAHUE NTAKETOB)?

12. HazoBuTe OCHOBHBIE BHJIbI CETEBBIX aTaK OTKa3a B 00CTY>KUBAHHH.

13. Kakmne koMOMHHpOBAaHHBIC aTakd BBl 3HaeTe? UTo W3 ceds mpeAcTaBisieT ataka Mmoj-
MEHa JJOBEPEHHOTr0 CyOBeKTa (aTaka 4ejaoBek nocepenuue, ataka DNS-spoofing)

14. Kakue uHTEepHET-aTaku Bbl 3HaeTe? UTo u3 ceOs mpeacTasiseT papMUHI((PHUILKHT,
UHBEKIHS Koaa)?

15. Yrto Takoe OOTHETHI U 711 YETO OHU MCTIOIB3YIOTCS.

16. Uto u3 cebst mpeACTaBIsAIOT MUPPOBATBIIUKHI?

17. Ha3zoBute ocHoBHbIe BUIbI aTak HA WIFI-cetu (B31omM WPA-naposneit, 3aMeHa Touku
noctyna (QanblIuBOii, 0TKa3 B 00CTYKUBAHUH )

18. Uro u3 cebst mpencrapinsieT araka water-holing

19. Ha3zoBute THnu4Hble HeAOCTaTKU VIHTEpHET-OaHKOB.

20. UYro Takoe nByx(akTopHas ayHTe(HUKAIUs?

21. Kak BBl HOHUMaeTe BO3MOXKHOCTb AyOsnpoBaHus ceccuu B IHTepHeT-0aHKe.

KonrtpoJsbHas pabora Nel
BAPUAHT 1

I. 3apanme 1. Y I'paxknannna A nponana ceTb Ha TeiedoHe, Ha KOTOPOM ObLI 3aperu-
CTpupOBaH MOOWIBHEIN OaHK. [I03BOHMB COTOBOMY OmnepaTopy , OH y3HaJ O HE3aKOHHOM Iiepe-
Boliycke SIM-kapThl. 3aTeM MOIy4HB AOCTYH K CBOEMY OAHKOBCKOMY CYETY, Y3HaJ, YTO C Jie-
6eroBoii kKapThl ObUT0 TOXHIIeHO 450 000p. Taxke Mcue3nu JeHbrH ¢ OAHKOBCKOTO JIETIO3UTA.

1. ChopmynupyiiTe MHTEpechl KJIMEHTa OaHKa, KOTOpble ObUIM HapyllIEeHbl B JaHHOM
YCIIOBHH.

2. [lepeuncanre yrpo3sl HHTEpecaM KIMEeHTa OaHKa, XapaKTepHbIE 11 JaHHOTO 3aJJaHuUs.

3. HazoBuTe OCHOBHBIE OOBEKTHI U CYOBEKTHI CUCTEMBI oOecrieueHus: HHHOpMaITMOHHON
0€30I1aCHOCTH, 3aTPOHYThIE B JAaHHOM 331aHUU?

4. TlepeuncnuTe BO3MOXKHBIE KaHAJBI U CIIOCOOBI JOCTyNa K OAHKOBCKOMY CUETY KIIMEH-
Ta C LEJIbIO XUIIEHUS JCHEKHbBIX CPEJICTB, UCIIONIb3YEMbIE 3JI0YMBIIICHHUKAMU B IaHHOM 3ajia-
HUH.




5. Knaccuduuupyiite TN aTaki MOUICHHUKOB JIJIsl 3TOTO 3aJJaHMUS.

6. Ha3oBHTE OCHOBHBIC TPUYHHEI (YSI3BUMOCTH ) IPOBE/ICHUS aTaKW B IaHHOM 3aJaHUU.

7. HazoBute GaHkH (OTEUECTBEHHbIE U 3apyOeKHBIC), PUHSABIINE CIIELUAIbHBIE MEPHI B
YacTH MPOBEPKHU MEPEBBITYCKA SiM-KapThlI.

8. Ilepeuncanre MeponpusTHs, HEOOXOAUMBIEC JUISI MPEAOTBPAIICHUS TaKUX CUTYaIUi
(MOIOOHBIX CUTYAIIMH B 3aJJaHUH, KaK CO CTOPOHBI KIIMEHTA, TaK M CO CTOPOHBI OaHKa.

II. Kak, mo-Bamemy, U3MEHSTCS MOAXOABI K 0OeCTIeUeHUI0 MHPOPMAIIMOHHOM Oe3ormac-
HOCTH B 0aHKOBCKOH B cepe B Onmxaiimme 5-10 net?.

BAPUAHT 2

I. 3apanue 2. [Ipuxogur CMC /BAHK/3asBka na nmepeBon 12000 py0. ¢ Bamieir KapTbl
npunsTa. Uad. 8(904)9383439. I'paxxnanuH b, mockonbKy y HEro BKJIOYEHa yciayra «MoOuib-
HBI OaHK» MPUHAT cCOOOILIEHHNE, MO3BOHMII MO yKa3aHHOMY TesiehoHy U clenall IpOoAUKTOBaH-
HBIE 3JI0YMBIIUICHHUKOM JCHCTBUS ¢ KapToil. B pe3ynbrarte - moTepsi 10BOJIBHO OOJBIION CyM-
MBI C KapThl.

1. ChopmynupyiiTe HHTEpECH KITUEHTa 0aHKa, KOTOPbIE ObUTH HAPYIICHBI B JAHHOM 3a-
JaHUH.

2.Ilepeuncnute yrpo3bl HHTEpecaM KIMEeHTa OaHKa, XapaKTepHbIE /Ul JAHHOTO 3aJaHMUS.

3.Ha30BuTE OCHOBHBIE OOBEKTHI U CYOBEKTHI CHCTEMBl O0OECIIeYeHHUs] MHPOPMAIIMOHHOM
0€30MaCHOCTH, 3aTPOHYTHIC B TAHHOM 331aHUU?

4. Ilepeunciante BO3MOXKHbBIE KaHAJbl U CIOCOOBI JOCTYTA K 0AHKOBCKOMY CUETY KIIMEH-
Ta C LIEJbI0 XUILEHUS JEHEXKHBIX CPECTB, UCII0JIb3YEMBbIE 3JI0yMBIIIEHHUKaMU B JAHHOM 3aJa-
HUU.

5. Knaccuduuupyiite TN aTaki MOUICHHUKOB JIJIsl 3TOTO 3aJ[aHMUS.

6. HazoBuTEe OCHOBHBIE IPUUNHBI (YSI3BUMOCTH) IPOBEICHUS aTaKU B JaHHOM 3a/1aHUU.

7. Ilepeuncnure OCHOBHBIE OTINYUS «(PUITHHTA» OT «papMuHTan?

8. Ilepeuncanre meponpusTus, HEOOXOAUMBIE U1l MPEIOTBPALICHUS TaKUX CUTyalui
(MOgOOHBIX CUTYaINH B 33/IaHUH ), KAK CO CTOPOHBI KJIMEHTa, TaK U CO CTOPOHBI OaHKa.

I1. Kakue, mo-BarieMy, HOBbIE almapaTHO-IPOrpaMMHbBIE KOMMYHUKAIIMOHHBIE TEXHOJIO-
THH TIOSIBATCA (XOTenn Obl YTOOBI MOSBWINCH) B cepe obecriedeHus: HHPOPMALMOHHOW Oe3-
OIacHOCTH B 0aHKOBCKOHM cdepe B Onmkaiiye nsaTb-ceMb JeT?

Tema 3. IloamnTka MHGOPMANMOHHOI 0€301aCHOCTH.

1. Yro Takoe momuTHKa HHHOPMAIIMOHHOHN Oe30macHOCTH?

2. Kakue cymecTByIOT NOAX0bI K 00ecredeHH0 HHPOPMAIIMOHHOM 6e30macHoCTH?

3. Pacckaxwurte mpo CYIIHOCTh M COJEpKaHue (PparMeHTapHOTrO (KOMITJICKCHOTO) TTOA-
X0J1a K o0ecnedeHnto nH(HOPMAIIMOHHON OE30ITaCHOCTH.

4. Kaxkue ObIBatOT Mephl MO oOecredeHu0 HHHOPMAIMOHHOM 0€30MmacHOCTH (3aKOHO-
naTelbHbIe, TPOrPaMMHO-TEXHIUYECKHE, aIMUHUCTPATUBHO-OPTaHU3AIIHOHHBIE)?

5. Uro BKIIOYAIOT B ce0s1 3aKOHOJATENBHBIC (TPOrPAMMHO-TEXHUYECKHUE, aIMUHUCTpa-
TUBHO-OPraHU3allMOHHbBIE) MEPHI 10 oOecrneueHuIo0 nHHOPMaIMOHHON O6e30macHoCTH?

6. HaszoBure nBe-Tpu 3a7auM KOMIUIEKCHOW 3aluThl oOecredeHusi WH()OpMallMOHHON
0e30MacHOCTH.

7. HaszoButre ocHoBHBIE KaTeropuu npuHuumnoB odecrneueHuss Ub BC P® (obume u
CIIEIIUAIbHBIC)

8. Uro u3 cebs npencrasnsier [Ipunuun «3Hath cBoero kiaueHta» (IlpuHuun «3HaTh
cBoero ciysxamiero», [lpunnun «Heobxoaumo 3HaTH»)?

9. Yro takoe PDCA-mukn (nmkin JlemuHra) 1 ocOOEHHOCTH €ro MpUMEeHEHUs pu Gop-
MUPOBAaHUU CUCTEMBI 0OecrieueHrs HH(HOPMAIMOHHON O€30MacCHOCTH.
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10. Ha3oBuTe OCHOBHBIE OOBEKTHI 3AIIUTHI C TOUYKHU 3peHUsT HHPOPMAIIMOHHON Oe3omac-
HOCTH B baHke

11. HazoBuTe OCHOBHBIE pa3/ielibl MOTUTUKH HHPOPMALIMOHHOMN 6€301MacHOCTH.

12. Kakue OBIBaIOT ypOBHU MOJUTUK MHGOPMAIIMOHHONW 0€30MacHOCTH (BEpXHUH, Cpell-
HUM 1 HIODKHUH)

13. Ha3zoBuTe OCHOBHBIE KaTETOPHUH CIICIIHAIIM3UPOBAHHBIX TOJUTHUK 0€30MMaCHOCTH

14. B yem 3axitoyaeTcsi CyIIHOCTb U COJEPKaHHUE MOJUTHUKHU JOMYCTUMOIO UCIOIh30Ba-
HUs (TTOJIMTUKY YJIaJIEHHOTO J0CTyTa)?

15. B uem 3akimouaeTcs CyIIHOCTb M cofepkaHue mpouenyp 0ezomacHoctu? Kakue Obl-
BAIOT MPOUETYPHI ?

16. HazoBuTe OCHOBHBIE IIard MO pa3pabOTKe MOIUTUKKA OE30MaCHOCTH (aHAIN3 PUCKOB,
aHanu3 TpeboBaHMil OU3Heca)

17. HazoBuTEe OCHOBHBIE KOMIIOHEHTHI (PU3MUECKOil OezomacHOCTH (JIOTHYEeCKOH Oe3-
OTIAaCHOCTH)

18. Uro Takoe aynut uHpOpManuonHoi OezomacHoctu? Kakue acnekTsl ayauTa uHpop-
MaIMOHHOM 0€30MacHOCTH HEOOXOUMO YUUTHIBATH?

19. HazoBute nBa-Tpu HEAOCTaTKa BEO-MPUIOKEHUN MPH JOCTYIE K JUYHBIM JaHHBIM
(yripaBieHUsI CECCUSMH, PA3MEIICHHE KOMIIOHEHTOB BEO-TIPUIIOKEHUS )

20. HazoBute nBa-TpH HEAOCTATKA MPUIIOKEHUN JAUCTAHIIMOHHOTO OAHKOBCKOTO 0OCITY-
JKUBAHHMS M SJIEKTPOHHBIX CPEJICTB TUIaTeka (0€30macHOCTh TPaH3aKIIUH )

21. Ha3oBuTe nBa-TpH HEAOCTATKA ONEPALMOHHBIX CHCTEM (MACHTU(UKAIMS U ayTeH-
TA(UKALYS, YIPABICHUE TOCTYTIOM)

22. llepeuucnure TpU caMbIX pacIpOCTpaHHEHBIX ys3BuMocTed cuctem JIBO (Henocra-
TOYHAsl aBTOPU3ALINA, HEOCTATOYHAS 3aIIUTa CECCUH, UACHTU(PUKAIUS TPUTOKEHUS)

Tema 4. [IpaBoBbie 0CHOBBI 00ecnieyeHUus1 THPOPMAIMOHHO 0€30MaCHOCTH.

1. Yro Britoyaer B cebs HOpMATHBHOE M IPaBOBOE obecreueHue MH(OPMAIMOHHON
6e3omnacuoctu PO?

2. Uro nmoxpasyMeBaeT KOMIUIEKCHBIH MOAXO0 K 00ecreyeHn0 HH(POpMalMOHHON 6e3-
OIMAaCHOCTH?

3. Ilepeuncnute aBe-Tpu HOpMBI, onoxeHuss Koncturyuun P® B yactu obecneyeHus
UHPOPMALMOHHON OE30MTaCHOCTH.

4. Kakas pons nHdopmManmoHHoi 6e30nacHOCTH oTBeeHa B CTpaTeruu pa3BUTHS UH-
dbopmarmonHoro oomectsa PO?

5. Kakum o0Opa3oMm oTpakeHa npobsiema nHpopMamonHoi 6e3onacHocTH B CTpaTeruu
HalMoHaJIbHOU Oe3omacHocT PD?

6. B Crparernn HaumoHajabHON 0€30MAaCHOCTH €CThb TaKOW TEPMHUH CTpaTerH4yecKui
HalMOHAJIbHBINA IpuopuTeT. YO 3TO Takoe?

7. Kaxkosa ctpykrypa JokTpuHbsl nHGOopMaImonHoit 6e3onacHoctu ot 2016 roga?

8. Kaxkue aBe-Tpu yrpo3bl HallMOHAJIBHON O€30MacHOCTH B MH(OpMAaLMOHHON chepe B
cootBercTBuM ¢ Jlokrpunoit b 2016 rona?

9. B uewm 3axmouaercs obecriedeHre WH(GOPMAIIMOHHON 0E€30MacHOCTH B 9KOHOMHUYE-
cKoit cepe?

10. B yem 3akmrovaercs oOecriedcHre HH(DOPMAIMOHHOW OE30MacHOCTH B 00acTH
HayKH, TEXHOJIOTUH 1 0Opa3oBaHus?

11. Ilepeuncnute OCHOBHBIE CYOBEKTHI 0OecTIedeHNsI MHPOPMALMOHHOW 0€301MacHOCTH B
PO?

12. CymmHocTh U conepkaHHe MPUHIMIIOB obecredeHus] NHPOPMAIMOHHOW 0e301acHo-
ctu P®. HazoBute nBa-Tpu U3 HUX.

13. IlpenycMmoTpeHa Jii YrojloBHasi OTBETCTBEHHOCTh 3a IPECTYIUIEHMS, CBS3aHHBIE C
UHPOPMALMOHHOM Ge3omacHocThIO. HazoBuTe KOHKpeTHBIE cTaThu YK Pd;
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14. B kakux Kogekcax P® umerorcs monoxeHusl, peryjJupyrone IpaBoOOTHOLIEHHS B
chepe obecrieueHuss HPOPMaITMOHHOM Oe30macHOCTH?

15. TlpenycMoTpeHa u aqMUHUCTPATUBHAS OTBETCTBEHHOCTH 3a MPAaBOHAPYIIICHHUS, CBSI-
3aHHBIC ¢ HH(OpMaIMOHHOM Oe3omacHocThI0. HazoBuTe konkpeTHbie cTaThl KOAIT PO?

16. HazoBute nens @exnepanpHoro 3akoHa «O0 uHPoOpMannu, HHPOPMALMOHHBIX TEX-
HOJIOTHSIX M O 3amuTte nHpopManuu? Kakue cTaThu perympyloT OTHOIIEHUs B cdepe obecrie-
YeHUs1 UHPOPMALIMOHHOM Oe30MacHOCTH.

17. Hazosure 1ienp 3axkoHa «O 0aHkax U 0AaHKOBCKOU nedATelIbHOCTH» Kakue cTareu mo-
CBsIIeHBI TpoOsieMe obecnieuenus b

18. Hazosute Llens u packpoiite conepxkanne denepanbHOro 3akoHa «o Harmonamns-
HOM IIJIATEKHOU CUCTEMEN»

19. Kakue HOpMaTHUBHBIE JOKYMEHTHI CYIIECTBYIOT B chepe obecneueHus: nHpopmaim-
onHoii 6e3onacHocT? [IpaBurenscteo PO u LI PO

Tema 5. Ctannaprsl odecniedeHus HHPOPMAIMOHHOM 0€30MACHOCTH.

1. Yro Takoe ctaHAapTH HHGOPMAITMOHHONW O€30MTaCHOCTH.

2. HazoBute oCHOBHBIC (PYHKIINU CTAaHAAPTOB MHPOPMALMOHHON 6€301MacHOCTH?

3. HazoBuTte 0CHOBHYIO 3a/1a4y CTaHAAPTOB HH(DOPMAITMOHHON Oe30macHoCTH?

4. B yem uHTepec motpeduresneil (MPOU3BOMUTENCH U IKCIEPTOB) MPH IOTH30BAHHUH
(pa3paboTke) mpoyKTa B YaCTH MHGOPMAITMOHHON O€30MaCHOCTH.

5. Kakum o0pazom Ki1acCUPUIUPYIOT CTaHAAPTHI (KPUTEPUH KIIacCHPHUKAINN)?

6. U3 ckonbkux yacteit cocrout cranaapt BS 7799:2005?

7. B uem 3akirodaeTcs yeTblpexdaszHas MOAENb Mpolecca YIpaBleHUs HHPOPMALIUOH-
HO# 6€30MacHOCThIO coriacHo ctanaapty BS 7799:2005?

8. Uro cocraBuseT ocHoBy cTanaapta M1CO 270017

9. OmnuumuTte cTpykTypy cranaapta MCO 270017

10. Kakue cTtanmapTsl At OECIPOBOIHBIX CETE BHI 3HAETE?

11. Kakue ctanmaptsl 6e30macHocTH Jyist IHTepHETa BbI 3HAETE.

12. JInst uero npenHaszHadeH nporokosa SET?

13. Kakue oreyecTBeHHBIE CTaHAAPTH HHPOPMAITMOHHOW OE€30MTaCHOCTH BbI 3HAaETE?

14. Hazosure ocHoBHble yacTu crangapta [OCT P UCO/M3K 15408?

15. HazoBute ocHoBHbIe cTaHAapThl banka Poccuu B wactu obecriedenust HHGpopmaru-
OHHOI 6e3omacHocTH?

16. Kaxoit ctangapt B yactu uHpopmarmonHon 0e3omacHoctu bank Poccun npussin B
koHie 2016 roma?

17. Ha3oBuTe OCHOBHBIE TPEOOBAHHS K 00CCIICUCHUIO NHPOPMAITMOHHON 0€301acHOCTH
B cooTBeTcTBUU co cTtannaptroM CTO bBP UBBC-1.0-2014. «O01ire nonoxKeHus»;

18. Ha3zoBute OCHOBHYIO 1I€NIb U 3a4auu cTaHnapta banka Poccum «Meronuka oneHkH
cooTBeTcTBUs TpeboBanusm Uby;

19. O gem crangapt PCI DSS?

20. Ha3oBuTe OCHOBHBIE IPYMIIBI JaHHBIX B COOTBETCTBUH cO cTannaproM PCI DSS?

21. Ha3zoBuTe OCHOBHBIE TPYMIIbI MOKa3aTeIeH B COOTBETCTBUH C «METOMKONW OLIEHKH
cooTBeTcTBUs TpeboBanusm 1Ub»

22. CKOJBKO YPOBHEH ISl KaXJ0ro IMOKazareis NpeaycMoTpeHo cranpaproM bP «Me-
TOJIMKA OLIEHKU COOTBETCTBUS TpeboBaHusM 1b»?

Tema 6. be3onacHOCTH ONMEPAIMOHHBIX CHCTEM.

1. Ha3oBuTE OCHOBHBIC KPUTCPUH KIACCHPHUKAIIUU YTPO3 OE30MACHOCTH OMEPAIIHOHHOM
CHUCTEMBI?

2. Yro Takoe nporpamMmHas 3akjajaka?

3. HaszoBuTe TUNHMYHBIE aTaKW HA OMEPAIMOHHYIO cucTeMy. UTo u3 ceOs mpeacTaBisieT
cObopka mycopa? (3kaaHbIe MPOTPAMMBbI)
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Ha3zoBure 00s13aTeNIbHbIE COCTABIISAIONINE 3AUTUIEHHON ONepariMOHHON CHCTEMBI
HazoBuTte 0OCHOBHBIE OAXOBI K IOCTPOCHUIO 3AIIMIIEHHBIX ONEPALIMOHHBIX CUCTEM
[Tepeuncnnre oCHOBHbBIE (DYHKITUH ITOJICUCTEMBI 3aLIUThI ONIEPAIIHOHHON CUCTEMBI
HazoBute ocHOBHBIE MeTObI HACHTHGUKAMHN U ayTeHTHhuKanuu B OC
UYro Bl noHMMAaETe 0L TEPMUHOM  «pa3rpaHUYCHUE TOCTYIIA»

9. Ko Takoi cyneprnoab30BaTeib?

10. Ha3oBuTe OCHOBHBIE MOJIENH pa3rpaHUYEHMs JOCTyIa

11. Yto Takoe marpuiia gocrymna?

12. HazoBuTe npeuMyInecTBa M HEJOCTAaTKH MOJAETH H30MPATEIbHOTO pPa3rpaHUYEHUs
JOCTyTIA.

13. Yem m3onmpoBaHHasi IPOrpaMMHAas Cpefia OTIMYAETCs MOJIEH U30MPaTENIbHOTO pa3-
TPaHUYECHUS TOCTyIa

14. B uem 3axirodaercs ayuT B ONIEPALlMOHHON cucteme?

15. Ha3oBuTe HEKOTOPBIC HENOCTATKHU ONEPALIMOHHBIX CUCTEM, CBSI3aHHBIX C YIPABJICHU-
€M JIOCTYNOM (MACHTU(HUKAIMEH U ayTeHTU(DUKAIMEH, YIIPABICHUS CUCTEMOM)

16. Kaxue cpenctpa 3ammutel Windows 8 BbI 3Haete?

17. Jnsa gero nyxHsl bitlocker u bitlocker to go u B uem ux paznuuus?

18. Kaxkas cucrema mudposanus cymiectsyer B OC WINDOWS 8;

19. [lns yero Hy*Ha cinyx0a ynpasieHus npasamu B Windows 8?

20. Ha3zoBuTe OCHOBHBIE COCTABJISIONINE CITYKOBI yripaBiaeHus mpaBamu B Windows 8.

21. UYro takoe Opanamay’p Windows 7 U Kakue OCHOBHbIE MPOQWIN OH IpeaycMaTpH-

O NN

Baer?
22. Jlns gyero ucnoinbdyercs Texnonorus AppLocker?

3amanmue

1. Co3paiite HOBOrO nosib3oBatesns templ ¢ nmaponem «12345» u nob6aBbTE €ro B rpym-
ny «Kpunrorpaduyeckue onepatops».

2. MHUcxmounte mosb3oBaTens temp w3 rpynmnsl «Omnepatopsl MOMOIIM M0 KOHTPOJIIO
YYETHBIX 3aIlnceiy;

3.  OTkiIIOYNTE BCTPOEHHYIO YUETHYIO 3aruch «I ocTb»

4. Jlns monb3oBarens [vanov mist ykazaHHOM manku: A) pa3pemuTs «YTeHne U BbINOJ-
HeHue»; b) 3anpetuts «3anuchy.

5. C nomompto yrunuthl BitLocker To Go 3amuTuTe ChbeMHBII HOCUTEb;

6. C nomomrsto 6panamasypa Windows 8 3a0I0KupyilTe HUCXOASIINE TMOAKITIOYCHUS K
80-my mopty (HTTP) nns mpoduns «HacTHbIi» 111 BCEX MOIb30BaTEIEH;

7. C nomomisio Opanamasypa Windows 8 paspemniurte Bce BXOISIINE TTOAKITIOYSHUS TSI
nporpammel Skype ans npoduns «HacTHbI» U TOIbKO I monb3oBaTens [vanov (skype rules);

8. C momomsio cucremsl EFS 3ammudpyiite ykazannslii daiin;

9. Ortkpoiite daitn update.docx ucmons3ys maponsb stadium. Ypanute mapoib Ha OT-
KpbITHE (aiina u BcTaBbTe aposib 12345 1 BO3MOKHOCTH peaKTUPOBaHUs (aiina;

10. Otkpoiite daitn rainbow.xIsx. 3amurure ToapK0 Auana3zoH sueek C20:D20 ncmomns-
3yst mapoiib «12345». Iapantupyiite, 4To BCe Apyrue siMeUKH Ha paboyeM JIMCTE AOCTYIHBI JJIs
pEeIaKTUPOBAHHSL.

11. C nomomrsto Applocker coznmaiite crannaptasie paBuia (Default rules) nms 3amycka
MPUIOKEHU N

12. C momombsto Applocker coznaiite 3anmpeTuTeNIbHOE MPABKUIIO IS TTOJIH30BATENS temp
Tutst ipuioskenus Skype.exe.

13. C nomompsto Applocker co3maiiTe paspemmrenbHOe MPaBUIIO IS 3alycKa yMaKo-
BaHHOTO MPUJIOKEHHsI Mara3uH TOJIbKO OT MoJb30BaTens [vanov;

14. HazoBute nBa nmocieaHux coObITHs U3 )XypHaia 6e3omacHoct Windows §;

15. B nenrpe nognepxku Windows OTKIFOUMTE COOOIICHHS 0€301acCHOCTH (OOHOBJICHHE
Windows, Bpanamasyp)

13



16. BximouuTh BO3MOXKHOCTD BBITIOJIHEHUS OllepalinonHoi cuctemoit Windows 8 ayaura
Ka)KJOW TOTIBITKY BXOJa MOJIb30BaTeNsl B CUCTEMY WJIM BbIXOJA U3 HEe.

Tema 7. Kpunrorpadpuueckas 3amura uHGopmManum.
UYro Takoe Kpunrorpadus?
HazoBute ocHOBHBIE (yHKIIMH KPUITOrPaPUISCKOMN 3alTUThI HHPOPMAILUH
UYro Takoe mudp?
Kaxkue ObIBatoT KpUINITOANTOPUTMBI?
Urto Takoe x3mupoBaHue?
Urto Takoe cuMMeTpuyHOe mudpoBanue?
Yro Takoe accUMeTpryHOe muppoBaHue?
UYewm 650uHOE IMBpOBaHUE OTINYAETCS OT IIOTOYHOTO?
Jis uero Hy»Ha MaTpuIla KJI0Ye B CAMMETPUYHBIX aITOPUTMAaxX MIU(PpOBaHUs?
NneanbHO CTOWKKNA KPUNITOAITOPUTM — 3TOM KaKOM?
OcHoBHbI€ CBOICTBA 1 KauecTBa anropurma DES
OcHoBHbIE TIpeoOpa3zoBanuu B anroputme AES
Kakue cuMMeTpUUHbIE aarOpUTMBI Bbl 3HaeTe?
OO0bsicHUTE TPUHLIUI PAOOTHl CAMMETPUYHBIX KPUIITOAITOPUTMOB
Ha3zoBuTe 0CHOBHbBIE HEAOCTATKH CUMMETPHUYHOTO MHU(POBAHUS
Kakue ki1roun uCnosbp3yoTcsi B aCCUMMETPUYHBIX arOpUTMax mudpoBaHus?
HazoBute npeumyIecTBa acCCHMETPUYHBIX MU(PPOB Mepe CAMMETPHYHBIMU?
HazoBuTe 0CHOBHBIE HEAOCTATKM ACCUMMETPUYHBIX MU POB
Ha3zoBuTe M3BECTHBIE aJITOPUTMBI ACCUMETPUYHOTO MM (PPOBaHUS
. Uro Takoe (hakTopuzaIus Yrcia
OOBscHUTE TPUHIMI PAa0OThl ACCUMMETPUYHBIX KPUITOAITOPUTMOB
OO0BscHUTE TPUHIHI PAOOTHI XA1I(YHKINN
HazoBute ocHOBHBIEC (DYYHKIIUU XAIIPYHKIHH
Ha3zoBwure n3BecTHbIC (QYHKIINH X3UIHPOBAHUS
. Jl7s 9ero ucmonb3yercs JIeKTPOHHAs U(poBasi MOAMKCH
HazoBute ocHoBHBIE poueaypsl DL
OOBscHUTE NPUHIMI JeHCTBUS poLeaypbl GOPMHUPOBAHUS LU(PPOBOI MOANNUCH
OO0bsicHUTE TPUHLIMIT AEHCTBUSI IPOLIETypbl MPOBEPKH LIU(PPOBOI MOANIKCH
Kakyto nadopmaruto cogepxut ILIT?
30. OOBsicHUTE NPUHLUI JEHCTBUS KOMOMHUPOBAHHOTIO IPUMEHEHHSI CAMMETPUYHOTO U
ACUMMETPUYHOTO MIN(PPOBAHUS

VXN R WD —

[\OJN \O I \S T [ I NS I N I (O I \O I S B S i e el e e e
N R N N = R RV SV TR SO

Bonpocsl k TecTupoBanuio (odpaseir)

1. B coorBerctBuu ¢ [lokTpuHoil nHOpMarmonHoit Oe3omnacHoctu P® ot 5 mexabps
2016 rona nHpOpMaIOHHAsT 6€30MTaCHOCTH 3TO:

A) cocTosiHME 3AIMIIEHHOCTH JUYHOCTH, 00IIECTBA U TOCYAAPCTBa OT BHYTPEHHHUX
1 BHEIIHUX HH()OPMALIMOHHBIX YIPO3;

b) 3ammieHHocTh MHPOpPMALMU OT HE3aKOHHOTO O3HAKOMJIEHHMS, MpeoOpa3oBaHUs U
YHUUTOKEHUS;

B) nestenbHOCTh MO MPEAOTBPALICHUIO YTEUKH 3allUIIaeMoi HHPOpMaIui, HECAHKIINO-
HUPOBAaHHBIX U HEMPEAHAMEPEHHBIX BO3AEUCTBUN Ha 3alIUILIAEMbI OOBEKT.

I') cuctemMa o(UIMaIbHBIX B3MVIAJ0B Ha oOecreyeHne HaloHalbHoU Oe3omacHoctu Poc-
cuiickoit denepanuy B ”HPOPMAITMOHHOH cdepe.

1) COCTOSHHE 3allUIIEHHOCTH MHTEPECOB IOCYapCTBA OT BHYTPEHHHMX M BHEIIHHUX HMH-
(opMaIMOHHBIX yTPO3

€) COCTOSIHUE COXPAaHHOCTH MH(OPMAIMOHHBIX PECYPCOB roCyAapcTBa U 3alMIIEHHOCTH
3aKOHHBIX TIPaB JIMIHOCTH M 00IIECTBA B MHPOPMAITMOHHOH cepe
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2. Jlnst KubepnpecTyIuIeHU XapaKTepHBI:

A) Bbicokasi JaTEHTHOCTD;

b) Hanuune nocTato4HoM CleICTBEHHOM MPAaKTUKHU IO PACKPBITHIO KOMIIBIOTEPHBIX IIpe-
cTyruieHui B PO;

B) IlpocroTta cbopa 10Ka3aTeNbCTB;

I') 3numine kecTKue CaHKIIUA

/1) KubGepnpocTpaHCcTBO - 3TO HCTOYHHK, HHCTPYMEHT, 1ie/Ib HJIH MeCTO MpecTyIie-
HHA

E) ncnonb3oBaHue 3JIeKTPOHHBIX HOCHTeJIell U YCTPOWCTB fABJISETCS OCHOBHBIM , 2
He CJY4YailHbIM 3JIEMEHTOM;

X) orcyrcTBHE AeTanu3ali COCTAaBOB KuOepnpectynjienuii B P@

3. Henocratkamu MHTepHET-0aHKOB SIBIISIIOTCS:

A) OtcyTcTBHE TTPOBEPKH MepeBbiTycka SIM kapThl;

b) OrcyrcrBue nByx($aKTOopHOI ayTeHTH(PUKANNH;

B) Bo3Mo:kHOCTB 1y0JIMpPOBaHMS CECCUM;

I') Bo3aMOHOCTB IOCTYTIa K OTIEPAIlMOHHON crcTeMe 0e3 ayTeHTU(UKALIUN Yepe3 BCIIO-
MOTaTeIbHbBIE U (HJIN) PEIKO UCIIOIb3yeMble HHTEpQEHCH (serial-mopTel U T.11.)

1) CoBMecTHOE PACIIONOKEHHE )KYPHAIOB PErHCTPALIMU COOBITUN M CUCTEMHBIX (ailoB

E) Ouenb cTporas maposibHasi HOJUTHKA

4. HazoBuTe KIIIOUYEBBIC CBOMCTBA MHPOPMAIIMOHHON 0€30MaCHOCTH:
A) KoH(pUaeHIINaTbHOCTD, IETOCTHOCTD, AKTYAIBHOCTH;

b) [TonHOTA, JOCTOBEPHOCTH, IIEIIOCTHOCTH;

B) JocTynHOCTh, KOH(PHIEHIUATBLHOCTb, HEJOCTHOCTD;

I') KonpuaenuuanbHOCTh, JOCTYTHOCTh, aKTYaIbHOCTb.

1) JocTynHOCT, LIETOCTHOCTb, 3alIUIIIEHHOCTH;

E) LlenoctHOCTH, KOH(UIECHIIUATBEHOCTb, 3aITUIIICHHOCTD;,

’K) 3amuieHHOCTh, HEMPOTUBOPEYUBOCTD, TIOCTYITHOCTD

5. Atakoil Ha aBTOMaTU3MPOBAaHHbIE OAHKOBCKUE cucTeMbl U cucteMsl /IO He sBisercs:
A) AyTcopcuHr;

b) [IpocaymmBanue kaHana;

B) [lonmeHa noBepeHHOI0 X0CTa

IN®apmuHr;

n) Kpayndaitnaunr;

E) IP-SPOOFING

K)PHP-unbexuus

6. B cootBercTtBuM ¢ noaxonamu llentpansnoro banka P® mndopmanmonnas 6e3omnac-
HOCTb 3TO:

A) cocTosiHUE 3aIUIICHHOCTH HAIMOHAIBLHBIX HHTepecoB PD B mHpOpMaImoHHOM cde-
pe;

b) 3ammmennocts nHpopmanuun bC P oT He3akOHHOrO0 O3HaKOMIJIEHMS, TpeoOpa3oBa-
HUS M YHUUTOXKCHHUSI,

B) cocTosinme 3amMIeHHOCTH MHTepecoB - Heieil opranusanuu bC P® B ycinoBusx
yrpo3 B ungopmanuoHHou cdepe;

I') nestenbHocts 1B P® mo npenorBparieHuio yreuky 3amuiaeMoi nupopmanuu, He-
CaHKIIMOHMPOBAHHBIX M HENPEAHAMEPEHHBIX BO3ICHCTBUI Ha 3alUIIaeMblil OOBEKT;

J1) cocTosiHME 3aIIUIIEHHOCTH 0aHKOBCKHX HHTEpecoB PD B mH(pOpMamonHoi cdepe;

E) 3amumennocts LIb P® ot yrpo3 B undopmannonHoii chepe
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7. 1o uenu BO3IEMCTBUS CETEBBIC aTAKU OBIBAIOT:
A) ATaku g0cTyna;

b) Ataku monudukanuu;

B) AkTuBHBIE aTaku

I') [TaccuBHBIC aTaku

) Ataku oTKa3a B 00CJIy;KUBAaHUU

E) Cnoxnble aTaku

8. BriOepuTte 1Ba cekropa, HanboIee NPUBJICKATEIbHBIX A1 KHOSPIPECTYTHUKOB:
A) OuHaHCOBBIE YCJIYIH U CTPAXOBaHUE;

b) Hedreraszosslii cexTop;

B) lN'ocynapctso;

I') Cuctema oGpa3oBaHus

J) ®apmaneBTHKA M1 XUMHYECKOe MPOU3BOACTBO;

E)UT, tenexom u menua

9. Uto He OTHOCHTCS K Yyrpo3aM MH(OPMAIIMOHHOH 0€301acHOCTH:
A) kinaccupuxanus nHGopmMauuu;

B) cOou n oTkasbl 060pyHOBaHMS (TEXHUUYECKUX CPEICTB);

B) npennamepeHHbIe 1eHCTBHS HAPYITUTENICH U 3JI0yMBIIIIICHHUKOB.
I') Ynanenue He Hy:kHOI1 HHpOPpMaLNH

) depparmeHTanus »KeCTKUX JUCKOB;

E) [lepexBar undpopmanuu;

7K) YcTraHoBKa aHTUBMPYCHOT0 IPOrPAMMHOI0 o0ecredeHust

10 ITepexBat ceaHnca 3To -:

A) Bo3MOXXHOCTb 3710yMBIIIIEHHUKA, TOJYYUBILEr0 JOCTYI K JIMHUAM Mepeiady JaHHbIX
B Ballleil CETH, MMOJICITYIINBAThH WM CYUTHIBATh TPA(UK;

b) 3noymplnuieHHHK 3axBaTbiBaeT MH(OpMaIMIO B IpoLecce ee Meperayd K MecTy
Ha3HAYCHMUS;

B) Ilo okoHYaHMH HAYAJBHON NMpPoLEAYPbl AYTEHTH(PUKAIUMA COeINHEHHE, YCTAHOB-
JICHHOEe 3aKOHHBIM I0JIb30BaTesleM, HAIIPUMEP C MOYTOBBIM CepPBEpPOM, NepPeKJIIYaeTcs
3JIOyMBILIVICHHMKOM HAa HOBBIH XOCT.

I') Araka, HanpaBieHHasi MPOTUB MH(OPMALIMU, KOTIa TIOCIEIHAS CTAHOBUTCS HEMIPU-
TOJHOM JUIsl NCIIOJIb30BAHUS;

J1) nepeHanpasieHHe M10JIb30BaTENEH Ha (DaIbIINBBIE CANTHI, SIBISIIOIIMECS KOUAIMU
OPUTMHAIIBHBIX

11. KondunenuanbHOCTh — 3TO:

A) cBOICTBO MH(OpPMAIMH, IPU KOTOPOM IPEIOCTABIISAETCS BO3MOXHOCTH 3a IpHEMJIe-
MO€ BpeMs OJIY4YHUTh TpeOyeMyto HH(POPMALIMOHHYIO YCIIYTY;

b) cocrosinne nua(popmanyu, Npu KOTOPOM JOCTYI K Hell 0CYLIeCTBJISIOT TOJIbKO
cy0BbeKTbI, MMeIoIHe Ha Hero NMpaBo;

B) cBoiicTBO MH(pOPMAIIMOHHBIX PECYPCOB, B TOM YHCIEe HH()OPMAIMH, ONMpPEIeIIsIoniee
BO3MOXHOCTb X MOJIyYEHHsI U UCIIOJIb30BAaHUs 110 TPEOOBAHUIO YIIOJIHOMOYEHHBIX JIHII

I') cBoiictBo Ub, npu xotopom obecrieuynBaeTcsi akTyallbHOCTh U HENIPOTUBOPEUUBOCTD
UH(POPMALIUY, €€ 3aIIUIIEHHOCTh OT pa3pyLIeHUs U HECAHKIIMOHUPOBAHHOI'O U3MEHEHUS.

J1) 3ammmieHHOCTh MHPOPMAUU OT HE3aKOHHOTO O3HAKOMIJICHHSI, NpeoOpa3oBaHUS U
YHUYTOKEHUS

E) cBoiicTBO MH()OPMAITMOHHBIX PECYpCOB, B TOM YHWCIIE HH()OPMAINH, ONMpPEIeIISIoNiee
BO3MOXHOCTb X MOJIyUEHHsI U UCIIOJIb30BAaHUs 110 TPEOOBAHUIO YIIOJIHOMOYEHHBIX JIUII ;
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X) HensMeHHOCTH MH(POPMALIMHU B TIPOIIECCE €€ Mepeiaun WiIH XpaHeHHs, n30exaHue He-
CaHKIIMOHMPOBAHHON MOAM(PUKAIINI HHPOPMAITHH

12. B cootBercTBuHu ¢ moaxoaamu L{b P® yrpoza nadopmannonHoit 6€30macHOCTH - 3TO:

A) yrpo3a HapyImeHHs CBOMCTB HH(POPMAIIMOHHOM 0€301MacHOCTH

B) COBOKYIHOCTH yCIOBHI WJIM NEUCTBUH, CO3JAIONINX MOTCHIIMAIBHYIO WIH PEalbHO
CYIIECTBYIONIYIO OTIACHOCTh HAPYIIEHUSI 0€30MacHOCTH WH(OPMAIINY;

B) coBokynmHoCTh ycjioBHi M (paKTOPOB, NpensATCTBYONIUX peaau3zanuu ueaeid bC
Pd;

I') coBokymHOCTh neWcTBH M (HDaKTOPOB, CO3MAIOIIMX OMACHOCTh HAHECECHHs yIepOa
HAI[MOHAJLHBIM WHTEpecaM B HHPOPMAIIMOHHOH cdepe;

J1) COBOKYIHOCTH yCJIOBUH U (haKTOPOB, MPEMATCTBYIOMINX pealn3aliil HHTEPECOB JINY-
HOCTHU U 00IIecTBa B 0aHKOBCKOI chepe PO

E) coBokynmHOCTh yclioBHid M (DaKTOPOB, 00YCIOBIMBAIOIINX BO3MOXKHOCTh peaiu3ariu
ysI3BUMOCTH HH(opMaIoHHO# cuctemsl B BC PO

13. Beibepure aBa tuma 3moBpeanoro 110, Ha KOTOPBIX, B OCHOBHOM, COCPEIOTOUYEHBI
HOBBIC pPa3pabOTKH

A) TPOSIHBI;

b) Bupychr;

B) CeTeBbIe YECPBH;

T') IUoHKI 1 pekinamuoe [10;

1) IPOTPAMMBI HEKEIATEILHOTO TOBEICHHUS;

14. Yro u3 cebs mpencrasisieT ataka «water holing»:

A) HanajaBIIMe ONpeeSIIOT U 3apa)kaloT KjacTep caidToB, KOTOPBI MO0 UX MHe-
HHIO MOCETST YWIEHbI LeJIeBOil OpraHu3anuu;

B) BBIBOI M3 CTPOSI KOMITBIOTEPHOI CHUCTEMBI, B PE3yJIbTaTe YEro cama CHCTeMa, YCTa-
HOBJICHHbIE HA HEW NPUJIOKEHUS U BCA COXpaHEHHAas MH(POPMAaLUs CTAHOBSTCS HEAOCTYTHBIMHU.

B) 3axBar nuH(pOpMAaLKHU B MpOIECCE €€ IMepelaun K MECTy Ha3HAYCHHUSI.

I') GiokupoBKa JocTymna nojb3oBarenei K ¢ailiaM Ha KOMIBIOTEPE C HCIIOJIb30BaHUEM
muppoBaHUs;

J1) 3m10yMBIIINIEHHUK, HAaXOASIIUICS BHYTpU KOPIIOpAllMK WM BHE €€, BhIJaeT ceds 3a 3a-
KOHHOTO TI0JIb30BATes

15. CoTpyiHUKM KaKuX OT/EJIOB B 0aHKaX OTMEYAIOT CYIIECTBEHHBIN POCT yrpo3 UH-
dbopMmarmoHHo 6e30macHOCTH B ONnKaiiiiee Bpems:

A)OTtnen ka3HauyelcTBa;

b) Otnen aynura;

B) Otaes puckos.

I') Ton-menemxepsl

16. Kakas u3 cieayromux yrpo3 HHQOpMaIoHHOM 0€30MacHOCTH CBA3aHa ¢ 00JIayHbIMU
BBIYMCIIEHUSIMU?

A) He obGecrieueH NOKHBIN KOHTPOJb 3a (aiinaMu cookie Ha )KECTKOM JHUCKE.

B) 3arpyaneH noctyn K yCTpOHCTBaM XpaHEHHS My3bIKH Ha MOOMIIBHOM YCTPOWCTBE.

B) B3nom mannbix Ha nucke USB.

I') lloreHuuanbHasA MOTEPs: KOHTPOJIA 32 OHJIalH-(aliamu.

J1) yrpo3a yJalleHHOTO B3JI0Ma WM 3apa)xeHus BpeJoHOCHBIM [10
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17. Bl qymaere, 4To OBLTH MOBEP>KEHBI MOMBITKE KPaKH JTMYHBIX JAHHBIX, HA OCHOBA-
HUU TOTO, YTO CJIOT JiJIsi 0aHKOBCKOM KapThl HA ATM-ycTpoiCTBE BBITIISIIET HE COBCEM OOBIYHO.
Kaxoif crmoco6 Kpaku TMYHBIX JaHHBIX MOT OBITh UCTIOJIB30BAH 3JI0YMBIIUICHHUKOM?

A) OummHr

b) IloncnymmBanue

B) IIperekcTunr

I') CkumMuHr

1) CpuHHUHT

E) Keiinorruur

18. Kakoli u3 cneayromux napojeil SBiaseTcsl IpUMEpPOM XOpoIIel NapoJIbHON MOJIUTH-
KH?

A)12061985

b)password]l.

B)wlg w@ms.

I') access.

19. B cootBercTBuHM ¢ moaxonamu L{b Poccun monutuka nadopmanmonHoit 6e30macHo-
CTH — 3TO:

A) CocrosiHue 3amuieHHOCTH HHTepecoB (1eneit) opranu3anuu bC PO B ycnoBusix
yrpo3 B UHPOPMALMOHHOM cepe

b) CgoiictBo Ub opranuzamnuu bC P® coxpaHsTh HEN3MEHHOCTb WM UCIIPABIISTH OOHA-
pY’KEHHBIC U3MEHEHUS B CBOMX MH()OPMAIIMOHHBIX aKTHBAaX

B) loxkymeHTanus, onpeae/siiolias BICOKOYPOBHEBbIE 11eJIH, COepPsKaHHe U 0C-
HOBHbIE HANIPABJICHUA JIeITeJIbHOCTH M0 o0ecnevenno Ub, npeanaznauennas 1is opra-
Husanuu bC P® B neaom;

I') O6s3aTenbHbIE UM PEKOMEHYyEeMbIE K BBIMIOJTHEHUIO TOKYMEHTHI, B KOTOPBIX OMpee-
JICHBI TIOJIXOIBI K OoTleHKe YpoBHs b 1 ycTaHOBIEHBI TpeOoBaHMS K 0€30MacHBIM HH()OPMAIIH-
OHHBIM CHCTEMaM;

) nestenpHocTh L[b P® no npenoTBpallieHuIo yTeuky 3aluinaeMoi nHpopmaluu, He-
CaHKIMOHHPOBAHHBIX U HEMIPEeIHAMEPEHHBIX BO3/ICHCTBUI Ha 3allIMIIIAeMbIil OOBEKT;

E) cocrosiHme 3anunieHHOCTH 0aHKOBCKUX HHTEepecoB PD B nH(popManmoHHo# chepe

20. Yto u3 HIKECIEAYIOMIEro Jy4llle BCETO OMUCHIBAET MPUHIMI «3HATh CBOETO KIIMEH-
Tay?

A) npuHIHN 0€30MaCHOCTH, KOTOPBIH OrpaHUYMBACT IOCTYN K HH(POPMAIIUU U pecypcam
1o 00paboTKe KIMEHTCKOM nH(OopMaIny;

b) npuHUuN, HCMOJb3yeMblil pPeryJHpyHOIIMMH OPraHaAMM [JIsl BbIPaKeHUsI OTHO-
1IeHHS K (GUHAHCOBBLIM OPraHM3alMsAM € TOYKHU 3PEHHMs] 3HAHUS /1eSITeJIbHOCTH MX KJIHEH-
TOB

B) nmpunmun, neMoHCTpupyrOmuil 03a004€HHOCTh OPraHU3alMK 110 TIOBOAY OTHOLICHUS
KJIMEHTOB K o0ecneueHnio HHQOpMaIIMOHHOH 0€301acHOCTH;

I') mpuHLMD coXpaHeHMs LIETOCTHOCTH Tpolecca U 60pbObl ¢ HCKakeHHEeM (YHKLUH CH-
CTEMBI, TPeOYIOMMK TOTO, YTOOBI JIBa JINI]A HE3aBUCUMO TPEANPUHAMAIIA HEKOE JeHCTBUE 0
3aBEpILEHUS ONPEeTICHHBIX TPaH3aKLINUH

J1) mpuHIUT 6e30MacHOCTH, KOTOPBIA OTPAaHMYUBACT JIOCTYI K WH(POPMAIIMU U pecypcam
1o 00paboTke HHPOPMALIUU TEM, KOMY TpeOyeTcs BBIIIOIHATH ONpeAeTIeHHbIe 0053aHHOCTH

KonTtpoJsbHas padora Ne2
BAPUAHT 1
I. KoMITIeKCHBIN TOAX0 K pemeHnio mpobiaeMbl o0ecrieueHnss MHPOPMAaIMOHHONW 0e3-
OIIACHOCTH 3aKJI0YaeTCsl B PAallMOHAIFHOM COYETAaHHU 3aKOHOJATENbHBIX, aJIMHUHHUCTPATHBHO-
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OpPraHU3aIMOHHBIX U MPOrPAaMMHO-TEXHHMYECKUX Mep W MexaHu3MoB. Crenaiite oOoOraromiye
BBIBOJIBI B YACTH COOTBETCTBHUS 3aKOHOIATENIFHBIX (HOPMATUBHBIX M IPABOBBIX) MEpP COBPEMEH-
HBIM BBI30BaM M yrpo3aMm B cdepe obecrieueHust nHpopMaMoHHOH OezomacHoctu Poccuiickoi
denepanuu.

II. Bel u3yuminu HaOOp UHCTPYMEHTOB ISl 3aIIUTHI JAaHHBIX B OMEPAIMOHHBIX CHCTEMAX
Windows. Kakue n3 Hux Bel mmanupyere ucnosb3oBaTh B Oyaymem? M kak Ux MOXHO CIenaTh
0onee yaAOOHBIMU B UCTIOJB30BAHUU?

I11. Bac Ha3HauMIM HaYaJIbHUKOM OT/eda HH(popMarmonHoi 6ezomacHoctu B CoepOaHK.
Coopmynupyiite ocHOBHBIE Barm pekoMeHaay 1 MpeUIoKeHNs B 4aCTH COBEPIICHCTBOBAHUS
cUCcTeMBI obecrieueHus] HH(POPMAITMOHHON Oe30MaCHOCTH KOMITAaHUH, UCXOJIS U3 KOPIIOPATHBHBIX
MHTEPECOB M IPUOPHUTETOB €€ ACATEIHLHOCTH.

BAPUAHT 2
I. KoMIUIeKCHbIM NOAX0A K peleHuio mpobiaeMbl odecrieueHus MHPOPMAIMOHHONW 0e3-
OIIACHOCTH 3aKJIOYaeTCsl B PAllMOHAIFHOM COYETAaHWH 3aKOHOJAATENbHBIX, aJMHUHHUCTPATHBHO-
OpPTraHU3aIMOHHBIX U MPOrPAMMHO-TEXHMYECKHUX Mep W MexaHu3MoB. Crenaiite oOoOraromiye
BBIBOJIBI B YAaCTH COOTBETCTBHS aMUHHCTPATHBHO-OPIaHU3AIMOHHBIX MEP COBPEMEHHBIM BbI30-
BaM U yrposam B cdepe obecrieuenus: nHpopmanmoHHoi 6e3onacHocTu Poccuiickoit dexnepa-
M.

I1. Bel u3yumnin HaOOp MHCTPYMEHTOB IS 3aIUTHI JaHHBIX B ONMEPAIIMOHHBIX CHCTEMax
Windows. Caemnaiite 000CHOBaHHBIN BBIBOJ 00 MX JOCTATOYHOCTH B YACTH 3aIlUTHI JAHHBIX B
OIEPAIMOHHON CHCTEME M IMPEUIOKUTE CBOM PEKOMEH/IAIINH, Kacarolrecs pa3padOTKH HOBBIX
MEXaHU3MOB U HHCTPYMEHTOB, a TAK)KE COBEPIICHCTBOBAHMS UMCIOIIIMXCSI.

[II. Bac Ha3HauMiIM HAaYaJIbHUKOM OTAENa MHPOPMALMOHHOW 0€30IacHOCTH B COOTBET-
ctBytomeM Jlemapramente MunncrepcrBa @unancop PD. Chopmynupyiite ocHoBHBIE Bamm
3a/1a4M U [TOJIHOMOYMS Ha 3TOM OTBETCTBEHHOM IIOCTY.

Tema 8. 3ammTa 0T BpeIOHOCHBIX POrPaMM U cliaMa

1. Yro BbI MOHMMAETE MO/ TEPMUHOM «BPEIOHOCHOE MPOrpaMMHOE oOecriedeHrne»?

2. Knaccudukamnus Bpe1OHOCHBIX ITPOrpamMm

3. HaszoBuTe OCHOBHBIE OTJIMYUTEIBHBIE XapAKTEPUCTUKN KOMIIBIOTEPHBIX BUPYCOB, CE-
TEBBIX YEpBEN U TPOSHCKUX IIPOrpamMM

4. Knaccuduxanus TpOSTHCKHX IPOTPaMM M CETEBBIX YepBeit

5. OcHOBHBIE PEeXHUMBI pAOOTHI AHTUBUPYCHBIX IPOTPaMM

6. Henocrarku u nmpeuMyniecTBa CUrHATYPHOI'O aHAJIN3a
7. HepoctaTku ¥ MPEUMYIIECTBA IBPUCTUYECKOTO aHaIn3a
8. OCHOBHBIE MO/YJIM AHTUBUPYCOB
9. Kak pabotatot aHTUBHpYCHBIE O00naKka?
10. OcHoBHble poaykTsl Jlaboparopuu Kacnepckoro.

4.3. OneHOYHBIE CPEACTBA ISl TPOMEKYTOUHOM aTTECTAIIUH.

4.3.1. IlepeueHb KOMIETEHIUH € yKa3aHHEM 3TaIoB UX (hOPMUPOBAHUS B ITpoIECcCe
OCBOCHMs 00pa3oBaTesIbHON porpammsbl. [lokazaTenu U KpUTEpUH OLIEHUBAHUS KOMIIETEHIUH ¢
y4eTOM 3Tamna ux GopMHUpPOBaHUS

Koa xomme- HaumenoBaHue Koa Tana ocBoe- | HammeHoBaHMe 3Tana ocBoe-
TEHIINH KOMIETEeHI[HH HHSI KOMNIETeHI[HH HHUSI KOMIIETeHIIHH
AIIK-3 Cnoco6Hocth mpume- | JAITK 3.1 3HaHUE U YMEHHE PUMECHSITh
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HSTH COBPEMEHHBIC U
aKTyaTH3UPYIOIIUECS
TEXHOJIOTHH YIpaBlie-
HUsg uHbOpMaImen ¢
nenpto  opmupona-
HUS U Pa3BUTHS TeX-

COBpPEMEHHbIE HH(POPMALINOH-
HO-KOMMYHHUKAI[HOHHBIE TEXHO-
JIOTUU B 00JIACTU yTPABICHHUS
nHpopmanuen st odecrede-
HUS Pa3BUTUS HTHPOPMAITUOH-
HOM MHPPACTPYKTYPBI IUPPO-

HOJIOTHYCCKHUX  3aac- BOI'0 rocyaapcCTrBa.

JIOB, obecreueHue
MH(POPMALIMOHHOM
UHpaCTPYKTypor w
MH(POPMALIMOHHOM
0€e301acHOCTH VTS
pasBuTHA 1M(pPOBOTrO
rocyJapcTBa

JTaln 0CBOCHHUS KOM-
neTeHIH
JIIK-3.1 3HaeT mpaBWia, METOABI NOJY- | BcecTopoHHE 3HaeT npaBoOBbIE
3HaHUEe U yMEHHE IpuMe- | YeHHs, OOpabOTKM W aHauu3a | OCHOBBI, IIPaBUJIA, METOAbI
HATb COBpPEMEHHBbIE WH- | HH(OpPMAIMK, B TOM YHUCIIE C HC- | IOJTY4YeHUs, OOpabOTKH U

(opMalMOHHO- MOJIb30BAHMEM  COBPEMEHHBIX | aHAIM3a MH(OpMauK
KOMMYHHUKAIIMOHHBIE TeX- | HH(OPMAIIMOHHO-

HOJIOTMH B O0JIACTH yNIpaB- | KOMMYHUKAIMOHHBIX  TEXHOJIO-
naenuss uHMopManuMen s | Tui

IToka3aTenb OLeHUBAHMS Kpurepuii oueHuBanust

obecrieueHus pa3BUTHS
UHPOpPMALMOHHOW HH(pa-
CTPYKTYPHI udpoBoro
rocyJ1apcTBa.

4.3.2 TunoBsie OLICHOYHbBIE CPEJICTBA

Bonpocsl k 3auery

1. Yro takoe nHpopManuonHas 6€30macHOCTh B cOoTBeTCTBUU ¢ JlokTpuHoit Ub 2016
r.?

2. Yrto moHMMaeTcs MoJ TEPMUHOM HallMOHaJbHbIe MHTEpechl Pocculickoit denepamu
B MH(OPMaLMOHHOM cdepe?

3. Yro Takoe AOCTyMHOCTh B aCleKTe oOecrieueHuss HHGOPMAIIMOHHONW O€30MacHOCTH?

4. UYto Takoe 3ammra nHGOpMAIUN?

5. Uro Takoe yrpo3a MH(POPMAIMOHHON OE30MAaCHOCTH B COOTBETCTBUU C JlOKTpHHOM
Wb 2016 1.?

6. Kakue chepsl Hanboee npuBIIeKaTENbHBI TSI KHOEPIPECTYTHUKOB.

7. Kakue koMOMHUPOBAaHHBIE aTaku BbI 3HaeTe? UTo M3 cedst mpeaCcTaBiIsieT aTaka Mmoj-
MEHa JJOBEPEHHOT0 CyOheKTa (aTaka 4eloBek nmocepeaune, ataka DNS-spoofing)

8. Kakue nntepHer-ataku Bbl 3Haete? Uto u3 ceds mpeactaBisier GpapMUHT((HUILIUHT,
WHBEKIHS Koaa)?

9. HazoBurte TunuyHbIE HEAOCTATKH MHTEpHET-0aHKOB.

10. Yro Takoe nByxdaxropHas aynteduxarms?

11. Kak BBl mOHMMaeTe BO3MOXKHOCTD AyOnupoBaHus ceccuu B IHTepHeT-0aHKe.

12. Yro Takoe monutrka HHGOPMAITMOHHONW 0€301TacCHOCTH?

13. Kakwue cymecTByIOT oaAX0b! K 00ecTieyeHnIo HHPOPMAIIMOHHOM 0e30macHOCTH?

14. HazoBute ocHOBHBIC KaTeropuu mnpuHiuioB odecrieuenus b BC PO (obmue u
CIeLUAJIbHBIC)
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15. Yro u3 cebs mpeacransger [Ipunuun «3HaTh cBoero kiaueHrtay (IIpuHummn «3HaTh
cBoero ciyxameroy, [lpuamun «Heob6xoaumo 3HaTEY»)?

16. Yto takoe PDCA-1ukn (umkn JleMuHra) 1 0COOCHHOCTH €ro MpUMEHEHuUs mpu (op-
MHPOBAHUHU CUCTEMBI 00ecTieueHus: HH(OOPMAITMOHHOM 0€301MacCHOCTH.

17. HazoBuTe OCHOBHBIE IIard MO pa3pabOTKEe MOIUTUKKA OE30MaCHOCTH (aHAIN3 PUCKOB,
aHaju3 TpeboBaHMIl OU3Heca)

18. HazoBuTe OCHOBHBIE KOMIOHEHTHI (PU3MUECKOil OezomacHOCTH (JIOTMYEeCKOH Oe3-
OTIAaCHOCTH)

19. Yro Takoe aynut nHpOpManuonHoi OezomacHoctu? Kakue acnekTs! ayauTa uHpop-
MalMOHHOM 06€30MacHOCTH HEOOXOUMO YUUTHIBATH?

20. Yro BrimrouaeT B ce0s HOPMAaTHUBHOE M INpaBOBOE oOecredeHrne MH(POPMAIUOHHON
6e3onacHoctu PO?

21. Kaxosa ctpyktypa JokTpuHbl nHpOopMaMoHHOH Oe3omacHoctu oT 2016 roga?

22. B xakux Kogekcax P® umerorcs mojiokKeHusl, peryJupyroiue MpaBoOOTHOLICHHS B
cdepe obecrieueHnss HHPOPMAIIMOHHOW 0€30MTaCHOCTH?

23. IlpegycmoTpeHa Ju aAMUHUCTPATHUBHASL OTBETCTBEHHOCTh 3a MPABOHAPYLICHHUSI, CBSI-
3aHHBIE ¢ HH(pOpMaMOHHON Oe30macHOCThI0. HazoBute koHkpeTHbIe cTaThl KOAIT PO?

24. HazoBute nenp denepanbHoro 3akoHa «O0 wHGopManmu, HHOOPMAITMOHHBIX TEX-
HOJIOTHSIX M 0 3amuTe nHdopmarmu? Kakue cTatbu peryiampyroT oTHOIIEHHS B chepe obecme-
4yeHUs1 MH(POpPMAITMOHHOM 0€301TacHOCTH.

25. HazoBute 1enp 3akoHa «O OaHkax U OaHKOBCKOM aesTenbHOCcTHY Kakue cTatbu mo-
cBsIIeHbI Tpobieme obdecrieuenus b

26. HazoBute Llenb u packpoiite coaepxanue denepaibHoro 3akoHa «o Hanumonans-
HOW IIJIATEKHOU CUCTEMEY

27. Kakue HOpMaTHBHBIE JTOKYMEHTHI CYIIECTBYIOT B cdepe obecnieueHust HHGOpMaIu-
oHHol 6e3onacHoctu? [IpaButensctBo PO u L1 PO

28. UYro Takoe ctaHAapThl HH(OPMAIIMOHHON 0€30MacCHOCTH.

29. HazoBute OCHOBHBIC (PYHKIIMU CTaHAAPTOB MHPOPMALMOHHON O€30MacHOCTH?

30. HazoBuTte 0CHOBHYIO 3ajjauy CTaHJIAapTOB UH(OpMAIIMOHHON Oe30macHoCTh?

31. Yro cocraBmsieT ocHoBy ctanaapta MCO 270017

32. Ommmmte cTpykTypy cranaapra MCO 270017

33. HazoBute ocHOBHBIE TpeOOBaHMS K 00eCTICUCHHIO WH(GOPMAIIMOHHON 0€3011acHOCTH
B cooTBeTcTBUU co cTtannaptToM CTO bBP UBBC-1.0-2014. «O01ire nonoxXeHus»;

34. HaszoBuTe OCHOBHYIO II€JIb U 3a4auu cTa”napta banka Poccum «Meronnka oueHkH
cooTBeTcTBUs TpeboBanusm Uby»;

35. O ygem crangapt PCI DSS?

36. HazoBuTe OCHOBHBIE KPUTEPUU KITACCU(PUKALIMH YTPO3 OE30MaCHOCTH ONepaliMOHHON
CUCTEMBI?

37. Yro Takoe mporpamMmHas 3aKiaaka’?

38. HaszoBuTe OCHOBHBIE MOJIENIN Pa3rpaHUUEHHUS JOCTYTIA.

39. Yro Takoe maTpuiia foctyna?

40. Kaxkue cpeactna 3amutbl Windows 8 BbI 3HaeTe?

41. Jlns guero HyxH#bI bitlocker u bitlocker to go u B uem ux paznuuus?

42. Kakas cucrema mmdpoanus cymectsyer B OC WINDOWS §;

43. Jlnga yero Hy>Ha ciayx0a ynpasiaeHus npasamu B Windows 8?

44. Ha30BUTE OCHOBHBIC COCTABIISIONINE CITY>KOBI yrpaBieHus nmpaBamMu B Windows 8.

45. UYro takoe Opanamaysp Windows 7 U Kakue OCHOBHbIE MPOGWIN OH IpeaycMaTpH-
BaeT?

46. Jlns gyero ucnonb3yercs TexHonorus AppLocker?

47. UYro takoe Kpunrorpadus?

48. HazoBuTe OCHOBHBIE (YHKLNHU KPUIITOrpahuiIecKoi 3auTsl HHPOpMAIUH.

49. OcHoBHbIE cBOMcTBa U KayecTBa anropurma DES.
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50. OcnoBHbIe ipeoOpa3oBanuu B anroputme AES.
51. OOBsicHUTE TPUHIUI pabOTHI XD YHKITUH.

4.3. OueHOYHbIE CPEACTBA ISl IPOMEXKYTOUHOM aTTECTALUH.

4.3.1. TlepeueHnb KOMIIETEHIINI C YKa3aHUEM ATaIloB UX (OPMUPOBAHUS B MPOIIECCE
0cBOeHMS 00pa3oBaTeNbHOM MporpamMmel. [lokazaTenu U KpUTEPUH OLICHUBAHUS KOMIIETEHIUH ¢
y4eTOM 3Tana Ux (GopMHUPOBaAHUS

IxaJjia oneHUBaHUA

OrneHka 3HaHWN, YMEHUH, HABBIKOB MPOBOJUTCS HAa OCHOBE Oa/UIbHO-PEHTHHTOBOW CH-
crembl: 30% u3 100% (wmm 30 Gamnos u3 100) - BKJIaA B UTOTOBYIO OLIEHKY IO pe3yJibTaTaM
POMEKYTOUHOM aTTecTaIiHy.

[Ipu oueHuBaHMM OTBETa OOYYAIOLIETOCS B XOAE MPOMEKYTOUYHOM aTTECTAIlMM MOXKHO
OMMPATHCS HA CIEAYIOUINE KPUTEPHH:

basnel

Kpurepuii onieHKH

26-30

OOyuaromuiics MoKa3bIBaeT BEICOKUH YPOBEHb KOMIETEHTHOCTH, 3HAHUS ITPOrpaMM-
HOTO MaTrepuania, yaeOHOM, MeproANIecKOi U MOHOTpaUIecKOl TUTEpaTyphl, 3aKO-
HOJIATEeNIbCTBA U MPAKTUKHU €r0 MPUMEHEHMs, PACKPBIBAET HE TOJIBKO OCHOBHBIE I10-
HATHUS, HO M aHAJIM3UPYET UX C TOYKU 3PEHHUs Pa3INYHbIX aBTOpOB. OOyuarouuiics
MIOKa3bIBAET HE TOJBKO BBICOKHH YPOBEHb TEOPETUUYECKUX 3HAHUI, HO U BUJUT MEX-
IucHUIUIMHApHbIe cBs3u. IIpodeccronanbHO, TpaMOTHO, MOCIENOBATEIbHO, XOPO-
IIMM S3BIKOM YETKO M3JIaraeT MaTepHuai, apryMEHTUPOBAaHHO (OPMYIHPYET BHIBOIBI.
3HaeT B paMKax TpeOOBaHHI K HANpaBICHUIO M MPOQWIIO MOJTOTOBKH 3aKOHOJA-
TEJIbHO-HOPMATHUBHYIO M MpakTH4YecKyto 6a3y. Ha Bompocsl oTBeyaeT kparko, apry-
MEHTUPOBAHO, YBEPEHHO, 110 CYLIECTBY.

16-25

OOyuaromuiics MOKa3bIBaeT JOCTATOUYHBIM ypOBEHb KOMIIETEHTHOCTH, 3HAHHs MaTe-
pHaIOB 3aHATHH, Y4eOHOM M METOUYECKOH JINTepaTyphl, 3aKOHOIaTEIbCTBA U TIPAK-
THUKU €ro MPUMEHEHHs. YBEPEHHO U NMpOo(ecCHOHANIBHO, IPAMOTHBIM SI3bIKOM, SICHO,
YEeTKO W TIOHATHO H3JIaraeT COCTOSHUE M CyTh BONpPOCA. 3HAET HOPMATHUBHO-
3aKOHOJATEIbHYIO U MPaKTHUECKyt0 0a3y, HO MPU OTBETE JOIYCKAeT HECYILIeCTBEH-
HbIe TIorpemHocTH. O0yYaromuics MOKa3bIBaeT TOCTaTOYHBINA YPOBEHb MPOheccHo-
HaJIbHBIX 3HaHWUH, CBOOOAHO ONEpUPYET MOHATUSAMH, METOJAMHM OLICHKU HMPUHSATHS
peueHni, UMEET IPEACTABICHUE: O MEKIUCLIUIINHAPHBIX CBA35X, YBSI3bIBACT 3HA-
HUS, TIOJYYEHHBIE NPU HM3YYEHUM Pa3IUYHBIX JUCLMIUIMH, YMEET aHaJIU3UpOBaTh
MIPaKTUYECKHE CUTYalllU, HO JTOIMYCKAEeT HEKOTOPbIE MOTPEIIHOCTH. OTBET OCTPOEH
JIOTMYHO, MaTepHajl M3JIaraeTcsi XOPOLIUM SI3bIKOM, MPHUBIIEKAaETCs] MHHOPMATHUBHBIN
Y WUTIOCTPUPOBAHHBIN MaTepHall, HO IIPU OTBETE JOIYCKAET HEKOTOPHIE MOTPEIIHO-
cTH. Bolrpochl He BBI3BIBAIOT CYLIECTBEHHBIX 3aTPYAHEHU.

6-15

OOyuaromuiicst MOKa3bIBAa€T JIOCTATOYHbIE 3HAHUSI MaTEPUAJIOB 3aHATHI, HO MPH OT-
BETE OTCYTCTBYET JOJDKHAs CBS3b MEXKIY AHAIM30M, apryMEHTalUeil U BBIBOAAMM.
Ha nocraBienHble 4ieHaMH KOMHUCCHH BOIPOCHI OTBEYAET HEYBEPEHHO, JOIYCKAaeT
norpemtHocTH. OOyyaroImuiics: BaasieeT NPakKTUIECKUMU HaBbIKaMH, TIPUBJIEKAET WUJI-
JIOCTPAaTUBHBIN MaTepuai, HO YyBCTBYET ce0sl HEYBEPEHHO NP aHAIN3E MEXKIUCIU-
IUIMHAPHBIX CBs3ed. B oTBeTe HE Bcerna NpUCyTCTBYET JIOTHMKA, ApIYMEHTHI IIpUBJIE-
KalTCs HEOCTATOYHO Beckue. Ha mocTaBieHHbIE BOIIPOCHI 3aTPYIHSETCS C OTBETa-
MU, NTOKa3bIBAET HEJOCTATOYHO ITYOOKHE 3HAHMUS.

OOyuJaromuiicst TOKa3bIBaeT ciadble 3HAHUS MAaTEPUATIOB 3aHATHH, y4eOHOU JTUTEpa-
Typbl, 3aKOHOJATENbCTBA U IPAKTUKHA €r0 NMPUMEHEHMs, HU3KUHA YPOBEHb KOMIIE-
TEHTHOCTH, HEYBEPEHHOE H3JI0KeHHE Bompoca. OO0yJaromumiics MoKa3bIBaeT CIaObli
YPOBEHb MPO(eCCUOHANBHBIX 3HAHUHN, 3aTPyAHACTCS IPH aHAIHU3€ NPAKTHUYECKUX CHU-
Tyauui. He MoXeT nmpuBecTH NpHUMeEphl U3 peanbHOM NpakTUkA. HeyBepeHHO U Jo-
TMYECKHM HEMOCJIEN0BAaTENIbHO M3JlaraeT marepuan. HempaBuiabHO OTBEYaeT Ha BO-
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| IIPOCHI WM 3aTPYIHAETCS C OTBETOM. ‘

IIIkaja nepeBoaa U3 MHOT00AUIbHOI CHCTEMbI B TPATUIIMOHHYIO:

- 00yyaronieMycsi BEICTABIISIETCSI OIICHKA «HE 3a4TEHOY», €CJIM 00ydJaromuiicss Habpan me-
Hee 50 OayuIoB,

- OIICHKA «3a4TEHO» BBICTABIISICTCS MPU YCJIOBUH, eciii oOyuarommiicss Habpai ot 50 g0
100 6amnos.

100 ©asioB BBICTABJISICTCS MPH YCIOBHH BBIOJHEHHS BCEX TPEOOBaHHMIA, a TaKkKe MPHU
O6$I33.TCJ'H:HOM HpOSIBJ'IeHI/II/I TBOp‘-ICCKOFO OTHOLICHUS K Hpe,Z[MCTy, YMGHI/II/I HaXOIUThb 0pI/II‘I/I-
HaJIbHBIC, HE COJCpIKAIIUecs B yIeOHUKAX OTBETHI, YMEHUHU pabOTaTh ¢ HCTOYHUKAMH, KOTOPBIC
COZIepKATCs NOIOJHUTENIBHON JINTEPAType K KypCy, YMEHUU COCIMHATH 3HAHUS, IIOJyYCHHBIC B
JAHHOM KypCe CO 3HAHUSMH JIPYTUX JUCIUILIAH.

4.4. MeToan4eckure MaTepralbl

[Iponienypsl OlleHUBAaHUS 3HAHUM, YMEHUN, HABBIKOB M (WJIM) OMbITA AESATEIBHOCTH, Xa-
PaKTEepPHU3YIOMIMX 3Tabl (OPMUPOBAHUS KOMIETEHIIMI MPOBOJSTCS B COOTBETCTBUH C Y CTaBOM
Axanemun (ytB. IlocranoBnenueM IlpaBurenscrBa Poccuiickoit ®denepaunu ot 12.05.2012 r. N
473), Ilomo>keHHEM O TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH O0yYarOIIMXCS U MTPOMEKYTOUHOMN aT-
tectauuu odyqaromuxcs B PAHXul'C (ytB. [Ipukazom pexropa ot 30.01.2018 r. Ne 02-66), ITo-
pAIKe OpraHU3alMy M MPOBEACHUS MPAKTUKH O0YYaIOUINXCs, OCBAUBAIOIINX 00pa30BaTEIbHbBIE
nporpaMMsl Beiciiero oopaszoBanus (yTB. [Ipukazom pextopa ot 22.01.2018 1. Ne02-28).

VYCTHBIN ompoc SBIAETCS OJHUM M3 OCHOBHBIX CIIOCOOOB NMPOBEPKH YCBOCHHUS 3HAHUU
oOyuatomuMucs. Pa3BepHyTHIH OTBET CTYACHTA JOJKEH MPEACTaBIATh COO0H CBA3HOE, JOrHye-
CKHU TOCJIeIOBaTeNIbHOE COOOIEHNE Ha OMpPENEICHHYIO TeMY, NOKa3bIBaTh €ro yMEHHE MpHUMe-
HATH ONPEEIICHNUS, IPaBUJIa B KOHKPETHBIX CilydasiX. OCHOBHbIE KPUTEPUU OLIEHKH YCTHOT'O OT-
BETa: MPaBUWJIBHOCTh OTBETA MO COACPNKAHHIO; MOJIHOTA M TNTyOWHA OTBETA; JIOTMKA W3JI0KEHUs
MaTepuasna (yYUTHIBAETCSI YMEHUE CTPOUTH LIENOCTHBIN, MOCIEN0BATENbHBIN pacckas3, IPaMOTHO
MOJIb30BATHCS CHEIMATIbHON TEPMUHOJIOTHEN ); UCIIOJIB30BAHKE JOMIOJIHUTEIBHOTO MaTepurasa.

5. MeToanyeckue yKazaHus 11 00y4alOUIUXCS 10 0CBOCHUIO TUCHUTIIHMHBI

3aHgTus 1o JAUCHUIITIMHE NMPCACTABJICHBI CICAYIOIIUMU BUAAMU pa60T: JICKOUAMU, IMPpaK-
TUYECKAMU 3aHITHIMH, CAMOCTOSITEIIBHOIN paboTOl 00yJaromuxcsi.

HO,Z[FOTOBKa K 3aHATUAM JOOJI’)KHA HOCUTH CUCTEMaTHYEeCKUHU XapaKkTep. OTO MO3BOIUT
o0yyJaromeMycst B IOJITHOM 00beMe BBITIOJHUTH BCe TpeboBaHMs mpenoaaBaress. OOydaronmmes
PEKOMEHIyeTCS U3y4aTh KaK OCHOBHYIO, TaK W JOMOJHHUTEIBHYIO JINTEPATYPY, a TaKKe 3HAKO-
MUTHCS ¢ IHTEpHET-HCTOYHNKAMHU (CTIHCOK TPUBE/ICH B pabovei mporpaMMe 10 AUCITUTLTHHE).

MeTtoauyeckue yKa3aHusi Ui 00y4YalOUIUXCA MO MOATOTOBKE K JEeKIMOHHBIM 3aHs-
THAM. 3aHITHS JICKIIMOHHOTO BHJA JA0T CUCTEMATH3MPOBAHHBIC 3HAHUS O HAauOOJIee CIOXKHBIX
U aKTyaJIbHBIX MPOOJIeMaxX U3y4aeMO IUCIUILTUHBI.

OcymiecTisisi ydeOHBbIC ICHCTBUS Ha JIGKIIMOHHBIX 3aHATHSX, OOyYaroIIMecs MOJDKHBI
BHHUMATCJIbHO BOCIPHUHUMATL MaTCpHrall, HO,Z[I‘OTOBHGHHBII\/’I npenoaaBaTcjicM, MbBICIINTD, I[OGI/I-
BaThCsl MOHUMaHUS M3y4aeMoro npeamera. OOydarommecs: TOKHBI aKKypaTHO BECTH KOHCIICKT.
B ciydae HemomoHUMaHUs KaKOK-IMOO YacTH MpeaAMeTa CIeayeT B YCTAaHOBICHHOM MOpSJIKE 3a-
JaTh BOIIPOC MperoiaBaTelio. B mpoiecce paboThl Ha JIEKIIUM HEOOXOIUMO TaK K€ BBITIOIHSTH B
KOHCIIEKTaX MOJEJIN N3y4aeMOoro MpeaMeTa (pPUCYHKH, CXEMBI, YEPTEXKH U T.J.), KOTOPbIE UCIOb-
3yeT Mperno1aBaTelb.

CaMocTosTenbHast IIOATOTOBKA 06yan0me051 IIpU MOATrOTOBKEC K 3aHATUAM JICKIIMOHHOI'O
BH/Ia BKJIFOYAET B ce0s:

— J0pabOTKy KOHCHIEKTa JICKIMH, KOTOPYIO JKEIaTeIbHO OCYIIECTBISTh B TOT )K€ JICHB,
MOKa MaTepua eIle JIETKO BOCIIPOU3BOAUM B maMsATH (depe3 10 4acoB mocie JIEKIUH B MaMsITH
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ocraercsi He Oonee 30-40% wmatepuana). HeobxomumMo mpouuTaTh 3amucH, pacmmdpoBath Co-
KpalieHus1, 10padoTaTh CXEMbI, pUCYHKH, TAOJIHIIBI;
— MOBTOPEHHE U3YUYEHHOI0 Ha MPEbIIYyIeM 3aHIATHU MaTepuana.

MeToanyeckue yKka3aHusl 0 MOArOTOBKE K ONMPOCY U TeCTHPOBaHUIO. [lonroroska
00y4aromuxcsi K OMpocy MNpeanojiaraeT U3yueHue OCHOBHOMW/ JOMOJHUTENIBHON JTUTEpaTyphl B
COOTBETCTBUU TEMATUKON JUCIUTUIHHEI.

[ToaroroBka K TecTUpPOBaHUIO TPeOyeT OT OOYHAIOIIMXCS TIIATEIBHOTO U3y4YEHHUs MaTe-
puana mo TemMe WM OJIOKY TeM, TIe aKICHT AENAeTCs Ha M3yYeHUE MPUIHMHHO-CIICICTBEHHBIX
CBSI3€H, PACKPBITUIO TIPUPOABI SBJICHUN M COOBITUH, MPOOJIEMHBIX BOMPOCOB. JIJIsT MOATOTOBKH
HeoOxouMa pabodasi mporpaMmMa JTUCIUILIMHEI C IPUMEPAMU TECTOB, YUeOHO-METOIUIECKUM U
HH()OPMAITMOHHBIM 00ECTICYCHUEM.

MeToanyeckue yKka3aHus JJis 00y4alOMIUXCS MO BBINOJHEHHK) KOHTPOJIbHBIX pa-
60T1. KoHTposbHbIe paboThI ABISIOTCSA OJAHON U3 OCHOBHBIX (POPM TEKYIIETO KOHTPOJIS Mpenoaa-
BaTeeM paboThl 00yYArOIIErocs U MPEICTaBIsAET cOO0N peleHne KOHKPETHOH 3aauun. 3agada
JIOJDKHA OBITH perieHa ¢ MmopoOHBIM O0BICHEHUEM.

MeToauyeckue yKa3aHus M0 OPraHU3alUU CAMOCTOSITEIbHOI padoThI 00yYaOIIUX-
cs1. Hapsiny ¢ mpociymmBaHueM JIeKIUil U ydacTueM B 00CYKACHUH MPOOIeM Ha MPAKTUYECKUX
3aHSATHUSX, YYEOHBIN MUIaH MpeayCMaTpUBAET 3aTpaTy OOYYArOIIMMHUCS, KaK MPABUIIO, OOJIBIIETO
YHCJIa YacOB JJI1 CAMOCTOSITEIbHOM pabOTHI.

Ora paboTa CKIaAbIBAETCS U3 M3YUYEHUS JIUTEPATYPhI, B TOM YHUCIIC B CBSI3H C TMOJTOTOB-
KOH K IPaKTHYECKUM 3aHATUSAM, BBITIOJIHEHUSI IPYTHX 3aJaHUI MpenojaBaTes.

OCHOBHBIM JJIEMEHTOM 3TOH Pa0OTHI SBISETCS M3yYEHHWE OCHOBHBIX Pa3/eliOB TUCIIH-
IJTMHBI, COAEpKaIIeicsa B IPOrpaMMe IO 3TON JUCHUIUIMHE, C UCTIOJIb30BAHUEM 3aITUCEH JICKIINI
npernoaaBaTesis, BEAYIIEro Kype, U PeKOMEHIyeMOl MPOrpaMMoOii (a B psie CIIy4aeB U TOTIOTHH-
TEJLHO TPENoaBaTeyieM) JUTePaTyphl — YUeOHUKOB M YUeOHBIX MmocoOuii, MoHOTpadwuii u cTa-
TEH 10 OTAENBHBIM MTPOOJIeMaM JaHHOM HayKH.

[Ipuctymas K WH3y4eHUIO TOW WJIM HWHOW TEMBI, BBIICIIEMON IO MPEAMETHO-
CUCTEeMATH3UPOBAHHOMY MPHHIIUITY, HYXHO MO OTJAEIBHOCTH M TOCJIEI0BATEIBHO PACCMOTPETh
KOKIYI0 M3 YacTed, U3 KOTOpPBhIX cocTouT Tema. [Ipu m3ydeHnun kypca, oOydaromuecs TOJKHbBI
YMETh TOJIH30BATHCSA M HAYYHOU JTUTEPATYpPOU ISl CAMOCTOSITENILHOW MOATOTOBKH K 3aHSITHSIM.
OOyuatomiuiecs: Takke JODKHBI HAYYUTHCS, UCIIONB3Ys pa3jMyuHble HAy4YHbIE MCTOYHHKH, Ipa-
MOTHO C()OPMHUPOBATH U MOJATOTOBHTH CBOE HAYYHO 0OOCHOBAHHOE WM JIOTUYECKH HEIIPOTHBOPE-
YUBOE BBICTYIUICHHE Ha MPAKTUYECKOM 3aHATHUH, aHAJTU3UPOBATh KOHKPETHBIE (akThl oOIie-
CTBEHHOW >KW3HH, OCYIIECTBIISTH MPOTHO3 OTHOCHUTEIHHO BO3MOXKHOTO HAIPABIICHUS aHAIN3a
SKOHOMMYECKHUX MPOIIECCOB, GOPMYIUPOBATH U OOOCHOBBIBATH CBOE MHEHHUE.

be3 sicHOro MOHMMaHWsT OCHOBHBIX TOHATHUH O0Pa30BATEIbHBIA MPOIECC YCIOKHICTCS.
Jnst moBbIteHust 3GGHEKTUBHOCTH O00yUEeHHUS] HEOOXOIMMO HCIIOIh30BaTh CYIIECTBYIOIINE TEp-
MUHOJIOTUYECKUE CIIPABOYHUKH U TOJIKOBEIE CIIOBAPH.

6. Y4eOHast muTepaTypa u pecypcbl HHGOPMALMOHHO-TEIeKOMMYHUKAIIMOHHOM CeTH
"UHTepHeT", BKIIOYAA NepeYyeHb Y4eOHO-MeTOAUYEeCKOro odecneyeHnst 1/
CAMOCTOAITEIbHOM PadoThI 00y4ar0IMXCSl 110 JUCHUIIIHHE

6.1. OcHoBHas tUTEpaTypa

1. TTapteika, T.I1., IToroB, .U. Nudopmarmonnas 6e3onacuocts [Tekct] / T.I1. Tapteika,
N.U. Tlonos. — M.: ®OPYM, 2008. — 432 c.

2. lanerun, B.®.MuadopmarmonHas 0€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM M CETeH :
yue0. mocobue: pex. M-BoM oOpazoBanus PO nis cTyIeHTOB, 00yJarOMIUXCsl IO CHEIHATbHOCTH
"Undopmatuka u BeruuciutenbHas TexHuka' / B.®. lllaaprun. — M.: ®opym: UTHOPA-M,
2008. -416 c.

3. Apoukun, B.M. NUndopmanmonnas Oe3omacHocTh: yueOHuk / B.U. SApoukumn. — 5-¢
u3a. - M.: Axkagemuueckuii [Ipoekt, 2008. — 544 c.
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6.2. lonotHUTEIBLHAS JTUTEPATypPa

1. ABmomuH, C.M., Ceparok, B.A., CaBenbeBa, A.A. Texunomoruu u npoayktsl Microsoft
B oOecrieuennu uHbopmanronnon 6e3omacHoctu [Tekct] / C.M. ApnomuH, B.A Cepaiok, A.A.
CagenpeBa.— M.: UHTVYUT, 2016.- 455 c.

2. Ckpumnnuk, J[.A. ObecnieueHune 0e30MacHOCTH NEPCOHANBHBIX naHHbIX [Tekcer] / JI.A.
Cxkpunuuk. — M.: MHTYUT, 2011.- 122 c.

3. Tamumonumk, B.I1. MexmyHapoIHO-TIpaBOBOE PETYIMPOBAHME OTHOIICHWH WH)OP-
marmonHoro oomena [Tekct] / B.IL.. Tanmumonunk. — M.: FOpuanueckuii uentp IIpecc, 2011.-
385 c.

4. ®aponos, A.E. OcHoBBI HHPOPMAITMOHHON 0€30MaCHOCTH MPU paboTe Ha KOMIIbIOTE-
pe [Tekcr] / A.E.®aponos. —- MHTYUT, 2011.- 157 c.

5. lllanerun, B. ®©. Uadopmannonnas GezomacHocts [Tekct] / B. ®.Ianbrun. — M.:
JAMK TIlpecc, 2014. — 702 c.

6.3. YueOHO-MeTOqMYECKOE 0OOecnedeHHe CAMOCTOSATEJIbHOM padoThI

1. KysnenoB 1.H. Pedepatbl, kypcoBble u nuIuioMHble paboThl. MeTonKka MOArOTOBKU
u odopmiieHUus [DIEKTPOHHBIN pecypc]: yueOHo-meTomuyeckoe mocodue/ KysumemoB U.H.—
OneKkTpoH. TekcToBble aaHHble.— M.: JlamkoB u K, 2013.— 340 c.— Pexum pgocryna:
http://www.iprbookshop.ru/10962.html.— 3BC «IPRbooks».

2. KysnenoB U.H. Pedepatsl, kypcoBble u nuIuioMHble paboThl. MeTonka MOArOTOBKU
u odopmiieHUus [DIEKTPOHHBIN pecypc]: yueOHO-meTomuyeckoe mocodue/ KysumemoB M.H.—
OneKkTpoH. TekcToBble aaHHble.— M.: JlamkoB u K, 2016.— 340 c.— Pexum pgocrymna:
http://www.iprbookshop.ru/60500.html.— 3BC «IPRbooks».

3. I'pomkxoBa M.T. [lenaroruka Beicmiei MIKOJBI [ DIEKTPOHHBIN pecypc]: yueOHOe moco-
Oue I CTYACHTOB Meaarornieckux By3os/ ' pomkoBa M. T.— DIeKTpOH. TEKCTOBBIE TaHHBIC.—
M.: IOHUTU-JAHA, 2015.— 446 c.— Pexum JOCTyTaA:
http://www.iprbookshop.ru/52045.html.— 3BC «IPRbooks».

4. OGpa3zoBarenbHble HHHOBAIIMU U MPAKTUKH Kaphepbl: COOPHUK METOAMYECKHUX MaTe-
puainioB u cratei. — M.: M3narensckuii oM. «leno» PAHXul'C, .— 192c.

6.4. HopmaTnBHBIE IPAaBOBbIE JOKYMEHTbI

1. ®enepanbHbiii 3akoH «O0 MHPpOpMaIHK, THHOPMAITMOHHBIX TEXHOJOTHUIX B O 3aIUTE
uHpopmanuuy (npuHsaT ['ocynapcrsennoit Jymoit 8.07.2006) Ne 149-D3// «Poccuiickas razera»
o1 29.07.2006, Ne 165.

2. Pacnopspkenue npasutenscTBa Poccun ot 24 nekabps 2013 roma Ne 2506-p o koH-
HEMIAA Pa3BUTHS MaTeMaTH4YecKoro obpazoBanusi B Poccuiickoii @enepamuu. //»Cobpanue 3a-
koHoxaatenbcTBa PO, 13.01.2014, Ne 2 (gacts I) cr. 148.

3. O6 obpazoBanuu B Poccuiickoit @enepanuu: deaepanbHblii 3akoH oT 29.12.2012
No273-D3 (¢ mocneayouMy U3MEHEHUSIMU U JOTIOJTHEHUSIMHA).

4. denepanbHBIA TOCYIAPCTBEHHBIH 00pa3oBaTenbHbI cTaHmapT 38.03.01 DxoHOMHKa
(ypoBeHb OakanaBpHara), yTBep»kAeH MpuKa3oM MUHHCTEPCTBOM 00pazoBaHus U Hayku Poccuu
ot 12 Hos16ps 2015 1.Ne 1327 (3apeructpupoBano B Muntocte Poccun 30 HosiOpst 2015r., peru-
cTpaunoHHbIH HOMep 39906).

5. O6pa3zoBarenbHbIil cTanAapT Poccuiickoil akajeMun HapOIHOTO XO3SUCTBA M TOCY-
napcTBeHHOM cmy»x0b1 ipu [Ipesunente PO (yTB. mpukasom pextopa Axagemuu oT 18 aBrycra
2016 T. Ne 01-4567).

6.5. UntepHeT-pecypcsbl

Catimvl HcypHanos:
1. Information Security http://www.itsec.ru
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3ammra naopmanuu. Uucaiin http://www.inside-zi.ru
Xakep http:// www.xakep.ru
KomnbroTep npecc http://www.compress.ru
Mup I1K http:// www.psworld.ru
. OTkpbITHIE cucTeMsbl! http:// www.osp.ru
Obpa3zosamenvHuvle caimol
1. UntepHer-YHuBepcutreT  MHPOpPMAUMOHHBIX  TexHomormit —  HHTYUT.PY
http://www.intuit.ru
2. IMopran «"ocynapcTBenHas ciry:x0a» - http://civilservice.su
3. UckyccTBo ynpaBieHus nHGpopManmoHHo# 6e3omacHoCThIO http:/www.is027000.ru
4. MHCTUTYT DKOHOMUYECKOH Oe3onmacHocTH http://www.bre.ru/security
Ilopmanwi
1. NHpOpMaLIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTUH B 00pa30BaHUU
http://www.ict.edu.ru
2. Nndopmannonno — npasosoit mopran TAPAHT http://www.garant.ru
3. Coger 6e3omnacHoctu PO http://www.scrf.gov.ru/

SNVIPRES

6.6. UHLIEe HCTOYHUKH

1. bapabanoBa, M.U., Kuses, B.. UnpopmaniioHHbIe TEXHOJIOTUU: OTKPHITHIE CHUCTE-
MBI, CeTH, 0€30MacHOCTh B cucTemMax U cersax [Tekcr]: yueOHoe mocodue / M.U. bapabanosa,
B.U. Kuses. — CII6, uza-so CIToI'YDO®, 2011. - 270 c.

2. Hectepos, C. OcHoBbl nHGOpMarmoHHON Oe3omacHocTh. [TekcT]: yaeOHoe mocodue /
C. Hecrepos. — M.: Jlans, 2016. — 324 c.

3. ®opoyzan b.A. Kpunrorpadus u 6e3omacHocTs ceteil [Tekct]: yueOHoe mocodue /
B.A. ®opoy3zan. — M.: UHTYUT; BUHOM. JlaGopatopus 3Hanuii, 2010.- 784 c.

7. MarepuajibHO-TeXHHYecKasi 0a3a, HHPOPMAIMOHHBIE TEXHOJOTHHU, IPOrPAMMHOE
obecneyeHue U MHGOPMALNIMOHHBIE CIPABOYHbIE CHCTEMbI

Jns mpoBeneHus 3aHATUN IO AUCUUIUIMHE HEOOXOIUMO CJeAyIollee MaTepHalbHO-
TEXHUYECKOoe obecrieueHne: yueOHble ayTUTOPUN 7Sl IPOBEACHUS 3aHATUN JIGKLIMOHHOTO U Jia-
0O0paTOpPHOro TUIA, TPYMIIOBBIX U MHAUBHUIYaAIbHBIX KOHCYJIbTALUN, TEKYIIETO KOHTPOJIS U MPO-
MEXXYTOUYHOM aTTeCTaIlH, ISl CAMOCTOSTEILHON paOOThI: YHTAJIbHBIC 3aJ1b ONOITUOTEKH.

[Iporpammuoe obecrieuenue: MS Office Professional Plus 2016.

WNudopmannonnsie crpaBounble cuctembl: Hayunas Oubmamorexka PAHXul'C. URL:
http://lib.ranepa.ru/; Hayunas AJICKTPOHHAS oubmmoTeKa eLibrary.ru. URL:
http://elibrary.ru/defaultx.asp; Haumonanbuas snexktpoHHas Oubmmoreka. URL: www.nns.ru;
Poccuiickas rocynapctBennas 6uoimoreka. URL: www.rsl.ru; Poccuiickas HanmoHnansHas 6u0-
mnoteka.  URL:  www.nnir.ru;  DnektpoHHas — OuOnmumoreka  Grebennikon.  URL:
http://grebennikon.ru/; DnekTpoHHO-OMOMMOTEUHast cuctema WM3matensctBa «Jlamp». URL:
http://e.lanbook.com; Dnexrponno-6ubmmoTeunas cucrema FOPAWT. URL: http://www.biblio-
online.ru/; DnexrporHo-6nbmMoTeyHas cucreMa ObC IPRBOOKS: http://iprbookshop.ru/.

basp1 naHHEBIX:

Bloomberg: http://www.bloomberg.com/

Komnanus "Emerging Markets Information Service" EMIS: http://www.securities.com

WNHpopManmoHHbI pecypc Mo MHPOBOW SKOHOMHKE KoMmmaHuu International Monetary
Fund (IMF) / Mexnynapoanoro Bamotnoro ®onpa: http://www.elibrary.imf.org

DnexrponHbIid pecypc Cbonds.ru: http://cbonds.ru/

CucteMa npoecCMOHAIIBHOTO aHajn3a PHIHKOB M KoMnaHui «Crapk»: http://www.spark-
interfax.ru/
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