AHHOTAIIUS PABOUYEH ITPOT' PAMMBI JIUCIIUTIJIMHBI (MOYJIS1)/IIPAKTUKA

b1.B.OJ1.6 3ammra nHbopMaIimu B OpraHu3aiMoOHHBIX CTPYKTYPAX

(unoexc u HaumeHno8anue OUCYUNIUHLL (MOOYJA), 8 COOMBEMCMBUU C YUEOHLIM NIAHOM)

ABTOP: KaH/l. J)KOHOM. HayK, JIOIICHT KadeIphbl ®DenoceeB A.N.

Kox n HanMeHOBaHHe HaNpaBJIeHUs MOATOTOBKH, mpoduas: 38.04.02 Menemxment "Digital
design B MeHeDKMeHTE (MHGDOPMAalIMOHHO-aHAIUTUYECKUIT MEHE/KMEHT)"

KBanuduxkanus (crenens) BbIMYCKHUKA: Maructp

®opma o0yueHHsI: OUHAS

HCJIL OCBOCHHUA TUCHUIIIMHBI:

CdopmupoBaTh ciaenyromnue KOMIETSHIUH:

- CHOCOOHOCTBIO YIPABIIATh OPraHU3ALMIMHU, HOAPA3ACICHUSMU, IpynnamMu (KOMaHJaM1)
COTPYIHHKOB, poekTamu u cetsimu (I1K-1);

- CIIOCOOHOCTBIO pa3pabarbIBaTh KOPIHOPaTUBHYIO CTpaTeruio, IIPOrpaMMbl
OPraHU3alMOHHOTO Pa3BUTHUS U M3MEHEHHH 1 oOecreunBarh ux peanusanuto (11K — 2).

Iliian kypca:

Tema 1. BBenenme. be3omacHOCTh (YHKIMOHHWPOBAHHUS COBPEMEHHOW OpraHH3alMd U
TEXHOJIOTHUM.

Beenenue. [Ipeamer u 3a1aun AUCUUIIIIMHBL. 3HAYEHUE U MECTO JUCLIUIUIMHBI B IOJATOTOBKE
CHELHATNCTOB B 00JIACTH MPUKIATHBIX ACIEKTOB MH(POPMATHKU U MHPOPMALTMOHHBIX TEXHOJIOTUH
Mo 3amMre MHPOpMAIMM OT HECAHKIMOHUPOBAHHBIX BO3JIEHCTBUH U  oOecreyeHus
JIOCTOBEPHOCTH M LIEJIOCTHOCTHU IpH ee 00paboTke B MH(POPMAIIMOHHO-TEIEKOMMYHHKAIIHOHHBIX
cucremax. Hayunas u ydeOHas B3aMMOCBS3b JUCLUIUIMHBI C JPYTUMU JAUCHUIIMHAMM,
U3y4aeMbIMH B BBICIIIEM YU4E€OHOM 3aBEe/ICHUH.

Pa3nensl u Tembl, UX pacmpeieleHue o BUJIaM ayJUTOPHBIX 3aHATHI. POpMBbI TPOBEACHUS
NPAaKTUYECKUX M CeMHMHapcKuX 3aHATHHA. CocTaB M MeETOJMKA CaMOCTOSTENbHON paboThI
CTYJIEHTOB [0 HM3YYEHUIO IUCHMIUIMHBL. PopmMa NpOBEpKHM 3HAHUN. AHaIU3 HOPMATHUBHBIX
UCTOYHUKOB, HAYYHOU U yueOHOH JuTepaTypbl. 3HAHUS U YMEHHS CTYJICHTOB, KOTOpPbIE JTOJIKHbI
OBITh NIOJTyYEHBI B PE3YJIbTATE U3yUEHUS TUCHUIIIMHBI.

AKTyanbHOCTh TNpoOsieMbl oOecreyeHus WH(POPMALMOHHON O€30MacHOCTH B TOProOBO-
HKOHOMUYECKUX CTPYKTYpax, MOTEHIIMAJIBLHO BO3MOYKHBIE HECAaHKIIMOHUPOBAHHBIE BO3JIEHCTBUS
Ha  HMH(OPMAIOHHYIO UHPPACTPYKTYPY  TOProBO-DKOHOMHYECKOM  JI€ATENIbHOCTH,
MH(GOPMalMOHHBIH KpuMHUHANI. CTaTUCTHYECKHE II0Ka3aTeld COCTOSHUS HHGOPMaIMOHHON
6e30macHOCTH HMH(GOPMAIIMOHHONH HH(PACTPYKTYphl TOPTrOBO-3KOHOMHUYECKOW JesTeTbHOCTH,
JTUHAMHKa €€ pa3BUTHSIL.

Cocrapnstomuye BO3JACHCTBUA Ha HMH(POPMALMOHHYIO HHQPPACTPYKTYpy TocynapcTBa:
uH(pOpMallMOHHAsT BOWHA, WH(GOPMALMOHHBIA TEppPOpU3M, HH(GOPMALMOHHBIA KPHUMHUHAIL
IToHsATHE KOHKYPEHTHOM Pa3BEIKH.

Tema 2. CoBpemeHHas JOKTpUHa uH(POpMaNMOHHON Oe3omacHOCTH Poccuiickoi
denepanuu.

[Tonsitue u Ha3HaueHue JJoxkTpuHbI HH(POPMaLMOHHON Oe30nacHOCTH. IHTepech TMYHOCTH,
oO1iecTBa M TOCyAapcTBa B MHPpOpMamoHHOH chepe. 3HaueHrne nHPOpMalMOHHOM 0e30macHoCTH
U €€ MECTO B CUCTEME HAIMOHAIbHON 0€30MacHOCTH. 3HAaYeHHE HH(POPMAIIMOHHOMN 0€301MacHOCTH
U1 CyOBEKTOB MH(POPMAIIMOHHBIX OTHOIIECHHUH. CBsI3b MEXKLy HHPOPMAITMOHHOM 0€30I1aCHOCTHIO
1 0€301acHOCTHIO HH(OpMAITUH.

MexayHapoaHble CTaHAApThl WH(GOPMAIMOHHOTO OOMEHA, MPAaBOBbIE OCHOBBI 3aIUTHI



rOCYJIapCTBEHHOM, KOMMEPUYECKOHU, CIIYKEOHOM, TpolieccyanbHOM, MPOoPECCHOHAIBHON TalHBI U
uHpOpMaLIK TIEPCOHANBHOrO Xapakrepa. DenepanbpHblie 3akoHb Poccuiickoit ®enepanuu 1mo
o0ecrneyeHn0 MHPOPMALMOHHOW 0€30IaCHOCTH B MH(OPMALMOHHBIX TEXHOJOIHsX, JlOKTpHHA
Nudopmannonnoit 6e3onacnoctu  Poccuiickoit ®enepanun, Konnenuus HarmmonansHoU
beszonacnoctn  Poccuiickoii  ®Depepaiiuyd, HOPMATUBHBIE W  PYKOBOMSIIME JOKYMEHTHI,
[TocranoBnenuss IlpaButensctBa Poccuiickoit ®Penepaumu mo mpobiemam obecreueHus
UHPOPMALMOHHOM Oe3omacHocTH, PykoBojsimue AOKyMEeHThl M HHCTpyKuuu depepaibHOU
CIIy’KOBbI 110 TeXHUYECKOMY U 3KcropTHOMY KOoHTpoisito (PCTIK), Ilpukasel u pacnopsxeHus
OCb PO, BenoMcTBEHHbBIE PUKA3BI U PACTIOPSIKEHUS.

Tema 3. MexxayHapoaHble cTaHiapThl nHpopMaronHoro ooMena. Mojenu 6e30nacHOCTH
Y UX IPUMECHEHHE.

Bezonacnocts B ceTsx Internet u Intranet. TexHoIOTHs 6€30MACHOCTH: MEKCETEBbBIE IKPAHBI
(MexceTeBble 3KpaHbl IPUKIAAHOTO YPOBHS, MEXKCETEBbIE SKpaHbl C NMAKETHOW (puUibTparuen,
ruOpHuIHBIE MEXKCeTeBBbIe JKpaHbl). Pa3paboTka KOH(QUTYpaluu MEXKCETeBOrO JKpaHa:
Apxurekrypa 1 — cucremsl 3a Ipenenamu; apXUTEKTypa 2 — OJHMH MEKCETEBOM JKpaH;
apXUTEKTypa 3 — JIBOIHBIE MEXCETEBbIE 3KpaHbl. be30macHOCTh BUPTyaJIbHBIX YAaCTHBIX CeTel
(VPN).

Mogenn 0€30macHOCTH: MOJENN Pa3TPaHUYCHUST JOCTYNA; MOJEIH pa3TpaHHYCHHS
JI0CTyIa, MMOCTPOCHHBIE IO IMPUHLMILY NPEJOCTaBICHUS IPaB; MOJEIN JUCKPETHOIO AOCTYIA;
MOJIEJIM MaHJATHOTO J0cCTyma; mojenb bemna u Jlamagyna; cnenuaan3upoBaHHbIE MOJEIH;
BEPOSITHOCTHBIE MOJIENIN; MHPOPMALIMOHHBIE MOJIENIN; MOJEIN KOHTPOJIS LEeI0CTHOCTH; Mojens
buba; monens Kitapka-Buncona. Mojenu anaim3a 6€30aCHOCTH IPOTPaMMHOTO 00CCIICUeHUSI.

Tema 4. CymrHocTh 1 3aauu obecriedeHust HHPOPMaMOHHONW O€30I1aCHOCTH.

CymHocTh HHPOpPMAIMOHHOW 0e30macHOCTH. OOBEKTH HHPOPMAITMOHHON 0€301aCHOCTH.
Ces3p  uH(poOpManMoOHHOM Oe3onmacHocTH ¢ MH(popMaTu3anuen oOiiecTBa. Arperanus
MH(OPMaLIMOHHBIX PECYPCOB C TOUKHU 3peHUs HH(popManmoHHON 6e3omacHocTH. Kiaccudukanus
yrpo3 uHpopManMoHHON Oe3zomacHocTu. MH(opManmonHas 0€30MacHOCTh KOMIBbIOTEPHBIX
cucteM. OCHOBHbIE TMOHATUS M ONpeleNeHHsd. be3onmacHOCTh aBTOMATU3MPOBAHHBIX CHUCTEM
00paboTkH UHpOpMaLIUH. Hocryn K UHpOpMaLIUU (CaHKLIMOHUPOBAHHBIH,
HECaHKIMOHMPOBAHHbBIN), pa3sTpaHUYECHHUE JOCTYIA, KOH(PHUIEHIUAIbHOCTh JAHHBIX, YIPO3bI
0€30I1acHOCTH, 3aIMTa HH(POpMaIUK, HOJUTHKA OE30MIaCHOCTH

OcHoBHBIE BHUIBI yIrpo3 OE30MACHOCTH KOMIBIOTEPHBIM CHCTEMaM: HapyIICHUS
KOH(QHIEHIIMATBHOCTH HH()OPMAIlUKM, HAPYIIEHUS LEJOCTHOCTH HWH(QOpPMaluu, HapylIeHUs
paborocriocoOHOCTH  cucTeMbl. KaHanbl  HECAHKIIMOHHMPOBAHHOTrO  jaoctymna. CrnocoObl
HECaHKLIMOHMPOBAHHOIO JOCTYIIA: IIEpEeXBaT NapoJiel, «MacKapay», HE3aKOHHOE UCII0JIb30BaHUE
IIPUBHJICTUI.

Tema 5. OTeuecTBeHHbIE IPOTrPAMMHO-ANNapaTHbIE CPEACTBA KPUNTOrpadhUUeCcKOM 3aIUThI
KOMIIBIOTEPHBIX CUCTEM.

«Bpoxzaennsle crmaboctu» Hambosiee pacnpocTpaHeHHbIX ciyxk0 Internet. OcHOBHBIE
KOMITOHEHTBI MEKCETEBbIX 3KPaHOB: (GUIIBTPYIOIINE MAPIIPYTU3ATOPHI, IILTFO3BI CETEBOTO YPOBHS,
IUTIO3bI MPHUKIATHOTO YPOBHA. AYTEHTH(UKALUSA MOJIb30BaTeNied KaKk OCHOBHOW KOMIIOHEHT
MEXCETEBbIX SKpaHOB. (CxeMa 3alIUThl KOMIBIOTEPHBIX CETEBBIX TEXHOJIOTUH Ha OCHOBE
MEKCETEeBBIX OSKpPAHOB: (PUIBTPYIOLUIMI MapIIpyTH3aTOp, MEXKCETEBOW OSKpaH Ha OCHOBE
JIBYIOPTOBOTO  IIUII03a, MEXKCETEBOM HKpaH HA OCHOBE HSKPAaHHUPOBAHHOTO  IIJIIO34,
SKpaHUPOBAHHAas MOJICETh, MEXKCETEBBIE DKPaHbI ISl OPraHU3aLMK BUPTYaJIbHBIX KOPIIOPATUBHBIX
cereil. [IporpamMMHbIE METO/IBI 3aIIIMTHI CETEBBIX TEXHOJIOTUH B Internet cTpykTypax.

Tema 6. CocTaB, CTpyKTypa U Ha3Ha4eHHE Y JOCTOBEPSIOLIMX LIEHTPOB B CUCTEMAX 3alllUThI
U ayTeHTU(UKALUU JIEKTPOHHBIX TJOKYMEHTOB B HHTEPHET.

HecankunonuposanHoe konuposanue nporpamm kak tan HC/I. FOpuanueckne acnexTsl
HECAHKIIMOHMPOBAHHOTO KOMUpOBaHUs mporpamm. OOmiee MOHATHE 3aIIUThl OT KOIMUPOBAHMS,
PasHoBuHOCTH 3a1a4 3aUThl OT KonupoBaHus. [loaxonap! K 3ajaye 3alIUTHl OT KONUPOBAHUS.
[Ipuszka [1O x anmapaTHOMY OKpPYXKEHHI0O M (PU3MUECKHMM HOCHUTEISM Kak €IMHCTBEHHOE



CPEICTBO 3alTUThI OT KomupoBaHusl. [IpuBs3ka k BHEITHUM (100aBiIsieMbIM) 35ieMeHTam [19BM.
IIpuBsA3ka K MOPTOBBIM KiIt04YaM. MCIIonb30BaHKUE NOMOJHUTEIIBHBIX IUIAT pacluupeHus. Meroasl
«BOJISTHBIX 3HAKOB)» U METOJIbI «OTIIEYATKOB MaJIbLIEBY.

@DopMBbI U METO/IbI TEKYIIEr0 KOHTPOJISI M IPOMEKYTOYHON aTTeCTALMU:

B xone peanuzanuu TUCHUTLIMHBI 3amuTa HHGOpMAIMK B OPTaHU3AIMOHHBIX CTPYKTYpax
HCIOJIB3YIOTCA CIICAYIOIINUEC MCTO/AbI TCKYIICTO KOHTPOJIA U YCIICBACMOCTU 06yan0Luchs1:

— IIpH IPpOBCACHUHA 3aHATHI JICKIIMOHHOI'O TUIIA:

onpoc (0), scce (3), pepepam (P), oucnym ().

— IIPY IIPOBEJICHUH 3aHATUN CEMUHAPCKOT0O TUIA!

onpoc (0), konnoxeuym (K), acce (3), pepepam (P), oucnym (/).

— TP TIPOBEJICHUHU JJa0OPATOPHBIX U MPAKTHUECKUX 3aHATUH:

onpoc (0), mecmuposanue (T), koumponvuasa paboma (KP), konnoxsuym (K), scce (3), pepepam (P), ducnym
).

HpOMe)KYTOLIHaH aTTCCTal A IIPOBOAUTCA B (I)opMe: 3auema

B PE3YIBbTATC OCBOCHUA TUCHUIIIIMHBL Y CTYACHTOB OOJIKHBI 6I>ITI)I

— c(hopMUPOBAHBI 3HAHUS:

CpPEJICTB U METOJOB YIIPABJIEHUS KOHTPOJIEM JOCTYIIA B KOMIIBFOTEPHBIX TEXHOJIOTUSAX;

CPEICTB M METOJOB ayTCHTHU(HUKAIMKM W HICHTH()HUKAIMK TOJb30BaTelIeii W JIOKYMECHTOB B
KOMIBIOTEPHBIX TEXHOJIOTHSX;

3aKOHOAATEIHHON M HOPMaTHBHO-TIPABOBOM 0a3bl oOecneueHrs HHPOPMAIIMOHHON 0€30MacHOCTH;

TEXHOJIOTHUIO IIOCTPOCHUS 3aIIUILEHHBIX KOMITBIOTEPHBIX CUCTEM.

— copMUPOBaHbBI YMEHUS:

MPUMEHSATh COBPEMEHHBIC KPUNTOIPpaUUECKUE CHCTEMbI, CHUCTEMBbl VIPABICHHS KOHTPOJIEM
JIOCTYTIa, CHCTEMbI ayTCHTU(UKAIIMYA U UICHTU(PHUKAIMH T10J1h30BaTEICH U JOKYMEHTOB B UCIIOJIB3yEeMbIX
WH(POPMAITMOHHBIX TEXHOJOTHSIX;

— c(hopMHUPOBaHBI HABBIKH:

MPUMEHEHUS BUJIOB, CPEJICTB, (JOPM M METO/IOB KOMMYHHKAIIMIA B IyOJIMYHOHN cdepe;

WCTIONB30BaHMs OM3HEC-3THKETA, MPUHIIUIIOB OPTaHU3allMi PadOTHl OTIENOB HHTEIPUPOBAHHBIX
KOMMYHUKAIIHIA;

OCHOB IIPaBOBOT'0 CaMOPETYIMPOBAHUA PEKIIAMHO-KOMMYHUKAIIMOHHOMN JE€ATEIbHOCTH;

OcHoBHas1 JIUTEpaTypa:
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