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ABTOP: K.3.H, JOLIEHT KadeApbl TEOPUU U CHUCTEM OoTpaciieBoro ynpasinenus Macnesuy T.I1.

Koa u HanMeHOBaHMe HANIPABJIEHUS MOATOTOBKH, Mpoduis:
38.03.02 MenemxmMeHT, «I1pon3BoICTBEHHBIN MEHEKMEHT»

KBanudukanus (creneHsb) BbITYCKHUKA:
bakanasp

Llesb ocBOeHMS TUCHMILIUHBI:
[Tprobpectu croCOOHOCTH UCIIONB30BaTh MPOTPAMMBI TOAJIEPKKH OU3HEcCa U CTPaXOBaHHS IS
HOBBIIIEHUS YCTOHUMBOCTH OU3HEca

Iliian kypca:

Tema 1. OCHOBHBIC NOHATHSA, LEJIH U 321a4H YIIPABJEHUS HENPEPbIBHOCTHIO OU3Heca

Ienu u 3amaun yrpaBiieHUs HENPEPHIBHOCTHIO MPOLECCOB M (YHKUIUN B OpraHU3aIHH.
BrisiBiieHre TPUOPUTETOB B 3aBUCHMOCTH OT MaciuTada u chepsl AeSITeTbHOCTH.

Crnenndpukamms PAS  77:2006 «YupaBinenue HenpepblBHOCTRIO M T-cepBuCOB.
[TpakTryeckue mpaBuiia». YpOBHH 00€ClEUeHUsS HEMPEPHIBHOCTU. YNPaBICHHE WHIUACHTAMHU.
3ama4n ¥ 1eTM yIpaBIeHHs HHIUACHTAMH. YIIPaBJIeHHE HEMPEPHIBHOCTHIO OM3HECA M aBAPUITHBIM
BOCCTaHOBJICHHEM. YIIPaBIECHUE YPE3BbIYaHBIMU (KPU3UCHBIMH) CUTYAIUSIMHU.

Tema 2. /Ku3HeHHBIH LMK/ Mpolecca YNpaBjieHUS HENMPEPHIBHOCTHIO Ou3Heca. DTambl
BHeapeHuss BCM.

VYrpasieHne HeMPephIBHOCTHIO OM3HEca KoMITaHuH. L{HKIMaHOCTE Tiporiecca yrpaBieHHs
HeNpepbIBHOCTHIO On3Heca. HanesxxHocTu miiaHoB oOecriedyeHns HeMpepbIBHOCTH OM3Heca.

Nuanmmanus mpoekrta. AHanu3 Bo3feicTBus Ha OusHec. OreHka puckoB. Pa3pabotka
CTpaTerM YNPABJIEHUS HENpepbIBHOCThIO OusHeca. Pa3paboTka u BHeApeHHE IIJIaHOB
HenpeprIBHOCTH Ou3Heca. TectupoBaHue u nepecMoTp miaHoB. OOciaykuBaHUE U OOHOBIIEHUE
TTAHOB.

Tema 3. OneHka pUCKOB B paMKax yNpaBJieHUs] HENPEePHIBHOCTHIO OU3Heca

Puck u HeonpeneneHHocTh. [loTeHIIMaNbHBIE OMTACHOCTH M BO3/ICHCTBUE UX MOCIEICTBUN
Ha JOCTHM)KCHHE YCTAHOBIICHHBIX IeJiell KoMmraHuu. MpeHTudukanms KIrO4YeBbIX (HaKTOPOB,
(bOpMUPYIOIINX PUCK. YSA3BUMBIE MECTa KOMIAHHH U €€ cUcTeM. Bribop crmocoboB 0OpaboTku
pucka. AHanm3 U OIleHKa pucka. AHaim3 O6usHec-mporeccoB (Business Environment Analysis).
Amnamm3 puckoB (Risk Analysis). Onienka Bo3zaeiictBus Ha 6u3Hec (Business Impact Analysis)
Tema 4. PazpaboTka cTpareruu HenmpepbIBHOCTH OM3Heca

Omnpenenenue 1enel W 3afad  ynpaBlIeHHS HENPEphIBHOCTbIO Ou3Heca. AHaM3
TpeboBanuii. OnpeneneHue JAONMYIMIEHUH W UCIONB3YeMbIX TEpMHUHOB. OmnpeneneHne pamoK U
CTOUMOCTH npoekTa. Co3/laHue yIpaBIsoUIero KOMUTETa IPOEKTa.

OmnpeneneHne TOMUTHK HEMPEPBIBHOCTH Om3Heca. Dukcamus MENeBOr0 BpEeMEHH
BoccTaHoBneHus (Recovery time objective). OmpeneneHue 1eneBOid TOYKH BOCCTAHOBIICHUS
(recovery point objective). YpoBHs HenpepsiBHOCTH On3Heca (Level of Business Continuity)
Tema S. Pa3zpa0doTka 1 BHepeHHe IIJIAHOB HeNPepPbIBHOCTH OU3Heca

[Inan oOGecneuenuss HempepbiBHOCTH OusHeca (Business Continuity Plan). Ilnan
HenpepeiBHOCTh  omeparuii  (Continuity of Operations Plan). IlmaH aHTUKPU3HUCHBIX
kommyHuKarui (Crisis Communication Plan). [Inan 3ammTsel KpuTHYECKUX HHPPACTPYKTYP
(Critical Infrastructure Protection Plan). [Tman pearmpoBanus Ha kubep-uHiuAeHTH (Cyber



Incident Response Plan). [Tnan BoccranoBnenus mocie co6os (Disaster Recovery Plan). [Tnan na
cllyuyail HENpeOBUACHHBIX CUTyallmii B uHpopManuoHHbIX cuctemax (Information System
Contingency Plan). Ilnan nmelicTBus mepcoHana B ciydae upe3BbluaiiHOW cutyanuu (Occupant
Emergency Plan)

Tema 6. TecTupoBaHMe U MepPecMOTP IUIAHOB HeNpepbIBHOCTH Ou3Heca. IPpPekTUBHOCTH
BHe/IPEHHs] CHCTeMBbI YIIPaBJIeHHUS HeNPEPbIBHOCTHIO OU3HecA.

llenp TecTupoBaHWs IUTAHOB HeNpepbIBHOCTH OusHeca. [lokazarenu TtecTupoBaHws.
Nuctpymentsl tectupoBanus. [lomxoasl k TectupoBaHuio. [lpuHiunel BbIOOpa IUIaHa
tectupoBanus. CieHapuii U MeToj TectupoBanus. Hacronbnast nposepka (Tabletop).MmuTtanus
(Imitation). [Tomroe TectupoBanue (Full business continuity testing).

[Ipuumabl  oOHOBneHWe 1iaHoB. M3menenue WT-undpactpykrypel. W3meHeHue
OpPraHu3allMOHHONW CTPYKTYphl KOMIaHuH. M3MeHeHus B 3akoHOmarenbcTBe. OOHapyxkeHue
HE/I0CTAaTKOB B IUIaHAX MPU UX TECTUPOBAHUHU.

[Tokazarenmn >¢ddexkrnBHOCTH. [OTOBHOCTH OpraHM3alMM K TPOAOIDKCHUIO DPa0OTHI B
ciydyae BO3HUKHOBeHUsi aBapuii B UT-cuctemax. BeposTHOCTh TpocTOs (HEOOCTYMHOCTH)
WH()OPMAITMOHHBIX CHUCTEM B CJy4yae BO3HUKHOBEHMSI BHEIITATHOW CHUTYyallud M BO3MOXKHBIC
yObITKH. [IpoxXokieHue aynura u COOTBETCTBHE TPEOOBAHUSM PETYIUPYIOIIUX OPTaHOB.

@opMbl TeKYIEr0 KOHTPOJISI U MPOMEKYTOUHOI aTTecTAlMuU:
B xone peanuzanuu JUCHUIUIMHBI UCTIOIB3YIOTCS CIIEAYIONIME METOMABl TEKYIIEro KOHTPOJISA
yCIeBAaeMOCTH 00yYaIOITNXCS:

Ne HanmenoBanue TeM W/WH pa3iesion Mertoasl TEKYIIET0 KOHTPOJIA
yCIIEBAEMOCTHU

Tema 1 | OCHOBHBIE NOHATHSA, LIETHU U 3a/1a41 YIIPABICHHUS T
HENPEPBIBHOCTHIO OU3HECA

Tema 2 | JKu3HeHHBII HUKI IpoLiEcca YIPABICHUS O
HETIPEPBHIBHOCTHIO OM3HECA. DTanbl BHEAPEHUS
BCM

Tema 3 | OneHka puCKOB B paMKax yIpaBiIeHHS €]
HENpPEepbIBHOCTHIO OHM3HECA

Tema 4 | PazpaboTka cTparernu HEIPEepPHIBHOCTH OM3HECA A3

Tema 5 | Pa3zpaboTka 1 BHeJpeHHE IUIAHOB HEMIPEPBIBHOCTH A3
OusHeca

Tema 6 | TectupoBaHue U epecMOTp IUIAHOB i
HenpepbeIBHOCTU On3Heca. I (HEeKTUBHOCTD
BHEJIPEHUS CUCTEMBI YIIPABJICHHUS
HENpPEepBhIBHOCTHIO OU3HECA.

Yenosusie 0603naueHus: omnpoc (O), acce(D), TectupoBanue (T), ananutdeckoe 3aganue(A3),
tectupoBanue(T), moxnax (1), 3auet (3a)

[lo gucuumnnuHe «YHOpaBieHHE HENPEPHIBHOCTBIO OH3HECa» y4yeOHBIM IJIAHOM
IOpPEAYCMOTPEH 3a4eT, KOTOpPbIM MpPOBOAWUTCS B MHCbMEHHOM (opme B Bujae aHanu3a OHU3HEC-
CUTYalHM.
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