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Ilian kypca:

Tema 1. KuOGepmpecrymienusi (mpecTyljieHUsl, COBeplIaeMble € HCIOJb30BaHHEM
HH(OPMALMOHHO-KOMMYHMKAIMOHHBIX TEXHOJIOTHii)

[lonsitue xubepnpectynHocTH. [loHsiTHE KHOEpHIpecTyIUIeHHs. YTOJOBHO-TIPaBOBAas
knaccudukanus kuOepnpectryruieHnid. CornuanbHas OOYCIOBICHHOCTh M 3a/ladydl  YTOJIOBHOM
OTBETCTBEHHOCTH  3a  KuOepmpectyruienusi.  OOBekThl  KuOepmpecTyruieHuii.  Mecto
ITrexnomoruit B cocraBax kubOepmpecTymieHuid. 3anady U OCOOEHHOCTH KBadU(pUKALUU
kubepnpectyruienuii.  [Ipobmemsl  muddepeHnmanyun ¥ WHIMBUAYATU3alUH  YTOJIOBHOW
OTBETCTBEHHOCTH 3a TPECTYIJICHHUS, COBEpIIaeMble C HCIOIb30BaHUEM HWH(MOPMALMOHHO-
KOMMYHUKAI[TMOHHBIX TEXHOJIOTUH (KHOEpIpecTyIICHU ).

Tema 2. IlpectymiieHusi B cepe KoMnblOTepHO HHGoOpMALMH: OPUIAHYECKHI
aHaJIu3, NpodaeMbl KBaTHGUKANUK U JH(PdepeHIHATNA OTBETCTBEHHOCTH

HenpaBoMepHslii ocTyn K KoMmbioTepHOH HH(opmanmu. HempaBomepHbIl gocTyn K
KOMITBIOTEPHON HH(OpPMAllUK, OCYILECTBISAEMBI C TIOMOIIBIO BPEIOHOCHBIX MPOTPAMM.
HenpaBomepHnsiil 1ocTyn kK HHOOpPMAIUHU, OCYIIECTBIISIEMBIN C MTOMOIIBI0 WHONW KOMITBIOTEPHOU
uHpopmanuuu. HenpaBoMepHBI [0CTYyNl K KOMIBIOTEPHOH HMH(POPMALIMHU, OCYLIECTBISEMBIN C
WCIIOJIb30BAaHUEM AaIlIapaTHBIX BBICOKOTEXHOJIOTMYHBIX CpelacTB. lIpectynHblie mnocneacTBus
HEMpPaBOMEPHOT'0 JI0CTyNa K KOMITBIOTEPHOM HMH(pOpMalMU: MOHATUE, BUJbI, XapaKTEPUCTUKA.
Kpanudunupyronue npusHakd HENPaBOMEPHOrO JOCTYyNa K KOMIBIOTEPHOM HHGMOpMALNU.
Coznlanue, HCIONIB30BAHME M PACHPOCTPAHEHUE BPEJOHOCHBIX KOMIIBIOTEPHBIX IMPOIPAMM.
OcHoBHBIE BHJBl BpPEJOHOCHBIX KOMIBIOTEPHBIX MporpamMMm. Bupycel B HCTOpHYECKOM
nepcnexTuBe. Hanbonee onacHble U3 COBPEMEHHBIX BUI0B BUPYCHBIX IPOTPaMM, MEXaHU3MBbI UX
JIelcTBud. TpOSHCKHME TMpPOrpaMMbl: OTJIIMYME OT BHUPYCOB, MEXaHU3M JeucTBUsA. HHas
KOMIIbIOTEpHAss MH(OpMaIUs KakK CpeICTBO COBEpIIEHHUS mpecTyrieHus. HelTpanuzanus
CPEICTB 3allUThl KOMIBIOTEPHOW HHGPOPMAIMH KaK CHEeIU(PUIECKOe esHHE, CIIOCOOBl U
cpeAcTBa ero coBepuieHus. Kpanuguimpyronme NpU3HAKA CO3JaHUS, HUCIOJNb30BAHUS U
pacnpocTpaHEeHUsl BPEIOHOCHBIX KOMITBIOTEPHBIX MporpaMM. Hapyiienne npaBuil sKcruryaTauuu
CPEeICTB XpaHeHHs, 00padOTKU WM Nepeaayl KOMIBIOTEPHONU HH(pOpMAIMK U HH(POPMAITMOHHO-
TEJIeKOMMYHUKALMOHHBIX ceTell. OCHOBHBIE CHOCOOBI M CPEACTBA COBEPUICHHS TaKOro poia
npecTynHbIX JessHud. HWHpopmanus Kak mpeaMeT JaHHOro HpecTyruleHus. Bompockbl
MIPaBONPUMEHUTENBHON MPAKTUKA IO JAHHOMY cocTaBy. HempaBoMmepHoe BO3IeHCTBHE Ha
KPUTHYECKYI0 HH(pOpMaMOHHYI0 uHOpacTpykTypy Poccuiickoit ®enepanun. Ilonstue
KpUTHYECKONH HH(popManmoHHON uHppacTpykTypel Poccuiickoit ®enepanun. OObeKTUBHAS
CTOpOHa JaHHOro JAesHus. Kpanuduiupyromme NpU3HAKH HENpPaBOMEPHOTO BO3IEHCTBUS Ha
KpUTHYECKYIO HH(pOpMaLnoHHYI0 UH(ppacTpykTypy Poccuiickoit denepanun.



Tema 3. KoMnboTepu3npoBaHHble NPeCTYNVICHUSI IPOTHB JMYHOCTH

VYrosoBHas OTBETCTBEHHOCTb 3a JIOBEJIEHHE JO CaMOyOMICTBa, COBEPLICHHOE C
ucnonb3oBanueM cetu MutepHer. CKIOHEHHE K COBEPIICHHIO CaMOyOMIICTBAa MIIM COJCHCTBUE
COBEPUICHUIO camoyOuiicTaa, COBEpILICHHOE c IIOMOIIBIO UH(POPMALIMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTn. OpraHu3anus JIesTeIbHOCTH, HAlpaBIeHHON Ha MOOYXIeHHE K
COBEpIIEHHIO camoyOuiicTBa. ¥Yrpo3a yOuiicTBOM, coBeplIaeMass C HCIHOJIb30BAHUEM
KHOEpCPeZCTB M BONPOCHl €€ KBamu(UKauu. TOpProBis JIIOJbMH, COBeplIaeMas ¢
UCIOJIb30BaHUEM MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX ceTei. Kiiesera, ocymiecTBisiemas
C HCIIONB30BaHUEM HH()OPMAITMOHHO-TEIIEKOMMYHHKAIIMOHHBIX CETel M CETEBBIX PECYPCOB.
Pa3BparHble nelcTBHs, COBEpLIacMble IIyTEM HCIIONb30BaHUS pecypcoB cetu VHTepHer.
Hapymenue HENpUKOCHOBEHHOCTH YaCTHOM JKHW3HM, COBEPIIEHHOE IIyTEM HCIOJIb30BAHUS
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX ~ TeXHOsorui. Hapymienue TaiiHbl NepenucKH,
Tese()OHHBIX MEPETOBOPOB, MOUYTOBBIX, TeNerpadHbIX WIM MHBIX COOOIICHUH, COBEPILIECHHBIE C
UCMOJIb30BaHUuEM KubOepcpeacTB. He3zakoHHBI 000pOT crenuanbHbIX TEXHUYECKUX CPEACTB,
IpeIHAa3HAYEHHBIX U1 HEIVIACHOTO IMOJIyYE€HHsS HMH(QOpPMAIMM, OCYILECTBISIEMbI uepes3
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHbIE ceTH. HapylieHue aBTOPCKMX M CMEXHBIX IPaB,
COBEpILEHHOE C HCIOJb30BaHUEM KuOepcpeacTB. HapymieHne n300peTaTenbCKux M MaTeHTHBIX
IpaB, COBEPLIEHHOE C  HUCHOJb30BAHHEM  HMH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIX
TeXHOJOoruil. BoBieueHrne HECOBEPIICHHOIETHUX B COBEPILIEHUE aHTUOOILECTBEHHBIX AEHCTBUIM
u IIPECTYILICHUM, OCYLIECTBIIIEMOE c MCIIOJIb30BaHUEM MH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETEH U CETEBBIX PECYPCOB.

Tema 4. KomnboTepu3npoBaHHble IpecTYIVIEHUs! B c(pepe IKOHOMHUKH

Mol1eHHHYeCTBO, COBEPLICHHOE ¢ MCIIOJIb30BaHUEM IIATEXKHBIX KapT, OCYLIECTBISIEMOE
¢ npumeHenueM IT-rexnonoruii. Kpaka (pMHaHCOBBIX CpPEINCTB TpaxkJaH U3 3JIEKTPOHHBIX
0aHKOBCKHX CETe W IUIATeKHBIX CHUCTEM: IMpoOJieMbl KBadM(UKAlMK, OCHOBHBIE IyTH
coBepuieHMs. Menkoe XMILEHUE, COBEPIIEHHOE JIULIOM, MOJABEPIHYTHIM aJIMHHHUCTPATUBHOMY
HAaKa3aHUIO, COBEPIIAEMOE C HCIOJIb30BaHUEM HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
ceteil myrem oOMaHa WM 3J10ynoTpeOieHust jaoBepueM. MolleHHH4ecTBO B chepe
KOMITbIOTEPHON HMH(pOpMaLMU (C HUCHOJIb30BAHUEM KOMIIBIOTEPHBIX IPOrpamMM, CETeH, MHBIX
BBICOKOTEXHOJIOTUYHBIX  cpenctB). Cmam:  TOHSATHE,  BOMPOCHI  YTOJOBHO-TIPABOBOM
OTBETCTBEHHOCTH. He3akoHHOE NpeanpUHUMATENBCTBO, COBEPLUIAEMOE C HCIOJb30BAHUEM
MH(}OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHBIX ceTell. He3akoHHblE opraHu3anus U IMPOBEICHUE
a3apTHBIX UIP, COBEpILIAEMbIE C MCIOJIb30BaHMEM CeTH VHTEpHET M MHBIX MH()OPMAIMOHHO-
TEJIEeKOMMYHUKAMOHHBIX ceTel. He3akoHHast GaHKOBCKas MAESITENBHOCTb, OCYIIECTBIseMast
MOCPEJCTBOM HCIIOJIb30BaHUS HMH()OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CeTe W HMHBIX
kuOepcpeacTB.  MaHUNyIUpOBaHHWE  PBIHKOM,  OCYIIECTBISIEMOE €  HCIOJb30BaHUEM
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX ceTeil. HempaBomepHbIit 000pOT CpeCTB MiaTexei,
B TOM YHUCJIE OJJIEKTPOHHBIX, OCYIIECTBISEMbII C MHCIOJb30BaHUEM HH(OPMALIMOHHO-
TEJIEKOMMYHUKALMOHHBIX TEXHOJIOTUH.

Tema 5. KomnboTepn3npoBaHHble MPECTYIUICHHSI TMPOTHB O0LIECTBEHHOM
0€30MaCHOCTH M 00LECTBEHHOI'0 MOPSAAKA

Kubepreppopusm, ero mnoHsTHE U 0coOeHHOCTH KBanudukanuu. OcyliecTBieHue
MyOJIMYHBIX NPU3BIBOB K OCYIIECTBICHUIO TEPPOPUCTHUECKON NEATENbHOCTH WM MyOJIUYHOE
OIpaBJaHue TEPPOPU3MA, coBepuIacMoe C IIOMOUIBIO MH(POPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ~ TeXHOJIOTHM. CoOIelCTBHE TEPPOPUCTHYECKOW  JIEATEIBbHOCTH,
OCYLIECTBIIIEMOE€ €  TMOMOLIbl0  ceTu  VHTepHeT M HMHBIX  MH()OPMAIMOHHO-
TEJIEeKOMMYHUKALMOHHBIX ~ ceTeid. OpraHuzanus TeppOPUCTUYECKOrO0 cooOllecTBa WU
OpraHu3aliii U y4yacTue B HeM (Hei), OCYILECTBIIIEMbIE C HCIOJIb30BaHMEM KHUOEpPCPEACTB.
3aBeZIOMO JIOKHOE COOOIIeHHE 00 akTe Teppopu3Ma, COBEPIIAEMOE C HCIOJIb30BAHUEM



kubepcpenacts. OpraHuzamusi MPECTYMHOro cooOImecTBa (MPECTYMHOW OpraHu3alluu) WId
ydyacTue B HeMm (Heil), coBepuiaemMas IyTeM  HCIOJb30BaHHE  WH(POPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTel u pecypcoB. OpraHuzanusi MacCOBbIX O€CIOpSIKOB,
coBepuIaemast C MCII0JIb30BaHUEM WuTepuera u UHBIX MH(POPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTeil. He3zakoHHble npuoOpeTeHue, nepenada, cOBIT OpYXKHs, €ro
OCHOBHBIX YacTeW, OOempuIiacoB, B3pPBIBHBIX YCTPOWCTB WJIM B3PBIBYATHIX BEIIECTB,
OCYILECTBIIsIeMasl C HCIOJIb30BaHUEM HH(OPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHBIX CeTell U uX
pecypcoB. He3akoHHbIE TPOM3BOJACTBO, COBIT WM NEPECHUIKA HAPKOTUYECKUX CPENCTB,
IICUXOTPOIIHBIX BEIECTB WJIM HX aHAJIOIOB, a TaKXKe HE3aKOHHbIE COBIT WM IEpechlIKa
pacTeHHi, coaepXKallluX HApKOTUYECKUE CPEICTBAa MJIM IICUXOTPOIIHBIE BEUIECTBA, JINOO MX
yacTeldl, coAepXKalluX HApKOTUYECKHE CpeICTBAa WIM IICUXOTPOIHbIE BeIIeCTBa, JHOO
IIPOKYPOPOB HAPKOTHMYECKHX BEIIECTB W pACTEHHUM, MX COAEP)KALUX, COBEPIIAEMBIE C
UCIOJIb30BaHUEM HH(POPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CET€ M HHBIX KHOEpCpeACTB.
CkioHeHHEe K TOTPEeOJEHUI0 HApKOTHMUECKHUX CpPEJCTB, IICUXOTPOIHBIX BEIIECTB WM HX
aHaJoroB,  COBepIIaeMoe ¢  momoulplo  VHTepHera M MHBIX  MH()OPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTeil. He3akoHHBII 00OpOT CHIIBHOISHCTBYIOMIMX HIIM SITOBUTHIX
BEIIIECTB, 2 PABHO HOBBIX MOTEHLUAIBHO OMACHBIX ICUXOAKTUBHBIX BELIECTB B IIEJNSAX COBITA,
COBepLIaeMbli ¢ UCMHOJIb30BaHUEM MH(OPMALIMOHHO-TEIEKOMMYHUKALMOHHBIX CETEN U CETEBbIX

pPECypCoB.
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