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Ilinan kypca:

Tema 1. Oco0eHHOCTH M 32724 CYJONPOM3BOACTBA (PACKPBITHS H PACCJIEIOBAHMSA)
NMpeCcTyIUIeHUi, COBepIIaeMbIX B c)epe BLICOKUX TEXHOJIOTH

[Tonstue xubepnpecrynHoctu. [loHsATHE KHOEpHpecTymieHUs. YTOJIOBHO-TIPaBOBAs
Kiaccudukanus kuOeprpectyuieHnid. ColuanbHas OOYCIOBICHHOCTh W 3aJadd  yrOJOBHOU
OTBETCTBEHHOCTH  3a  kuOepmpectymieHusi. OObekTsl  kubepmpecTymieHuii. Mecto
ITrexHomoruit B cocraBax KuOepHpecTyluleHHH. 3agadyd M OCOOCHHOCTH KBaTU(HUKAIMN
kubepnpectyriennit. [IpoGnembr  auddepeHuranun W UHAMBUAyAIU3AallMd  YTOJOBHOM
OTBETCTBEHHOCTH 3a IIPECTYIJICHHUS, COBEpLIAEMbIE C MCIOIb30BAaHUEM HH(OPMALIMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHI (KMOEPIPECTYIIIICHHI).

Tema 2. Cynonpou3BOACTBO IO AeJaM O NPeCTYIUIEHHAX NPOTHB KOMIIbIOTEPHOI
uHGopManuH, COBEpLIAEMbIX B c(pepe BLICOKUX TEXHOJIOIHH

HenpaBomepHblil 10CTyn K KOMIblOTepHOM HH(opmManuu. HempaBoMepHbIi noctyn k
KOMIIBIOTEPHOH HMH(OpMAIMK, OCYIIECTBISEMbI C TOMOILIBIO BPEAOHOCHBIX MPOrPaMM.
HenpaBomMepHbIil JocTyn K MHPOPMALIMHU, OCYIECTBISIEMBIN C MTOMOIIBIO HHOM KOMIBIOTEPHOM
uHpopmanuu. HempaBoMepHbIN 1OCTYN K KOMIBIOTEPHOM HWH(OPMAILIUK, OCYIIECTBIISEMBII C
UCIIOJIb30BAaHUEM allllapaTHBIX BBICOKOTEXHOJIOTUYHBIX CpelAcTB. lIpectymHble mnocneacrBus
HEIPAaBOMEPHOI'0 JOCTyHa K KOMIBIOTEPHOW HMH(OpMAaLUU: MOHSATHE, BHUJIbI, XapaKTEpUCTHUKA.
KBanuduuupyromue npu3HaKud HEMPABOMEPHOIO JOCTyNa K KOMIIBIOTEpHOW HWH(OpMaIu.
Coznianue, HCIOJIb30BAHHWE M PACHpPOCTPAHEHUE BPEJOHOCHBIX KOMIIBIOTEPHBIX IPOrpamMM.
OcHOBHBIE BHIBl BpPEJOHOCHBIX KOMIBIOTEPHBIX IporpaMMm. Bupycel B HCTOpHUYECKOHN
nepcrnektuse. Hanbomnee onacHble U3 COBPEMEHHBIX BUJIOB BUPYCHBIX MPOTPaMM, MEXaHU3MBbI X
JaerctBus. TposHCKHE IIpOorpamMMbl: OTIMYME OT BUPYCOB, MEXaHU3M JedcTBUs. MHad
KOMIIbIOTEpHasi HH(pOpMallMs KakK CpeICTBO COBEpILIEHUS MpecTyruieHus. HelTpamuzanus
CPEACTB 3aIllUThl KOMIBIOTEPHOM HH(pOpMAIMKM Kak creuupuyeckoe AesHue, CnocoObl U
cpeacTBa ero cosepuieHus. Kanuduuupyromyme npu3HAKU CO3AaHMS, HCIOIb30BaHUS U
pacpocTpaHeHUs BPEIOHOCHBIX KOMIIBIOTEPHBIX IporpaMM. HapymieHue npasui 3KCITyaTaluy
CPEICTB XpaHEeHUs, 00pabOTKHU WM Nepeaud KOMITbIOTEpHOU HHpOopMaly U HHHOPMALIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTeid. OCHOBHbBIE CHOCOOBI M CPEJACTBA COBEPIIEHHUS TAaKOro poja
npecTynHbIX JesHud. MHopmanus kak mpeaMeT [JaHHOTO MpecTymiaeHus. Bormpockt
[IPaBONIPUMEHUTENBHOW INPAKTUKHA [0 JaHHOMY cocTaBy. HempaBomepHOoe BO3ACHCTBHE Ha
KPUTHYECKYI0 HH(pOpMaloHHyI0 HUHppacTpykTypy Poccuiickoit ®enepauuu. Ilonstue
KpUTHYecKON HH(popMamoHHOH HHGpacTpykTypsl Poccuiickoit ®enepannu. OObEeKTHBHAs
CTOpPOHA JaHHOrO JesHud. KBammduiupyronye mpu3Hakd HEMpPaBOMEPHOTO BO3JEWUCTBUSA Ha
KPUTHYECKYI0 HHPOpMaLMOHHYIO HH(ppacTpykTypy Poccuiickoit @enepanuu.



Tema 3. Cynonpou3BoACTBO MO JeJlaM O TMPeCTYIUVIEHUSIX MPOTHB JIMYHOCTH,
coBeplIaeMble B c(pepe BHICOKHUX TEXHOJIOIHI

JloBeneHue a0 camMOyOuWIICTBa, COBEPILIEHHOE C UCHOIb30BaHUEM ceTu MHTepHer.
CKIIOHEHHE K COBEPUICHHIO CAMOYOMIICTBA WM COACWCTBUE COBEPIICHUIO CaMOyOHIiCTBa,
COBEPILEHHOE C TMOMOLIbI HH(POPMALMOHHO-TEIEKOMMYHUKALIMOHHONW ceTh. OpraHuszaunus
JESTCIIbHOCTH, HANpPaBICHHOW Ha TMOOYXJICHHE K COBEpIIECHUIO caMOyOuiicTBa. YTposa
yOuiicTBOM, coBeplIaeMas C HCIIOJIb30BAaHHMEM KHUOEpPCPEACTB M BOMIPOCHI €€ KBaJIU(UKALUH.
Toprosis JI0JIbMU, coBepuIiaemast c HCII0JIb30BaHNEM MH(POPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ~ ceTeil.  KueBera,  ocymiecTBisgemMas € HCIOJIb30BaHUEM
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETEH M CETEBBIX pecypcoB. Pa3BpaTHble neiicTBHA,
coBepllaeMble  IIyT€M  HUCHOJb30BaHUS  pecypcoB  cetu  Murtepner.  Hapymenue
HEMPUKOCHOBEHHOCTH YaCTHOM JKM3HHU, COBEPIICHHOE MyTeM HCIOIb30BaHUA MH(POPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ~ TexHoloruid. Hapymenue TailiHbl nepenucku, Tene(OoHHbIX
IIEPEroBOpPOB, IOYTOBBIX, TeJerpadHbIX WJIM HHBIX COOOLICHWH, COBEpIIEHHBIE C
UCMOJIb30BaHUuEM KubOepcpeacTB. He3zakoHHBI 000pOT crenuanbHbIX TEXHUYECKUX CPEACTB,
IpeJHAa3HAYEHHBIX U1 HEIJIACHOTO IOJIyY€HHs HHQOpMAIMM, OCYLIECTBISIEMbI 4epes
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHbIE ceTH. HapylieHue aBTOPCKMX M CMEXHBIX IPaB,
COBEpILEHHOE C HCIOJb30BaHUEM KuOepcpeacTB. HapymieHne n300peTaTenbCKux M MaTeHTHBIX
IpaB, COBEPLIEHHOE C  HUCHOJb30BAHHEM  HMH(OPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
TeXHOJOoruil. BoBieueHrne HECOBEPIIEHHONIETHUX B COBEPILIEHNE aHTHOOIECTBEHHBIX AEHCTBUN
u IPECTYIUICHUH, OCYILIECTBIIIEMOE c UCIIOJIb30BaHUEM MH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETEH U CETEBBIX PECYPCOB.

Tema 4. CynonpousBoacTBo IO jAeaM 0 IpeCcTyIUIeHUsIX B cdepe 3KOHOMMKH,
COBepIIAeMbIX MCI0JIb30BAHUEM BBICOKHX TEXHOJIOTH I

MolieHHUY€eCTBO, COBEPILIEHHOE C UCIIOJIb30BAaHUEM IUIATEXKHBIX KapT, OCYLIECTBIISIEMOE
¢ npumeneHueMm |T-texHonoruif. Kpaxa ¢(uHAHCOBBIX CpeACTB IpaxkJaH M3 3JIEKTPOHHBIX
0AaHKOBCKMX CETe W IUIATEXKHBIX CHCTEM: TMpPOOJIEMBbl KBaJH(HUKAIMKA, OCHOBHBIC ITyTH
coBepulieHMs. MenKkoe XMILIEHUE, COBEPIIEHHOE JINLOM, MOABEPIHYTHIM aJIMHHHCTPAaTUBHOMY
HAKa3aHMIO, COBEPILIAEMOE C HCIOJb30BaHUEM HH(GOPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX
cered myreM oOMaHa WIM 3J0ynoTpeOiaeHus JoBepueM. MOIIeHHn4YecTBO B cdepe
KOMIIBIOTEpHON HH(OpManuu (C HCIOJIB30BAHUEM KOMITBIOTEPHBIX IMPOrpPaMM, CETeH, MHBIX
BBICOKOTEXHOJIOTUYHBIX ~ cpeAcTB). Cmam:  MOHATHE, BONPOCH  YrOJOBHO-IIPABOBOM
OTBETCTBEHHOCTU. He3akoHHOE NpeaNpUHUMATENIBCTBO, COBEPIIAEMOE C HCIOJIb30BaHHEM
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHBIX ceTell. He3akoHHble opraHM3anus M TNPOBEICHUE
a3apTHBIX UIp, COBEpLIaeMble C HCIIOJIb30BaHMEM ceTu VHTepHeT M MHBIX MH(OPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTel. HeszakoHHas OaHKOBCKas [€ATENbHOCTh, OCYIIECTBIIAEMast
MOCPEACTBOM HCIOJIb30BAHUSA HH(POPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHBIX CETe M HHBIX
KubepcpencTB.  MaHUNYIMPOBAHHWE  PBIHKOM,  OCYIIECTBJISEMOE C  HCIOJIb30BaHHEM
MH(}OPMaLMOHHO-TEJIEKOMM YHUKAIIMOHHBIX ceTeil. HempaBomepHbIit 000pOT cpecTB MiaTekeH,
B TOM UHCJIE DJEKTPOHHBIX, OCYIIECTBISIEMbII C MCIOJIB30BaHUEM HWH(OPMAIMOHHO-
TEJIEeKOMMYHUKALMOHHBIX TEXHOJIOTUH.

Tema 5. Cyaonpous3BoaAcTBO MO JeJaM O NPeCTYIVICHUAX NMPOTHB O0IIECTBEHHOM
0e301aCHOCTH M OOLIECTBEHHOI0 MOPSAJKA, COBeplIaeMble C HMCIOJb30BAaHHEM BBICOKHX
TEXHOJIOTHil

Kubepreppopusm, ero mnoHsTHE U 0coOeHHOCTH KBanugukanuu. OcyliecTBIeHHE
MyOJIMYHBIX TPU3BIBOB K OCYLIECTBICHUIO TEPPOPUCTHUECKON NEATENBHOCTH WM MyOJIUYHOE
OIIPaBJIAHKE TEPPOPU3MA, COBEPILIAEMOE c IIOMOILIBIO MH(POPMAaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ~ TeXHOJIOTMM. CoaeiCcTBHE  TEPPOPUCTHUYECKON  JEATEIbHOCTH,
OCYILIECTBIIsIEMOE€ €  MOMoulblo  cetd  MHTepHeT W MHBIX  MH(POPMALMOHHO-
TEJIEeKOMMYHUKALMOHHBIX ~ ceTeid. OpraHuzanus TeppOPUCTUYECKOrOo coolulecTBa WU



OpraHu3aIMi M y4dacTue B HEM (HEH), OCYIIECTBIISIEMbIE C HWCIOJIB30BAaHUEM KHOEPCPEICTB.
3aBeZlOMO JIO)KHOE COOOILIEHHEe 00 akTe TeppopH3Ma, COBEpIIAEMOE C HCIIOJIb30BAaHUEM
kubepcpencts. OpraHuzanus HPeCcTYHHOro cooOiiecTBa (MPECTYMHON OpraHu3aluu) WIN
ydyacTue B HeMm (Heil), coBepumiaemMas IyTe€M  HCIOJb30BaHHE  WH(POPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTel U pecypcoB. OpraHuzanusi MacCOBbIX O€CHOpPSAKOB,
coBepuIaemast C MCII0JIb30BaHUEM WuTepuera u MHBIX UH(POPMALIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTeil. He3zakoHHble mpuoOpereHue, mepenada, COBIT OpYyKus, €ro
OCHOBHBIX YacTeW, OOenmpuIiacoB, B3pPBIBHBIX YCTPOWCTB WM B3PBIBYATHIX BEIIECTB,
OCYILECTBIIsIEMasl C HUCIOJIb30BaHUEM HH(POPMALIMOHHO-TEJIEKOMMYHUKALIMOHHBIX CEeTell U HuX
pecypcoB. He3akoHHbIE NPOM3BOJACTBO, COBIT WM NEPECHUIKA HAPKOTUYECKUX CPENCTB,
IICUXOTPOIIHBIX BEIECTB WJIM KX aHAJIOrOB, a TaKXKe HE3aKOHHbIE COBIT WJIM IEpechlIKa
pacTeHUi, coaepXKallluX HApKOTUYECKUE CPEICTBA WJIM IICUXOTPOIIHBIE BEIIECTBA, JUOO HX
yacTell, coAepXkalluX HApKOTUYECKHE CpEeACTBAa WM IICUXOTPOIHBIE BElIeCTBa, JHO0
IPOKYPOPOB HAPKOTHMYECKHX BEIIECTB W PACTEHHUM, MX COAEP)KALUX, COBEPIIAEMBIE C
UCIOJIb30BaHUEM HH(POPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CETe M HHBIX KUOEpCpeACTB.
CkiioHeHHe K NOTpPeOJEHUI0 HApPKOTUYECKUX CPEICTB, ICUXOTPOINHBIX BEIIECTB MU HX
aHaJoroB,  COBepIlaeMoe ¢  momoulplo  VHTepHera M MHBIX  MH()OPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX ceTeil. He3akoHHBII 00OpOT CHIIBHOJACHCTBYIOIIMX HIIH SITOBUTHIX
BEIIIECTB, 2 PAaBHO HOBBIX MOTEHLHAIBHO OMNACHBIX ICUXOAKTHBHBIX BEIIECTB B LIEISIX COBITA,
COBepLIaeMbli ¢ UCIOIb30BaHUEM MH(DOPMALIMOHHO-TEIEKOMMYHHUKALMOHHBIX CETEN U CETEBbIX

pECypCoB.

Tema 6. IIpecTyniienns NpoTUB 001IECTBEHHO HPABCTBEHHOCTH, COBEplIaeMble B
cepe BHICOKHX TEXHOJIOTH I

YronoBHO-ipaBoBasi Kiaccu(UKAMs W BUABI MPECTYIUICHUH MPOTHB OOLIECTBEHHON
HPABCTBEHHOCTH, COBEPILIAEMBIX C UCIIOJIb30BaHUEM | T-TexHooruii.

KBanuduxarys He3aKOHHBIX M3TOTOBJICHUS U 000pOTa MOPHOTrpapUUIECKUX MaTEpUajoB
WJIM TIPEJIMETOB, COBEPIIAEMBIX C UCIOJIb30BaHUEM HH(POPMAIIMOHHO-TEICKOMMYHHKAIIMOHHBIX
ceteil (Bkimouas ceth «MHTepHeT». KBanudukaus u3roroBiaeHus 1 000poTa MaTepHaIoB WU
IPEIMETOB C MOPHOTpapUUYECKUMHU H300pa)KEHUSMU HECOBEPIICHHOJIETHUX, COBEPIIEHHBIE C
ucnons3oBanueM |T-texHonoruii. [loHaTue mMaTepuanoB U MpPeaMETOB ¢ MOpHOrpaduuecKuMu
M300paXEeHUSIMU HECOBEPIICHHOJIETHUX. Martepuaiibl U MpeIMeThl, coAepKaliue n300paxeHue
WM ONHMCAHUE IMOJOBBIX OPraHOB HECOBEPUICHHOJIETHETO, HE SIBIIAIONIMECS MaTepualamMu u
npeAMEeTaMH, C TOpHOrpapuYecKUMHU H300pakeHusaMH. KBanmudukanus HMCHOIb30BaHUS
HECOBEPIIIEHHOJIETHETO B IIENIAX W3TOTOBJICHHS MOPHOTpaQHUECKUX MaTepUaIOB WM MPEAMETOB
C UCHOJB30BaHHEM HH(OPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX ceTed  (BKJIOYas  CeTh
«HTEpHETY).
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