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Ieab ocBOEeHUS TUCHUIJIMHBI:

CdopmupoBaTh  CIIOCOOHOCTH  OLICHMBATh  YPOBEHb  pa3BUTUS  HHQPOPMAIMOHHON U
Ooubmuorpaduueckoil  KyabTyphl W COJCHCTBOBATh  OOCCICUCHHIO  WH(OPMAIMOHHON
0e30MacHOCTH

ILnan xypca:
Tema 1. UndopmanuonHasi 6€30MaCHOCTD: MPeAMET U COiepPKaHne

IIpenmer u 3amaunm Teopuu HHGPOpPMALMOHHON Oe3omacHocTH. ba3oBble TepMHMHBI U
onpeaeneHusi. OOBEKTH 3aIlUTBI W OOBEKTHl MOJICIUPOBAHUSA. YTPO3bl OE30MACHOCTH:
Pa3sHOBHIHOCTH U Kiaccudukanus. [Tpuaiuner napopmannonnoi 6e3onacHoctu. Tpuama CIA.

[Tpomiecc obecrneuenust 3amuTbl UHPopManuu. HamaekHOCTH CHUCTEMBI 0O€30MACHOCTH:
napaMeTphbl, XapaKTepPUCTUKH U TpeOOBaHUs. YA3BUMOCTH B 3aIIUTE WH(POPMALIMOHHBIX CUCTEM.
Cucrembl  uMH(QOPMALMOHHBIA  3amUThl  opraHu3auuu. [lomutuka  MHGOPMALMOHHON
0e30macHOCTH.  3amMTa  OT  HECAHKIMOHMPOBAHHOTO  JIOCTYNa:  WAECHTHU(HKAIMS,
ayTeHTU(UKALKSL, YIIPABICHUE JOCTYIIOM.

Tema 2. Texnosiorun B cepe HHPOPMALMOHHON 0€30IACHOCTH

VA3BUMOCTH  BBIYUCIHUTEIBHOIO 00OpynoBaHUsA. MeToabl M CpeAcTBa  3alUThI
uHpopmauuu. Kpuntorpapuueckas 3amura. YrcaoBoe nporpaMMHoe yrpaBiieHHE. Y IpaBiIeHue
paspadotkoit I10O. VYmpasnenue cpencrBamu [10. AnmapatHoe ympasieHue. IIporpammnoe
yIpaBJieHUE

Mopnenn 0e30macHOCTU: perjlaMeHThl U KPUTEPUH OIpeleleHHs] Oe30MacHOCTH.
Huckpernble monenu. Monens Xappucona-Py3o-Ynsmana. Monens benna Jlallagymna. Monens
MH(OPMALIMOHHBIX MOTOKOB I'paxama-/lennunra. Mogens bub6a. Monens Knapka-Ywuicona.
Mopenb «Kutaiickoit CTEHBI.

Kpunrorpadus. Kpuntorpadpuueckuit ananus: ocHoBbI. [lepecranoBKa, TpaHCTIO3ULMS U
muarpammbl.  [lupp Buxenepa. Crannmaptel DES. Anroputmsr IDEA, CAST u AES.
Kpuntorpaduueckas cucremMa C OTKPBITBIM KIIOUYOM. AyTeHTHU(QHUKAIUS OTIPABUTEIS,
Anroput™m RSA. Tenaenuuu pa3Butus Kpuntorpaguueckoi 3amuTsl. KBantoBoe mudpoBanue.
bnoxueiin mudposanue. [IpumeHenne 610KueH-TEXHOIOTUH.

CereBas 6ezonacHocTh. Komnbiorepusie cetn: ocHOBHBIC moHsATHS. LAN, WAN, DNS-
cepsep 1 MAC-anpec. Iporokonsr TCP/UPD/IP. Ceresast moaens OSI. TIporokomnst IPv4 u
IPv6. ITpotokon UDP. ITpomexyrounoe I10. Texnonoruu VPN u Proxy. Cuctems! IDS, IPS u
SEIMS. Pa3HOBHJHOCTH CETEBBIX arak. TEHICHIMH pPAa3BUTHS CETEBOM OE30IacHOCTH.
['unepBuzop. Bupryanuzamus cepBucoB. MUKpocerMeHTalMsl ceTeil. 3aluieHHble 00JauHble
BeIunciieHus. Mozaenu SaaS, PaaS u laaS.

Tema 3. [lnanupoBanue cucTeMbl HHPOPMALIMOHHOH 0€30NIACHOCTH



IIponiecc muiaHupoBaHMs OE€30MACHOCTH: OCHOBHBIE ATambl M HpUHUUNBL. [loHATHE
cucTeMbl MH(OPMAIIMOHHON Oe30macHOCTH B opraHu3anuu. OCHOBONONAraroIue METOAbl U
abCTpaKTHBIE MOJEIN KOHTPOJIS 10CTyNa. MoJiesin U METObl POJIEBOIO U CECCHOHHOTO KOHTPOJIS
nocrymna. Bompockl naeHtudukanum poieid u ceccuid. 3aaaud MOCTPOCHUSI CHCTEMBI 3aIIUTHI
uHpopMalui. YpoBHHM cTparerun Oe3onmacHOocTU. Kilacchl OpraHM3allMOHHBIX pPELICHUH B
UH(POPMALIMOHHOM 0€30MaCHOCTH. AJNBTEepHATUBHBIE METO/IbI 3AIIUTHI HH(POPMAIUH.

IIpoexTupoBanue cucreM MHPOpMaLUOHHON Oe3zomacHocTH. Ciyx6a MHPOPMaMOHHON
O0e3omacHocT. OrmpenencHre (QYHKIIMOHANBHBIX 337ad CHCTEMbI 3aIlUTHl  HH(OPMAIIHH.
Onpenenenue TpeOOBaHUI K KayecTBY Pa3pabOTKU U TEXHUYECKOIO CONPOBOXKIECHUS CUCTEMbI
3am|Thl  MHGOpPMAaUU. DKOHOMHYECKOE OOOCHOBaHME NPOEKTHBIX pemeHuil. OreHka
IPOU3BOAUTEIBHOCTH CHCTEMBl 3allUThl MHGOPMALUMU. DKCIUIyaTallUOHHOE IPOEKTUPOBAHUE
cucTeMbl 3auThl nHpopMmanuu. Ciryx6a HHPOPMAITHOHHON OE30MTaCHOCTH.

Tema 4. Ynpasiienue puckamu B cdepe nHpopManmoHHOH 0€30M1aCHOCTH

VYopasnenue puckamu. Mojenb 0€30MacCHOCTH C IMOJHBIM INEPEKPBHITUEM. YIIpaBICHUE
UH(POPMALIMOHHONW 0€30M1aCHOCThI0. METOAMKHM IOCTPOEHUS CUCTEM 3alUThl MH(OpMAaIMH.
Metoauku W mporpaMMHbIE TPOAYKTHI JUIsl OLIEHKHM pPHUCKOB. BpIOOp mpoekTa cuctemsl
oOecriedeHnss MHPOpPMAMOHHONW Oe3onmacHocTH. UrpoBas mozenb KOH(IMKTA «3allUTHHK-
HapYIIUTEIb.

OneHka puCKOB opraHusauuu B chepe nHpopmanroHHON Oe3onmacHocTU. CHIDKEHUE
pucKa: MeToAbl. AHAIU3 U dKcliepTU3a puckoB. OleHKa 3aTpaT ¥ pUCKOB. Mojenb AJis OLEHKH
ctoumocTH nporpammuoro odecneuenus COBRA. Mogens npoiiecca yrnpaBieHHs] pUCKAMHU.
Tema 5. PykoBoacTBa u ctanaapTthl B cepe nHGopManMoOHHOI 6e30I1acCHOCTH

IIponiecc mocTpoeHHss W OLEHKM CUCTEM WH(POPMALMOHHOM Oe3omacHocTH. Poib
CTaHJApTOB B 0€30MacHOCTH HH(OPMAIMOHHBIX cucTeM. lIporpamMmmHoe obecneueHue st
ynyuamenus nporeccoB. Crangaptel [SO/IEC 17799/27002 u 27001. Mognens SSE-CMM:
KJIFOYEBblE KOHCTpYKUMU U KoHuenuuu. Apxurektypa SSE-CMM. Cranpaptel «PangyxHas
cepusi». OOmMe KpUTEPUM OLEHKH 3alUIIEHHOCTH MH(POPMAMOHHBIX TexHoiorui (Common
Criteria). Kpurepuii onenku Oe3omacHoctd  uHpopMmarmoHHbix  TexHojormii  ITSEC.
["apMoHM3a1MsI MEXTyHapOJHBIX U POCCUHCKUX CTaHIapTOB.

Tema 6. IIpaBoBoe oOecnieuenne HUHGPOPMANMOHHOI 0e30MaCHOCTH: 3apy0e:kHAs H
poccuiicKasi IPaKTUKA.

3apyOexHasi HOpMaTUBHO-IIpaBoBasi 0a3a B chepe MHPOPMAIIMOHHOM 0e30macHOCTU. AKT
0 KOMIBIOTEpHOM MouleHHn4yectBe u 3noynorpebsnenun (CFAA). 3akoH o 3amuTte
komnbioTepHoil unHpopmanuu (CSA). 3akoH 00 OTBETCTBEHHOCTH M IEPEHOCE JaHHBIX O
ctpaxoBanuu 310poBbs Tpaxnan (HIPAA). 3akon Capbeiinca-Okcnan (SOX). ®DenepanbHbIi
3aK0H 00 ympaBiieHun WHpopManuoHHON Oe3omacHOCThiO (FISMA). OOmmii permameHT 1O
samure ganabx (GDPR).

OrpanuueHue JocTyna K THOpMAaIMK B LENAX 3alIUThl HHTEPECOB JIMYHOCTH, O0LIeCTBa
u rocygapctea. lIpaBoBble peXHMBI TallH B CUCTEME OpPraHU3alMOHHOIO M IIPABOBOTO
oOecrieueHre 6€30MacHOCTH UH(POPMALIUK OTpaHUYEHHOTro JocTyma. [IpaBoBoi pexum 3amuThl
roCylapCTBEHHON TaiHbl. IIpaBoBol pexuM KomMMmepuecKkod TaiHbl. lIpaBoBol pexum
oOecrieueHrss 0€30MACHOCTH TEPCOHANBHBIX JAaHHBIX. AKTyaJdbHbIE BOMPOCHl pPEKUMa
ciyxeOHoi TaitHbl. [IpoTHBOAEHCTBHE HSKCTPEMHCTCKOW AEATENbHOCTH B HH(DOPMAIIMOHHON
chepe. 3amura Aereil oT MHPOPMALMK, TPUYUHSIONIEH Bpel UX 3I0POBBI0 U Pa3BUTHIO.
[TpaBoBbIe MpoOieMbl 00ecTiedeHnss HTHPOPMAITMOHHON 6€30MacHOCTH B ceTH VIHTepHeT.

Tema 7. HapyuieHusi 4 0TBETCTBEHHOCTD B cepe HHGPOPMALMOHHOM 0€30I1aCHOCTH

[lonatne ¥ BHUABI IOPUAMYECKOHM OTBETCTBEHHOCTH B 00macTH obecredeHus
uHpopMamoHHoil Oe3onacHocTH. CyOBeKTHI U OOBEKTHl TMPABOOTHOLIEHHH B o0iacTu
oOecriedeHuss UH(MOpMaMOHHON Oe3omacHocTH. KoMmbloTepHass KpUMHHAJIMCTUKA: OCHOBHBIE
nojoxeHud. Tunsl U obnacte npectymieHuil. [Ipodiema OTCYTCTBUS €IMHOTO HOPUIUUYECKOTO
npocTpanctBa B cdepe HH(POPMAIMOHHOM O€30MacHOCTH: «3a» U «rpotuB». COop
JIOKa3aTeNIbCTB B cynaeOHOM mopsnke. KomrmaeHe B cdepe mHDOpMAIMOHHOW O€30MacHOCTH.



®dopmarnbHas nporeaypa coopa maHHBIX. FOpuaumdeckue oCHOBBI COOMOICHUS (HOPMATBHOCTH
NpOLEAYpPhl M U3BATHE JOKA3aTeNbCTB. AKTyalbHBIE TIPOOJIEMBI W YIPO3bl MHUPOBOI
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Tema 8. Kyabtypa nndgopmaniuoHHoi 6e30MacHOCTH

Nudopmanmonnoe oobmectBo. ['nobanbHbBIe MpoOeMbl MHPOpMATH3AIMK OOIIECTBA.
HNHpopMallMOHHO-TICUXOJIOTHYECKass 0€30MacHOCT, W MaHuIyinupoBaHue. [loBeneHueckue
acneKkTel  Oe3omacHOCTM  HMH(OPMALMOHHBIX  CHCTEM.  YTpO3bl s COTPYJHUKOB.
WuauBuayanbHas MOTHBalUs JUIS  TpeaoTBparieHus KuOepatak. KubepmnpecTymHOCTb:
MPECTYMHUKHU U CPeACTBAa MaccoBoi nHMopmanuu. Kubepummnonax 1 oTCIeKUBaHUE.

Kynprypa u wuHbopManmonnas cucrtema Oe3onmacHocTd. [loHMMaHue KOHIICTIIIUU
KylIbTypbl Oe3omacHocTH. JluaepctBo u KynbTypa OesomacHoctd. [Ipuamumsr ODCP 1o
KyJIbType 0€30MacHOCTH. DTWYeckue U MNpodeccHOHalbHBIE NPOOJIEMbl B  YIPABICHUU
6e3omacHoctbio NC.

@opMblI TeKYIEr0 KOHTPOJISI U MPOMEKYTOUYHOI aTTecTAlMU:
B xone peanuzanuu AUCHUIUIMHBI WCIIONB3YIOTCA CIEAYIOIIME METOJbI TEKYIIETO KOHTPOJIS
YCIIEBAEMOCTH O0YYaAIOITNXCS:

— IIPU IPOBCIACHUU 3aHATUMN JIEKIIMOHHOI'O THUIIA:
OIIpocC, TUCKYCCHAI,

— TP MPOBEJICHUH 3aHATHI CEMUHAPCKOTO TUTIA!
KOHTpOJIbHAs paboTa, Keiic;

- [IPU KOHTPOJIC pE3YJIbTATOB CaMOCTOSITEIbHOM pa6OTI>I CTYACHTOB!
PEIICHUE 3a/1a4.

3aueT NpoBOJUTCS B MUCbMEHHON U YCTHOW (hopMe pelieHueM Kelica.

OcHoBHas1 JiMTepaTypa:

1. OpraHu3alnoHHOE U NpaBoBOe obecrieyeHrne HHPOPMALMOHHOM 0€30IacHOCTH: yUeOHUK
u npaktukyMm Juist By3oB / T. A. TlonskoBa, A. A. Crpenbuos, C. I'. UyOykoBa, B. A. Huecos;
nox pepakuueit T. A. [Tonaxosoi, A. A. CrpensnoBa. — Mocksa: M3narenscto FOpaiit, 2020.
— 325 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-03600-8. — TekcT: 2meKTpOHHBIN //
OBC HOpaiit [caiit]. — URL: http://www.biblio-online.ru.ezproxy.ranepa.ru:3561/bcode/450371
2. Kazapun, O. B. HagexxHocte u 06€30MacHOCTh MPOTPAMMHOTO oOecrieueHus: ydeOHoe
nocobue i By30B / O. B. Kazapun, . b. lllyounckuit. — MockBa: U3natensctBo IOpaiit,
2020. — 342 c. — (Bwicmiee o6OpazoBanme). — ISBN 978-5-534-05142-1. — Tekcr:
AIIEKTPOHHBIN / 3BC HOpaiir [caift]. — URL: http://www.biblio-
online.ru.ezproxy.ranepa.ru:3561/bcode/454453
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