AHHOTAIIUA PABOYEHA ITPOT'PAMMBI JTUCIUILIUHBI

NHOPOPMAIIMOHHAMA BE3OITACHOCTbD

ABTOpBI:

n.3.H. mpodeccop, mpodeccop Kadeapsl TEOPUH M CHUCTEM OTPACICBOTO  YIPaBICHUS
Munuenkosa O.1O.

ACCUCTEHT KadeIphl TEOPHH B CUCTEM OTpaciieBoro ynpasienus Meanos B.1O.

Koa 1 HanMeHOBaHMe HANIPABJIEHNUS NMOATOTOBKH, MPOpUIIs:
38.04.02 MenenxMeHT, « TexHoJI0ru4eckoe npeanpuHIMATEIbCTBO»

KBanudukanus (creneHs) BbINYCKHUKA:
Marwuctp

Ilesb ocBOCHMS TUCHMILIUHBI:
CdhopmupoBars CrIOCOOHOCTh aHAIM3UPOBATH JIEHCTBYIOIIYIO KOPIIOPATHBHYIO CTPATETHIO,
IPOTrpaMMbl OPraHU3aLMOHHOTO PA3BUTHS U U3MEHEHHH

Ilan kypca:

Tema 1. TeopeTudeckue ocHOBbI HH()OPMAITUOHHOW 0€30MACHOCTH.

[Ipeamer u 3amaun TeopuM 3amUThl MHGOpMaLuu. ba3oBble TEPMUHBI U ONpPEACICHHUS.
Knaccugukanus yrpo3 6esonacHoctu. MHTepnperanus yrpossl ataku. [loHsTue HaaeKHOCTH
0e30macHOCTH, TMapaMeTpbl U XapakTepucTuku Oe3omacHoctu. Kiaccudukanus yrpos
YVS3BUMOCTEH W YpOBHEH 3ammThl (3amumieHHOCTH). OOBEKThI 3alUTHI U OOBEKTHI
MOJICTTUPOBAHUSI.

Ob6mass  cxema  mporecca  obecrneueHust — OezomacHoctu.  Mnentudukanus,
ayTeHTH(QUKaLWs, YNpaBleHHE [JOCTYNOM. 3alluTa OT HECAHKIMOHHUPOBAHHOIO JOCTYIIA.
Monenu 6e3onacHoctu. [Iporecc mocTpoeHus: U OLIEHKU CUCTEMBI 0OecTieueHUsI 0€30MacCHOCTH.
Crangapt ISO/IEC 15408.

Tema 2. OOecneyeHue HWHGOPMANUOHHON 0€30MACHOCTH B YCJOBHAX IJI00AJIU3AIUM
UHGOPMALMOHHOIO NPOCTPAHCTBA

Nudopmarmonnas 6e3onacHocTs B uHGMOpManmuoHHOM o6OmectBe.  CoBpeMeHHOE
MH(POPMALMOHHOE TPOTUBOOOPCTBO U 0becredeHue HH(HOPMALIMOHHOM 6€30M1acHOCTH.

HNudpopmanmonHas 0e30nacHOCTh B CUCTEME HallMOHAIbHOM Oe3omacHocTH Poccuiickoit
@enepanuu. bazoBsle nmpuHIMNBI obecrneyeHus MHPpOpMauoHHONH Oe3omacHocTH. [IpaBoBoe
perynupoBanue WH(OOPMAITMOHHONW 0€30MaCHOCTH B CHCTEME POCCHUUCKOro MH(OPMAIIMOHHOTO
npasa. IIpaBoBble cpeacTBa obecrieyeHHs: 0€30MACHOCTH MH(POPMALUMOHHOW HH(PACTPYKTYpPbI
Poccuiickoit  ®enepanmu. IlpaBoBbie cpeacTBa obecrieueHus 0€30MAaCHOCTH HMH(POPMAITUH.
OpranuzaimoHHoe odecnedeHne HHPopMaMoHHo 6e3omacHoctu Poccuiickoii deneparui.
Tema 3. IlpaBoBble pe:kuMbl ofecnedeHHUs1 0e30MacCHOCTH MHEPOPMALMH OTPAHMYEHHOIO
JAOCTyIAa

OrpannueHue 10CTyna K HHOOpPMAIMH B 1IEJIAX 3alIUThl HHTEPECOB JTUIYHOCTH, OOIIECTBA
u rocyngapctBa. [IpaBoBble peXHMbl TallH B CHCTEME OPraHMU3AaLMOHHOTO M IPaBOBOIO
oOecrnieueHue 0e30MacHOCTH MH(OPMALMU OrPaHUYEHHOTo jJocTymna. [IpaBoBoil pexuM 3aliuThl
rocylapCTBEHHOM TanHbl. [IpaBoBOM pexuM KOMMeEpYecKod TaiHbl. [IpaBoBOM pexum
oOecrieueHusi 0O€30MACHOCTH MEPCOHANbHBIX JaHHBIX. AKTyallbHbIE BOIPOCHI  PEXHUMA
CITy>keOHOM TalHBI.

[IpoTuBOACICTBIE SKCTPEMHUCTCKON JACSITEIBHOCTH B MHGOPMAIIMOHHON cdepe. 3ammura
nerelt oT MH(OpMAIMK, TPUYMHSAIOLICH Bpel UX 3/10pOBbI0 U pa3BUTHIO. [IpaBoBbie MPOOIEMBI



obecnieyeHust HH(GOpMaIIMOHHOHK Oe30macHOCTH B ceTh MHTepHeT
Tema 4. FOpuauyeckasi 0TBETCTBEHHOCTb 32 NIPaBOHAPYLIeHUsI B MH(OPMALIMOHHOM cepe.

[lonsTHe ¥ BUAB HOPUIMYECKONH OTBETCTBEHHOCTH B 001MacTu oOecreueHUs
nHpopmarmonHoir O6e3omacHocTH. CyOBEKTHI W OOBEKTHI TPABOOTHOIICHWH B 0O0JACTH
obecnieyeHust nH(popmMaoHHoi Oe3onacHocTH. IIpecTynHocTs B MH(OpMAIIMOHHOHN cdepe Kak
yrpo3a uH()OpMAIMOHHONW 0e30macHOCTH mpu (HOPMHUPOBAHWK WH(GOPMAIIMOHHOTO OOIIECTBA B
ycrnoBusix  rnobamm3aruu.  [IpoOneMbl  YroJIOBHO-TIPAaBOBOW ~ OTBETCTBEHHOCTH  3a
nH(pOpMalMOHHbIE  MpecTyIuieHus. [Ipobmembl  MEXIyHapOIHOTO  COTpPYyAHHUYECTBA U
3apyOeKHBII OMBIT MPOTUBOJACHCTBYS MPECTYIIICHUSIM B HHPOPMAIIMOHHOM chepe
Tema 5. IIpoekTHpOBaHue CHCTEM 3AIMTHI MHGOPMaLUH

OcHoBoIONararmIMe METOAbl U a0CTPaKTHBIE MOJETN KOHTPOJIS AOCTymna. AOGCTpaKTHBIE
MOJIETTH KOHTPOJISI JIOCTyMa K 3alllMIIEHHBIM peXuMaM 00paboTku mHbopmaruu. Moxenu u
METOJIbl POJIEBOTO M CECCHOHHOTO KOHTPOJISA JAOCTyma. Bompochl uaeHTUUKAIMU polell u
ceccuid. 3a1a9u TOCTPOCHUSI CUCTEMBI 3aIUTHl HH(MOpPMAITK. AJIBTEpPHATUBHBIE METOBI 3aIIUThI
uHpOpMaLIUH.

Cragun u 3amaun npoektupoBaHus. OmnpeneneHue (QyHKUHOHAIBbHBIX 3aJad CHCTEMBbI
3amuThl uHpopmanuu. OmpeneneHue TpeOOBaHUN K KaueCTBY pa3pabOTKU U TEXHHYECKOTO
COTIPOBOXK/IEHUSI CHUCTEMBbI 3alllUThl MH(OpPMAaLKU. DKOHOMUYECKOEe OOOCHOBAHHME INPOEKTHBIX
pemtenuii. OmieHKa MPOU3BOJUTENHFHOCTH CHUCTEMBI 3alUTHl MH(POPMAIH. DKCILTyaTallMOHHOE
MIPOCKTUPOBAHKUE CHCTEMBI 3aIIUTH HH(OPMAIIHH.

Tema 6. AHau3 u ynpasJjieHHe pUCKaMH B cepe HH(POPMALMOHHOM 0e301acHOCTH

VYnpasnenue puckamu. Mojenb 0€30MacCHOCTH C TOJHBIM TNEPEKPHITUEM. YTIpaBlieHUE
uHpopMarmonHoit 6e3omacHocTthio. Cranmaptel ISO/IEC 17799/27002 u 27001. Metoauku
MMOCTPOCHUS CUCTEM 3alTuThl HHPOpMauu. MEeToauKN U TTPOrpaMMHBIEC TTPOITYKTHI JIJISi OIICHKH
puckoB. Bpibop mpoekTta cuctembl obecrieueHus MH(opManMoHHON Oe3zomacHocTu. Mrposas
MO/JIeNIb KOH(IIMKTA «3aIIUTHUK-HAPYIIUTEIIbY.

@DopMbl TEKYLIEr0 KOHTPOJISA U MPOMEKYTOYHOM aTTeCTAlMU:
B xone peanuzanun npucuuiuiniabel « HGOpManmonHas 0€30MacHOCTb» TEKYIIU KOHTPOJIb
yCIeBAaeMOCTH MPOBOJUTCS B YCTHOM M muchbMeHHOM (opmax. Vcmonb3yrorcs crenyromue
METO/Ibl TEKYIIIEr0 KOHTPOJISl YCIIEBAEMOCTH 00yJaroIuXcs:

No HaumenoBanue Tem u/mim pasienoB Metoapl TEKYIIEro KOHTPOJIS
yCIEBAEMOCTHU

Tema 1 | TeopeTnueckrue 0CHOBBI HHPOPMAITMOHHOM 0)
0€30acCHOCTH

Tema 2 | O6ecnieuenne HHPOPMAITMOHHOW 0E301TaCHOCTH B K
YCIOBHSAX TII00ANN3aUU HH()OPMAIIMOHHOTO
MIPOCTPaHCTBA

Tema 3 | IIpaBoBbIe pexuMbl oOecrieueHus: 6e30MacHOCTH 10
nH(GOpMaIIMU OTPAHUYCHHOTO I0CTYTIa

Tema 4 | FOpuanueckas OTBETCTBEHHOCTbH 32 €]
[IpaBOHApYUIEHUsl B MH(POPMAIIMOHHOHU cepe

Tema 5 | [IpoekTupoBaHKE CUCTEM 3aIUThI HHQOPMALIUU T

Tema 6 | AHanu3 u ynpasieHHE pUcKkamMu B chepe T
nH(pOpMaITMOHHOM 0€30MaCHOCTH

VYcenoBuble  o6o3HadyeHus:  ompoc(D), keiic(K), mumcemennwiii  ompoc(ITO), acce(D),
tectupoBanue(T), 3auet (3a)

[To mucuumube «MHpopmManoHHas 6€30MacHOCTbY y4eOHBIM IUIAHOM MPEdyCMOTpPEH
3a4eT, KOTOPBI MPOBOAUTCS B MUCbMEHHOW (opMe B BHIE aHanM3a Ou3Hec-cuTyanuid. Bee 2
3a/laHus HAMpPaBJICHbI HA IPOBEPKY KayecTBa ocBoeHUs komneTeHuu [1K-2.1.



OcHoBHas auTepaTypa

1.

AnucumoB A.A. MenemxkMeHT B chepe MHOOpMAIIMOHHON 0€30MacHOCTH [DIeKTPOHHBIH
pecypc] / A.A. AHHCUMOB. — DIJEKTPOH. TEKCTOBBIe mAaHHBIe. — M.: HHTepHeT-
Yuusepcurer Madopmannonnsix Texunonoruit (MHTYUT), 2016. — 212 c¢. — 978-5-9963-
0237-6. — Pexxum noctyna: http://www.iprbookshop.ru/52182.html

lNanarenko B.A. OcHoBbI nH(MOpManmoHHON Oe3omacHocTU [DneKTpoHHBIN pecypc] / B.A.
lNanarenko. — ONEeKTpPOH. TEKCTOBble JaHHble. — M.: UHrepHer-YHuBepcurer
Nudopmanmonnsix Texnonoruit (MHTYUT), 2016. — 266 c. — 978-5-94774-821-5. —
Pexum noctyna: http://www.iprbookshop.ru/52209.html

AgepuenkoB B.M. Aymut undopmanumonHoi Oe3omacHOCTH [DIEKTpOHHBIN pecypc]
yueOHoe mocobue it By30B / B.M. ABepueHKOB. — DJEKTPOH. TEKCTOBbIE JAHHbBIE. —
bpsiHck: BpsiHCKUMI roCynapCTBEHHbIN TeXHUYEeCKUN yHuBepcuteT, 2012. — 268 c. — 978-
89838-487-6. — Pexum gocryna: http://www.iprbookshop.ru/6991.html
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