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KBanupukauus (cTeneHb) BLIMYCKHUKA:
Maructp

eab ocBOeHUS TMCUMILUINHBI:
CdopmMupoBaTh CIOCOOHOCTh OPTraHU30BBIBATH MHHOBAITMOHHBIN mporiecc B [T opranuzanum

Ilan kypca:
Tema 1. OcHOBHBIC NOHATHS, LeJTH M 321a4H YIIPaBJICHUs HENPEPbIBHOCTHIO OM3Heca

[lenu u 3amaun ynpaBiieHUS HEMPEPHIBHOCTHIO MPOLECCOB U (YHKIMN B OpraHU3allUu.
BrisiBIIeHHE TPHOPUTETOB B 3aBUCUMOCTH OT MaciuTaba u cepsl AeITeTbHOCTH.

Cnemmdukanmmss PAS  77:2006 «YmpaBnenue HempepblBHOCTbIO W T-cepBuCOB.
[IpakTudeckue mpaBuiIa». YPOBHH 0OeCHeUeHHs HETPEPHIBHOCTH. YIPaBJICHUE WHIMICHTAMHU.
3ajaud W LeAM YIpaBlIC€HUS WHUUACHTAMH. YTpaBlIEHUE HENPEpPhIBHOCThIO Ou3HEeca W
aBapUHBIM BOCCTAHOBJICHUEM. YTIPABJICHHUE YPE3BhIUYAHHBIMU (KPU3UCHBIMU) CUTYAIIHSIMH.
Tema 2. ’)Ku3HeHHBbIl HUKJ MNpolecca yNnpaBjieHHsI HeNPepPbIBHOCTHIO Ou3Heca. JTanbl
BHeApeHuss BCM.

VYnpasreHue HenmpepbIBHOCTHIO OM3HECa KOMIIaHUU. [{MKINYHOCTD Mpoliecca ynpaBieHUs
HENpepbIBHOCTHIO On3Heca. HanexxHocTH 11aHoB oOecnieueHns HeMpepbIBHOCTH On3Heca.

Nuunmanusi mpoekta. AHaim3 Bo3AeicTBUsA Ha OumsHec. OreHka puckoB. PaspaboTka
CTpaTeTuy YIpPaBICHUS HEMPEpPHIBHOCTHIO Om3Heca. Pa3paboTka u BHEIpEeHHWE IUIAHOB
HeTNpephIBHOCTH Om3Heca. TecTupoBaHue U mepecMOTp miiaHoB. OOCTyKMBaHHE M OOHOBJICHUE
TUTAHOB.

Tema 3. OneHKka pUCKOB B paMKaXx yIpaBJeHUs HeNPePbIBHOCTHIO OU3Heca

Puck u Heonpenenennocts. IloTeHIMaNbHBIE OMACHOCTH U BO3JICUCTBUE UX MOCIEACTBUN
Ha JIOCTM)KEHHE YCTAHOBJIGHHBIX Iiesied KoMmaHuu. W aeHTuduKanus KiIroueBbIX (HaKTOpOB,
(hOopMUPYIONTNX PUCK. YS3BUMBIE MeCTa KOMIAHUH U €€ CUCTeM. BbiOop cmocoboB 00paboTku
pucka. AHanu3 U oreHka pucka. AHanmm3 6usHec-mporieccoB (Business Environment Analysis).
Amnamu3 puckoB (Risk Analysis). Ouenka Bo3aeiictBus Ha 6usHec (Business Impact Analysis)
Tema 4. Pa3paboTka cTpaTerun HenpepbLIBHOCTH OU3Heca

Onpenenenue 1enel W 3a1ad  yOpaBICHHUs HEMPEPHIBHOCThIO Ou3HEca. AHanu3
TpeboBaHuii. OnpeaeneHne JOMYIMICHHH W HCIOIb3yeMbIX TepMUHOB. OrmpejesieHne paMoK U
CTOMMOCTH TpoekTa. Co3aHne yrpapisSioiero KOMUTETa MPOEKTa.

OmnpeneneHrve TMOJIMTUK HEMpepbIBHOCTH OusHeca. Dukcanus I€JIEBOrO BpEMEHU
BoccTaHoBneHUs: (Recovery time objective). OmpeneneHue IeneBOd TOYKH BOCCTAHOBICHUS
(recovery point objective). YpoBHs HenpepbiBHOCTH Ou3Heca (Level of Business Continuity)
Tema 5. Pazpa0oTka u BHeApeHHe IIJIAHOB HeNPEePbIBHOCTH OH3Heca

[Inan oGecneuenust HemnpepbiBHOCTH Ou3Heca (Business Continuity Plan). Ilnan
HenpepeiBHOCTH  omepanuit  (Continuity of Operations Plan). IlnaH aHTUKPU3UCHBIX
kommyHuKarui (Crisis Communication Plan). [Iman 3ammTsel KpUTHYECKUX HHPPACTPYKTYP
(Critical Infrastructure Protection Plan). [Tnan pearupoBanust Ha kubep-uniuaeHtsl (Cyber
Incident Response Plan). [Tnan BoccranoBnenust mocie coos (Disaster Recovery Plan). [1nan Ha
cllyyail HeNpeIBUIEHHBIX cuTyanunid B HH(popManuoHHbIX cuctemax (Information System



Contingency Plan). [Tnan neiictBus nepcoHana B ciiydae upe3BblyaiiHoi cutyanuu (Occupant
Emergency Plan)

Tema 6. TecrupoBaHHe W NMepecMOTP IVIAHOB HeNpPepbIBHOCTH Ou3Heca. D(PPEeKTHBHOCTD
BHEJPEHUsI CUCTEeMbI YIIPABJICHUS HENPEPbIBHOCTHIO OU3Heca.

enp TecTupoBaHMs IUIAHOB HeEMpepbIBHOCTH Ou3Heca. Ilokaszarenu TecTUpoBaHUS.
Wuctpymentsl TectupoBanus. Ilogxomsl k TectupoBanuto. IlpuHnumel BeiOOpa MiaHa
tectupoBanusi. CueHapuii u meros rectupoBanus. Hactonsnas nposepka (Tabletop). Umuranus
(Imitation). ITomroe TectupoBanue (Full business continuity testing).

[Ipuunnabl  oOHOBieHue maHoB. M3menenune WT-undpactpykrypel. H3meHeHue
OpraHMU3allMOHHOM CTPYKTYyphl KOMIIaHWHU. VI3MeHeHMs B 3akoHojarenbcTBe. OOHapykeHHe
HEJ0CTaTKOB B IUIAHAX IPU UX TECTUPOBAHUU.

[Toxazatenu >QQpeKkTUBHOCTH. ['OTOBHOCTH OpraHM3allMd K MPOJODKEHUIO PadOThI B
cillyyae BO3HUKHOBeHMs aBapuili B MT-cucremax. BepoATHOCTH NpocTost (HEZOCTYITHOCTH)
MH(GOPMAIIMOHHBIX CHCTEM B CIyyae BO3HMKHOBEHHS] BHEIITATHOM CUTyallud U BO3MOXKHBIE
yObITKH. [IpoX0rkeHue ayauTa U COOTBETCTBUE TPEOOBAHUAM PETyIUPYIOIIUX OPIaHOB.

@opMBI TEKYILIET0 KOHTPOJISI ¥ POMEKYTOYHOM aTTeCTALNHU:

B xone peanuzanuu AUCUMIUIMHBI «YTIpaBJI€HHWE HENPEPHIBHOCTHIO OM3HECA» TEKYLIUil
KOHTpPOJIb yCIIEBAEMOCTH TPOBOJAUTCS B YCTHOW M THMCbMeHHOM ¢opmax. Hcnonesyrores
CJIEYIONIME METO/IbI TEKYIIEr0 KOHTPOJISl YCIIEBAEMOCTH O0YYaIOIIUXCS:

Ne HauMmenoBanue TeM W/WiK pa3iaeioB Meroapl TeKy1Iero
KOHTPOJIS
yCIEBAEMOCTHU

Tema 1 | OcHOBHBIC MOHSATHSA, LIETW U 3a7a41 YIIPABICHUS T

HENPEpPBIBHOCTHIO OU3HECa

Tema 2 | )Ku3HEHHBIN HUKJI IPOIIECCA YIIPABICHUS HEMIPEPHIBHOCTHIO 0)

ousHeca. Jranbl BHeApeHust BCM

Tema 3 | OneHka pUCKOB B paMKax YIIPaBIIEHUSI HEMPEPBHIBHOCTHIO C)

OusHeca

Tema 4 | Pa3pa0GoTka cTpaTeruy HEMpepbIBHOCTH OM3Heca A3

Tema 5 | PazpaboTka 1 BHeIpeHHE [JIaHOB HEMPEPHIBHOCTH OH3HECA A3

Tema 6 | TecTupoBaHue U NEPECMOTP IUIAHOB HEMPEPHIBHOCTH Jil|

ouzHeca. D (PEKTUBHOCTH BHEIPEHUS CHUCTEMBI YIIPABIICHUS
HENPEPhIBHOCTHIO OM3HEca.

YcinoBubeie 0603HaueHus: onpoc (0), acce(D), rectupoBanue (T), ananutuueckoe 3aganue(A3),
tectupoBanue(T), noxnaz (/1)

[To nucuumnHae «YNpapieHNEe HEPEPHIBHOCTHIO OM3HECA» YICOHBIM IIAHOM MPEIyCMOTPEH
3ayeT, KOTOPBIil IIPOBOAUTCS B MHCHMEHHOW (opMe U MOAPa3yMeBaeT PEeIICHHUE 3aa4 U aHAIIH3
Ou3Hec-cUTyauuii.
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