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Kon u® HaummeHoBaHuWe HAnpaBJeHUs  NOATOTOBKH, mnpodmas: 40.04.01
IOpucnpynenuus. KOpuct B yronoBHOM cyI0IIpOU3BOACTBE

KBanudukanus (creneHb) BbIMYCKHUKA: MAaruCTp

®opma 00yueHHUs: OUHAsI, 3a0YHas

esab 0CBOCHUSA TUCHUILINHBI:
dopMUpOBaHUE KOMIETEHIIMU IOpHCTa B O0JIACTH YTOJOBHOW OTBETCTBEHHOCTH H
CY/IOTIPOM3BOJICTBA TIO JeJiaM O MPECTYIUICHUSX, COBEPIIAEMBIX B C)epe BHICOKUX TEXHOJIOTUH.

ILnan kypca:

Tema 1. OcoGeHHOCTH M 3aJa4d CYIONPOU3BOACTBA (PACKPBITHSI M PACCIICIOBAHMSA)
NpeCcTYIVICHHH, coBeplIaeMbIX B c(pepe BLICOKUX TEXHOJIOTHil

[Monartue xubepnpectynHocTu. IloHATHE KHOEpHpecTyIuIeHUs. YTOJIOBHO-IIPABOBAs
knaccudukainus kudeprpectyrieHnit. CoruanbHas O0OYCIOBIEHHOCTh W 33/1a4Ml  yTOJIOBHOM
OTBETCTBEHHOCTH 3a KubepnpectymieHus. O0bexTsl Kubepnpectymienuit. Mecro ITTexHonorui
B cocTaBax KuOeprpecTymiaeHu. 3agaun 1 0cOOEHHOCTH KBAIM(DUKAIMKU KUOEPIpeCTyIIEHUH.
[Ipobaembr auddepeHumanuu W UHIUBUAYATU3AlUN  YTOJIOBHOH OTBETCTBEHHOCTH 32
MPECTYIUIEHUS, COBEpIIAEMble C HCIOJIb30BaHUEM HH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH (KuOeprpecTymieHH).

Tema 2. Cynonpou3BoacTBO 1O JejiaM O NPeCTYIUICHUSIX NMPOTHB KOMIIBIOTEPHO
HHpopmanuu, copepiiaeMbix B cepe BLICOKHX TEXHOJIOTHI

HenpaBomepHsblif goctyn Kk KoMmbloTepHOH HMH(popMmanuu. HempaBomepHbIil qocTym K
KOMITBIOTEPHOH HMHGOpMAIMK, OCYLIECTBISIEMbI C IOMOIIbIO BPEJOHOCHBIX MPOrpaMM.
HenpaBomepHsIif 1ocTyn K HH(GOPMALIMKU, OCYIIECTBISEMBIH C MOMOIIBIO HHOW KOMIIBIOTEPHOM
uHpopMaruu. HenpaBomepHbIl 1OCTyn K KOMIIBIOTEPHOW HH(OpPMAIMU, OCYIIECTBISEMBIA C
HCIIOJIB30BAHUEM  alIapaTHBIX BBICOKOTEXHOJIOTMYHBIX CpeACTB. IlpecTymHble MNociaeacTBus
HENPaBOMEPHOTO JOCTyNa K KOMIBIOTEPHON HH(pOpMalUu: MOHATHE, BUJABI, XapaKTEpUCTHUKA.
KBanuduuupyromue MNpu3HAKKM HENPaBOMEPHOTO JOCTyNa K KOMIBIOTEPHOH HH(pOpMaLnu.
Co3naHne, WCIONB30BAaHUE W PACHPOCTPAHEHHWE BPEIOHOCHBIX KOMIBIOTEPHBIX IPOrPAMM.
OcHOBHbBIE BHIbBl BPEJOHOCHBIX KOMIIBIOTEPHBIX IpOrpaMM. Bupycsl B HCTOpHYECKOU
nepcnektuse. Hanbosnee onacHble U3 COBPEMEHHBIX BUJIOB BUPYCHBIX MPOTPaMM, MEXAHU3MBI UX
neucTBud. TposHCKHME MpPOrpaMMbl: OTIMYME OT BHUPYCOB, MeEXaHU3M JeuctBus. IMnHas
KOMITbIOTEpHasi MH(OpMalns Kak CpeICcTBO coBeplueHus mnpectymieHus. Helrpanuzanus
CPEACTB 3aIlUThl KOMIBIOTEPHON HH(pOpManMK Kak creuupuueckoe IesiHue, CIOCOObl U
cpenctBa ero comepuieHus.  Kpamuduuupyronye NOpU3HAKKW CO3JaHUS, HCIOJIb30BaHUS H
pacIpoCTpaHEeH!s BPEIOHOCHBIX KOMIIBIOTEPHBIX IIporpaMm. Hapymienue rnmpaBui sKCIutyaTanuu
CPEICTB XpaHEeHUs, 00pabOTKH WM Mepeaadd KOMIbIOTEPHON nHGopMai U HHGOPMAIIIOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTeil. OCHOBHBIE CIOCOOBI M CPEICTBA COBEPIIEHUS TAKOro poja
npecTynHblx JaesHud. HHpopmanuss kak nOpeaMeT JaHHOTO MpecTyIuieHus. Bompocsl
IIPaBOIPUMEHUTEIILHON MPAKTUKA II0 JAaHHOMY cocTaBy. HempaBomepHOe BO3IEHCTBHE Ha
KpUTHUECKYyl0 uH(popManuoHHyo uHpacTpykrypy Poccuiickoit ®enepauuun. Ilonstue
KpuTHdeckoil uHpopMannoHHoil uHppacTpykTypsl Poccuiickoit ®enepanun. OObeKTHBHAS
CTOpOHa JaHHOTo JesHus. Kpanuduuupyromue Mpu3HaAKW HEMPaBOMEPHOTO BO3JCHCTBHUS Ha
KPUTHYECKYI0 HH(POPMALMOHHYI0 HH(ppacTpykTypy Poccuiickoit @eneparum.



Tema 3. Cynonpou3BOACTBO MO [ejaM O TMPeCcTyIUIEHHAX MPOTHB JIMYHOCTH,
coBepiiaemMblie B cpepe BLICOKHX TEXHOJIOTHH

JloBeneHnne 10 camMOyOMICTBa, COBEPIIEHHOE C WCIOJb30BaHHEM CETH VIHTEpHeT.
CkJloOHEHHE K COBEpUICHMIO CaMOYOMICTBa WJIM COJCHCTBHE COBEpPLICHHIO CaMOyOHiicTBa,
COBEpIICHHOE C TOMOIIBI0 HHPOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHONH ceTu. OpraHuzamnus
NESTETPHOCTH, HAMpaBIEHHONW Ha TMOOYXJACHHE K COBEPIICHHUIO CcamMOyOWiicTBa. YTposa
yOuHCTBOM, coOBepIlIaeMas C HCIOJIb30BAaHHEM KHOEPCPEICTB W BOMPOCHI €€ KBaTH(PUKAIUH.
Toprosus JIIOJTbMH, coBepIaeMast c HCIIOJIb30BAaHUEM nH(OpPMAITMOHHO-
TEJICeKOMMYHUKAIIMOHHBIX ~ ceTeil.  KueBera,  ocymiecTBisiemMas C  HCIOJBb30BAHUEM
MH()OPMAITMOHHO-TEJICKOMMYHHKAIIMOHHBIX CETEH M CETEBBIX pecypcoB. Pa3zBparHbie JEMCTBUS,
COBEpIIaeMble  IMyTEM  HUCIONb30BaHUs  pecypcoB  cetn  HWurepner.  Hapymenue
HEMPUKOCHOBEHHOCTH YaCTHOMW XKWU3HM, COBEPIICHHOE IyTEM HCITOJIb30BaHUSI WH()OPMAIIMOHHO-
TEJICeKOMMYHUKAIIMOHHBIX ~ TEXHOJNOTUH. Hapymienue TalHBI  MEpemucKH, Tene(OoHHBIX
MEPETOBOPOB,  TMOYTOBBIX, TelerpadHBIX WJIA HWHBIX COOOIEHWN, COBEPIICHHBIE C
UCTIONb30BaHNEeM KuOepcpencTB. He3akoHHBI 000pOT CHEIUANbHBIX TEXHUYECKUX CPEJCTB,
MpPEeHA3HAYCHHBIX U1 HETJIACHOTO TONyYeHHs HWH(OpPMalUK, OCYIIECTBIIEMBIA dYepe3
MH(OPMAITMOHHO-TETIEKOMMYHHUKAIIMOHHBIE CeTH. HapylieHne aBTOPCKMX M CMEXHBIX IIpaB,
COBEPIIIEHHOE C WCTOJb30BaHUEeM KuOepcpencTB. Hapymienrne n3o0perarenbCKuX M MaTCeHTHBIX
mpaB, COBEPIICHHOE C  HCHOJb30BaHHEM  WHGPOPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIX
TexHOoJoTHi. BoBlieUeHe HECOBEPIICHHONIETHIX B COBEPIIICHUE aHTHOOIIECTBEHHBIX JACHCTBUMN
u MPECTYIUICHUH, OCYLIECTBIISIEMOE c HCII0JIb30BaHUEM nH(OPMAITMOHHO-
TEJIEKOMMYHHUKAITHOHHBIX CETEH M CETEBBIX PECYPCOB.

Tema 4. CynonpousBOACTBO MO JejJaM O MNpecTyIUIeHusiXx B cdepe IKOHOMHKH,
COBEPILIAEMBIX HCIIOIb30BAHMEM BbICOKHX TE€XHOJIOTHI

MolieHHIYECTBO, COBEPILIEHHOE C KCIOJIB30BaHUEM IUIATEKHBIX KapT, OCYLIECTBIIEMOE
c npumenenueMm IT-texnomoruil. Kpaxka (uUHAHCOBBIX CpeACTB TpakJaH M3 3JIEKTPOHHBIX
OAHKOBCKHMX CeTe M IUIaTeKHBIX CHUCTEM: NpobiemMbl KBaIW(UKALMM, OCHOBHbBIE IyTH
COBepIICHHsA. MelKoe XHUIIEHHE, COBEPLIEHHOE JIMIIOM, MOABEPTHYTHIM aJMUHHCTPATUBHOMY
HaKa3aHHIO, COBEPILIAEMOE C HCIOJIb30BAHNEM HH(DOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CeTel
nyTeM oOMaHa WIM 370ynoTpeOsieHHs JoBepreM. MOIIEHHHYeCTBO B cepe KOMIBIOTEPHOM
uHpopMaru  (C  HCHOJNB30BAHMEM  KOMIBIOTEPHBIX  IpOrpaMM,  CeTed,  HHBIX
BBICOKOTEXHOJIOTUYHBIX ~ cpeacTB). Cmam:  TMOHATHE,  BONPOCHI  YTOJOBHO-IPAaBOBOM
OTBETCTBEHHOCTU. He3akoHHOE NPEeaNpPUHUMATEIBCTBO, COBEPIIAEMOE C HCIOIb30BAaHUEM
MH(POPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIX ceTeld. He3akoHHble opraHuzanus W INPOBEACHUE
a3apTHBIX WP, COBEPIIAEMBbIE C HCIIOJb30BaHUEM ceTu VHTepHEeT M MHBIX HWH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTeil. HeszakoHHas OaHKOBCKash AEATENBbHOCTb, OCYILIECTBIAEMast
MOCPEACTBOM  HCIIOJIb30BaHUSI HMH(DOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CEeTed M  HHBIX
KkubepcpeacTB.  MaHUNYIMpOBaHME  PBIHKOM,  OCYHIECTBISIEMOE C  HCIIOJIb30BAHUEM
1H(}OPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX ceTell. HermpaBoMepHbIit 000pOT CpeACTB IUIaTeXeEH,
B TOM YHCIE DJEKTPOHHBIX, OCYHIECTBISIEMbIi C HCIOJb30BaHUEM HH(POPMAIIHOHHO-
TEJIEKOMMYHHUKAIMOHHBIX TEXHOJIOTHH.

Tema 5. CynonpousBoACTBO IO AeJiaM O MPeCTYIJIEHUSIX NMPOTHUB 00IIeCTBEHHOM
0e30MacHOCTH M OOLIECTBEHHOI0 NMOPSAJKa, COBepIIaeMble ¢ MCIO0Jb30BAHHEM BBICOKHX
TeXHOJIOT Uil

KubepreppopusMm, ero mnoHATHE M OCOOEHHOCTH KBanudukauuu. OcyliecTBIeHHE
MyONIMYHBIX MPU3BIBOB K OCYILIECTBICHUIO TEPPOPUCTHUECKOM AESITETbHOCTH WM MyOIMYHOE
OIlpaBJaHKE TEPPOPU3MA, COBEPIIAEMOE C TTOMOIIbIO HH(OPMAIIMOHHO-TEIEKOMMYHHUKAITMOHHBIX
TexHosornd. ConeicTBue TEPPOPUCTHUECKON IEATENBHOCTH, OCYIIECTBISIEMOE C IOMOIIBIO
ceth VIHTEepHET W MHBIX HH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX ceTeid. OpraHuszaims
TEPPOPUCTUUECKOT0 COOOIIECTBA WIIM OPraHU3allii U y4acTHe B HeM (Hel), OCYIIEeCTBIIsIEMbIE C



UCTIOJIb30BaHUEM KHOEepCpeACTB. 3aBeOMO JIOXKHOE CcooOIIeHHe 00 axkTe TeppopHu3Ma,
COBEpIIaeMOe C HCMOIb30BaHUEM KuOepcpeacTB. OpraHuzanus TPECTYIHOTO COOoOIIecTBa
(mpecTynHO# OpraHu3alMK) WIK ydyacTHe B HeM (Heii), coBepliaeMas IyTeM HCIOJIb30BaHHE
MH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX ceTell u  pecypcoB. OpraHuzanus MacCOBBIX
OecropsiIKOB, COBeplllaeMasi C HCIoNb30BaHWEM VHTepHeTa M HMHBIX HMH(OPMALMOHHO-
TEJIeKOMMYHHUKALMOHHBIX ceTeil. He3zakoHHble mpuoOpereHue, nepenada, COBIT OpPYKHUS, €ro
OCHOBHBIX YacTel, OOEMpUIIacOB, B3PHIBHBIX YCTPOMCTB MM B3pBIBYATHIX  BEIIECTB,
OCyIIECTBIIsIeMasi C HCIOJIb30BaHHEM HH(POPMALMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CEeTed U UX
pecypcoB. He3akoHHbIE TPOM3BOACTBO, COBIT WJIM TMEPEChUIKa HAPKOTHYECKHX CPEICTB,
MICUXOTPOIHBIX BEIIECTB WJIM MX AaHAJOroB, a TaKXe HEe3aKOHHbIE COBIT WM IepechlIKa
pacTeHHii, cojep)KalluX HApKOTHUECKHUE CPEICTBA WM IICUXOTPOIHBIE BEIIeCTBa, JHOO HUX
yacTed, cojepXkKalluX HApKOTUYECKUE CpEeACTBA WM TICUXOTPOMHbIE BEIIeCTBa, JHOO
IIPOKYPOPOB HAPKOTUYECKUX BEUIECTB M PACTEHHH, HX COAEPXKALUX, COBEPIIAEMBIE C
UCIIOJIb30BaHUEM HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CeTel M HHBIX KUOEpPCPEICTB.
CkJioHEeHHEe K TOTPEOJICHUI0 HAPKOTMYECKUX CPEJACTB, MCHUXOTPONHBIX BELIECTB WIH HX
aHaJIOTOB,  COBeplIaeMoe ¢  MmoMmouplo  VHTepHeTa W HMHBIX  HMH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTel. HezakoHHBIH 000pOT CHIBHOACHCTBYIOIIMX WM STOBHTBIX
BEIIECTB, & PAaBHO HOBBIX MOTEHIMAJIBHO OMACHBIX NCHUXOAKTHBHBIX BELIECTB B LENSIX COBITA,
COBEpIIaeMblil ¢ HCIOIb30BAHUEM HH(OPMALMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETeH U CETeBBIX
pecypcoB.

Tema 6. IlpecTyniieHusi MPOTUB 00IIECTBEHHOW HPABCTBEHHOCTH, COBepIIaeMble B
c(epe BLICOKHX TEXHOJIOTMM

VYronoBHo-npaBoBas kiaccuuUKalus M BHUAbI MPECTYIUIEHUH MPOTHUB OOIIECTBEHHOMN
HPABCTBEHHOCTH, COBEPILIAEMBIX C HcMoyb30BaHneM [ T-TexHonoruii.

KBammdukanus HE3aKOHHBIX HU3TOTOBJICHHSI U 000pOTa MOPHOTPaPUUECKUX MaTEpPHAIIOB
WIN TIPEIMETOB, COBEPIIAEMBIX C HCIOJIb30BaHUEM HMH(OPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
ceteil (Bkimrouas ceth «HTepHeT». KBanudukanus u3rotoBieHus 1 o00poTa MaTrepuaIoB WIH
NPEIMETOB C TMOPHOTPapUUECKUMH H300paKEHUSIMH HECOBEPILECHHOJETHUX, COBEPIICHHBIE C
ucnoab3zoBanueMm IT-texHosnoruil. [loHsiTHE MaTepuansoB M MPEIMETOB C MOPHOTpapUUECKUMU
N300paKEHUSMHU HECOBEPIIEHHOJIETHUX. MaTepHaibl U MpeaAMETH, CoAepiKalie U300paxeHue
WIM OINHKCAaHUE TMOJIOBBIX OPraHOB HECOBEPILIEHHOJETHET0, HE SBISAIOLIMECS MaTepuaiamMu u
npeaMeTraMu, ¢ THopHOrpapuueckuMu u3o0paxeHusMu. Kpanudukanus HCHIOIb30BaHUSL
HECOBEPLICHHOJIETHETO B LENSIX U3TOTOBIIEHUS MOPHOrpaUIECKUX MaTepUAIOB WU MPEIMETOB
C  UCIOJIb30BaHHEM HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHBIX ~ ceTed  (BKJIIoYas  CeTb
«HTepHETY).

@opMBI TeKyLIEro KOHTPOJIS M NMPOMeKYTOYHOH arrectanuu: Cyronpous3BoacTBO
10 JejiaM 0 NMpecTyIJIeHHSX, coBepuiaeMbIX B cepe BbICOKHX TEXHOJIOTHIi_HCIOJIb3YIOTCS
ciaeayouye MeToAbl TeKyIero KOHTPOJIsl yCIeBaeMOCTH 00y4aloMXCs:

- TIpU TIPOBEICHUH 3aHATUH JIEKIIMOHHOTO TUIIA: OIPOC;

- TIPH MIPOBE/ICHUH MPAKTUYECKUX 3aHATHIA: TUCKYyCCHs, TECT, pedepar, keiic-3a1anue.
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